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Abstract

Long-running embedded systems developed in C and C++ are prone to memory
leaks and unbounded memory growth due to manual memory management. Tra-
ditional memory analysis and leak detection tools are often not suitable, as
they require system restarts or recompilation, and impose excessive overhead
on resource-constrained hardware. This thesis presents the design and imple-
mentation of MemScope, a lightweight, runtime-attachable tracing framework
for embedded Linux systems. MemdScope leverages Extended Berkeley Packet
Filter (eBPF)-based user space probes to monitor heap allocation and dealloc-
ation events without modifying the target application. The framework can be
attached to processes that are already running and monitor memory activity from
the point of intervention. The framework reconstructs the memory state, enables
time-resolved growth observability, and maps allocations to their respective call
stacks for precise source-level attribution.

The system was evaluated on a resource-constrained embedded platform under
controlled workloads. The results demonstrate bounded memory consumption,
manageable runtime overhead, and stable operation during extended monitoring
sessions. MemScope provides structured runtime allocation data that significantly
reduces manual diagnostic effort.
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1 Introduction

1.1 Motivation

Embedded software systems are frequently developed in C or C++. Since these
languages lack automatic memory management, it must be handled manually.
In large legacy codebases, memory management errors often remain undetected
for extended periods. This can lead to memory leaks or unbounded memory
growth, resulting in degraded performance, increased resource consumption, and
system instability. Furthermore, such vulnerabilities can be exploited for Denial-
of-Service (DoS) attacks by intentionally exhausting system resources.
Although migrating to memory-safe languages could address these issues, it is
typically not a viable option given the scale and complexity of such codebases.
Consequently, analysing runtime memory behaviour is essential to ensure long-
term stability of production systems.

The traditional definition of a memory leak, that is, memory not released at pro-
gram termination, assumes a finite execution lifetime. However, many embedded
systems are designed for continuous operation and may never terminate under
normal conditions. In such environments, program termination cannot be used
as a reference point.

The relevant question for long-running systems is not whether memory is even-
tually released, but whether memory usage stabilises over time within the oper-
ational limits. Analysis tools must therefore operate with incomplete knowledge
of the allocation history and classify behaviour as either bounded or unbounded
growth rather than relying solely on the binary classification of memory leak
versus no memory leak. For the purpose of this thesis, the following distinction
is made:

e Memory Leak: Memory that remains allocated at program termination
due to a missing corresponding deallocation.

o Memory Growth: A sustained increase in the total actively allocated
memory during execution, regardless of whether individual allocations are
eventually released. This may originate from leaks, delayed deallocations,
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caching or fragmentation.

On embedded targets, even bounded memory growth can be critical due to strictly
limited physical memory and Central Processing Unit (CPU) capacity. High
workloads and real-time requirements dictate that any monitoring process must
have only minimal influence on the target system. The tracing approach must
operate within tight resource budgets, avoid inducing system instability, and
function without requiring restarts, recompilation, or source code modification.
As the target platform is based on standard Linux facilities, the solution must
rely on native system mechanisms rather than specialised runtime environments
or modified toolchains.

While various tools, ranging from source code instrumentation to library inter-
position (see Chapter 2) exist, most are unsuitable for resource-constrained em-
bedded environments due to high overhead or the requirement for full-program
observation.

The current approach to addressing this issue involves placing manual wrappers
around memory-relevant code blocks and manually analysing the resulting log
files. This process is time-intensive, requires significant maintenance effort, and
remains a largely manual diagnostic challenge.

1.2 Objective

To enhance the stability of long-running embedded systems and reduce diagnostic
effort, this thesis aims to design and implement a lightweight, runtime-attachable
tracing framework, hereafter referred to as MemScope. The framework is intended
to serve as an observability tool that extracts and processes heap data in embed-
ded Linux environments under production constraints. By providing developers
with structured data on runtime allocation patterns, MemScope facilitates the
effective investigation of memory growth. A key requirement is that the frame-
work must operate without any modifications to, or recompilation of, the target
application.

1.3 Scope of Work

The scope of this work is limited to the runtime observation of dynamic heap
memory behaviour in user space processes. The framework is designed for process-
targeted tracing in embedded Linux environments and focuses on analysing al-
location and deallocation behaviour under production constraints.

The framework does not provide automated diagnosis, formal memory correct-
ness guarantees, static code verification, or debugger functionality. It does not
attempt to prove the absence of memory leaks. The implementation demonstrates
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feasibility of lightweight runtime-attached memory behaviour analysis rather than
delivering a fully integrated production debugging suite.

1.4 Outline

Chapter 2 briefly reviews existing approaches for memory analysis on Linux sys-
tems and categories them by instrumentation level and operational characterist-
ics.

Chapter 3 defines the functional and non-functional requirements that the tracing
framework must satisfy in embedded production environments.

Chapter 4 presents a solution-independent architecture, describing the obser-
vation model, system components, data and processing model, as well as the
resulting implications for the selected tracing mechanism.

Chapter 5 introduces eBPF as the selected tracing mechanism and details the
resulting system design and implementation of the framework.

Chapter 6 evaluates the framework against the requirements defined in Chapter 3.

Chapter 7 concludes the thesis by summarising the key contributions, discussing
limitations, and outlining directions for future work.
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2 Literature Review

After defining the problem scope and system requirements, this chapter surveys
existing approaches for analysing memory behaviour in software systems. A
variety of techniques have been proposed both in research and practice, ranging
from compile-time instrumentation to runtime tracing and statistical monitoring.
No single technique dominates all use cases, as each approach involves trade-offs
in terms of precision, overhead, intrusiveness, and deployment constraints.

Since this thesis focuses on investigating memory behaviour on resource-constrained
embedded Linux systems, the review is intentionally scoped to techniques applic-
able to native user space programs, specifically dynamic approaches.

The objective of this chapter is to systemically map the solution space, classify
existing methodological approaches, and position the proposed tracing framework
within this broader landscape.

2.1 Classes of Memory Analysis Tools

Based on the surveyed literature and representative tools, memory analysis ap-
proaches can be grouped into the following methodological classes.

2.1.1 Compile-Time Instrumentation

Compile-time instrumentation modifies a binary by integrating additional logic
into the execution path during the compilation process. The executable then
contains built-in runtime verification mechanisms.

AddressSanitizer (ASan) is an example of compile-time instrumentation (Serebry-
any et al., 2012). It monitors memory accesses and maintains a shadow memory,
containing the status of every byte in the actual memory. The status is used to
detect invalid memory accesses, such as buffer overflows or use-after-free errors.
Additionally, the compiler places safety gaps (redzones) around heap and stack
objects. These gaps are marked with an invalid status in the shadow memory.
For every memory access, the shadow memory is first inspected to see if the target
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address is valid. The access of a memory address marked as invalid in the shadow
memory results in a controlled crash of the program. Before terminating, ASan
generates a detailed error report of the incident. ASan is widely adopted in mod-
ern software development and is integrated into major compiler toolchains such
as Low Level Virtual Machine (LLVM) and GNU Compiler Collection (GCC)
(Serebryany et al., 2012).

In contrast to ASan, MemorySanitizer (MSan) monitors if a memory address is
initialised before it can influence the program behaviour. It also keeps a shadow
memory but in contrast to ASan it maps every bit of the actual memory to a bit
in the shadow memory to keep exact track of valid and invalid memory addresses
(Stepanov & Serebryany, 2015).

Similarly, ThreadSanitizer (T'San) instruments memory accesses to detect data
races in multithreaded programs (Serebryany & Iskhodzhanov, 2009).

ASan, MSan, and TSan are part of the LLVM-based sanitizers, which also in-
clude UndefinedBehaviorSanitizer (UBSan). They all share a common compiler-
instrumentation architecture.

Guarded Pool Allocator (GWP)-ASan is a newer, sampling based version of ASan.
It reduces runtime overhead by instrumenting only a subset of allocations, illus-
trating the trade-off between detection coverage and performance (Serebryany
et al., 2024).

The advantage of compile-time instrumentation lies within its high precision and
relatively low runtime overhead. The original ASan paper reports a slowdown of
73 %. However, compile-time instrumentation requires recompilation and there-
fore the restart of the application, while also increasing the size of the executable
due to added instructions.

2.1.2 Dynamic Binary Instrumentation (DBI)

Dynamic Binary Instrumentation (DBI) is a method that inserts analysis code
into the binary instruction code of a program during execution. It intercepts the
execution stream, breaks it into basic blocks (instruction sequences), and rewrites
them by inserting additional analysis code. These instrumented code blocks are
then stored in a code cache.

The code cache is used to avoid extreme overhead due to continuously interpreting
or recompiling instruction sequences. Whenever the program executes a block
that has already been instrumented and placed in the code cache, it directly
accesses the block from the code cache instead of the original binary.

To further increase performance the code blocks within the code cache are directly
linked. This allows the control flow to proceed without returning to the central
instrumentation dispatcher after a block in the code cache was executed.

The prominent DBI frameworks include Valgrind (Nethercote & Seward, 2007),
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DynamoRIO (Bruening et al., 2003), and Intel Pin (Luk et al., 2005).

Valgrind is a framework for heavyweight DBI. Valgrind itself runs on the host
CPU, while the execution of the program is intercepted, the machine code con-
verted into an intermediate representation (IR) and executed within a synthetic
CPU environment. Before IR are retranslated to host instructions, analysis logic
is inserted. The instrumented code is stored in a code cache.

During execution, Valgrind mirrors the program’s address space and stores metadata
for each byte. This is referred to as shadow memory. Analysis tools like Memcheck
(Seward & Nethercote, 2005) use this shadow memory and its metadata to detect
memory leaks and similar issues, e.g., invalid memory accesses.

Instrumenting every instruction provides very high precision and granularity, but
it typically introduces substantial runtime overhead. This is attributed to the
computational cost of maintaining the synthetic environment and the shadow
memory. The actual slowdown depends on the workload and tool configuration
(Nethercote & Seward, 2007; Vasquez & Simmonds, 2021, pp. 593-594).

DynamoRIO is a lightweight DBI framework. Unlike Valgrind, it separates the
applications original code into blocks and copies them into a code cache. Code
then is exclusively executed from the code cache. While the code is copied into the
code cache, analysis code can be inserted. Blocks that are executed in succession
are aggregated into traces and chached.

As DynamoRIO does not use heavy IR, it reduces overhead while still enabling
fine-grained instruction-level monitoring (Bruening et al., 2003).

The primary advantage of DBI is its high precision and flexibility. But, as in-
strumentation occurs during execution, it adds additional runtime overhead to
the program, typically limiting DBI-based tools to offline or debugging analysis
scenarios. However, DBI does not require the source code or any modification of
the executable file on the disk.

2.1.3 Library Interposition

Library interposition replaces or intercepts function calls at the dynamic linking
level. When intercepting a function call, an alternative implementation can be
provided and executed instead. Consequently, a function in another shared object
can be explicitly replaced. On Unix systems, this is typically realised through
the dynamic linker, which resolves symbols at load time and can be instructed to
search in custom libraries for symbols or functions, before doing so in the standard
system libraries. Library interposition does not require any modification of the
source code or binary (‘The GNU C Library’, 2026; Kerrisk, 2025b).

On Linux, the LD_PRELOAD environment variable enables library interposition.
It instructs the dynamic loader to load a specific shared object and its symbol
definitions before the standard libraries. This allows to replace symbols that
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are also present in other libraries with custom code and enables transparent
interception without recompilation of the target binary (‘The GNU C Library’,
2026; Kerrisk, 2025Db).

mtrace is another library interposition mechanism. It is provided by the GNU
C Library and instruments memory allocation functions to record allocation and
deallocation events. The tracing can be enabled through environment variables
and then logs every event to a file. As mtrace logs every event, its overhead is
primarily determined by 1/O. Therefore, performance will increase for programs
with a high event rate. At the same time, compared to DBI, mtrace is a rather
lightweight tool. It is important to note that the allocation log can only be
analysed after program termination. Consequently, mtrace can only be used for
offline leak detection. Moreover, it offers only limited contextual information
into allocation patterns (‘The GNU C Library’, 2026; Kerrisk, 2025¢; Vasquez &
Simmonds, 2021, p. 592).

An alternative memory allocator is Google’s Thread-Caching Malloc (tcmalloc).
It replaces the original memory allocator with an implementation that provides
built-in profiling. In addition, tcmalloc optimises performance by using thread-
local caches to minimise lock-contention. This makes it significantly more efficient
that the standard GNU C Library (glibc) allocator in multi-threaded environ-
ments.

As tcmalloc records stack traces at specific intervals instead of intercepting every
individual allocation, it is a sampling-based approach for continuous memory pro-
filing with negligible overhead. Therefore, it can be used in high-load production
systems.

Its deployment is highly flexible, as it can be linked during compilation or injected

into existing, unmodifiable binaries using the LD_PRELOAD environment variable
(‘TCMalloc : Thread-Caching Malloc’, 2024).

Library interposition-based tools provide a low integration barrier as no recom-
pilation or full binary translation is required. Therefore, library interposition
approaches introduce significantly less overhead than DBI-based tools. However,
when using library interposition tools, the visibility is limited to intercepted func-
tions and in general the abstraction level is much higher than for DBI. Library
interposition relies on linking and can be bypassed if statically linked binaries are
used or when allocation mechanisms are implemented outside the standard lib-
raries. Furthermore, when standard library symbols are replaced, it is imperative
to ensure proper implementation, with consideration for all other symbols and
functions that may invoke this implementation. It is inevitable that discrepancies
in implementation will result in heap corruption and program crashes.
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2.1.4 Kernel-Level and System Tracing

Kernel-level tracing instruments the kernel itself for observation of system beha-
viour. Since the kernel manages process lifecycles and hardware resources, it is
a central point of observation in the system. Relevant events, such as memory
allocations or deallocations, can be observed by attaching instrumentation logic
to predefined execution points within the operating system or the user space.
Modern tracing mechanisms provide multiple points across these layers to attach
customised analysis code. This makes kernel-level tracing a flexible approach
without requiring modification of the application source code.

Originally introduced as a performance analysis framework for Linux, perf provides
access to hardware performance monitoring units as well as kernel and user space
trace events. As perf is typically used in performance profiling scenarios re-
cording instruction pointers and stack traces at a defined frequency, its primary
mechanism is sampling. However, it can also collect event-based traces (Vasquez
& Simmonds, 2021, pp. 653-657; ‘Perf: Linux Profiling with Performance Coun-
ters’, 2024).

The Linux kernel provides an internal tracing framework, called ftrace. It is
designed for function-level tracing and other instrumentation mechanisms. When
enabled, it can record and timestamp kernel function calls (Vasquez & Simmonds,
2021, p. 660).

Tracepoints are predefined execution points, called hooks or probes, placed manu-
ally by kernel developers at key locations in the source code. As they are statically
implemented, they offer more stability than dynamic probes, such as kprobes.
When a tracepoint is triggered, structured event data is generated and made
available to tracing frameworks such as perf or eBPF (Vasquez & Simmonds,
2021, p. 665).

These concepts build the foundation on which kernel tracing mechanisms, such
as eBPF are built.

Extended Berkeley Packet Filter (eBPF) is a programmable tracing and instru-
mentation framework integrated into the Linux kernel. Users can attach small,
verified programs to various hook points in both kernel and user space, including
tracepoints, kprobes and uprobes. When triggered, these programs execute in
kernel context and can collect event data specified by the developer. The data
is then sent to user space programs for further processing. This approach allows
flexible runtime tracing with low overhead. It does not require recompilation or
source code modification of the target binary and eBPF programs can be attached
to running processes without restart (Billimoria, 2024, p. 274).

A more detailed description of eBPF is provided in Chapter 5.

Recent research has explored eBPF-based approaches for dynamic memory leak
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detection in Linux environments. A 2024 study proposes a method that combines
eBPF with a Linux Kernel Module (LKM). In this approach, eBPF uprobes are
attached to user space memory allocation functions to collect metadata.

To determine whether allocated memory remains actively used in long-running
processes, the approach proposes the use of a LKM to inspect the accessed bit on
page table entries at hardware level. This bit is periodically reset and checked. If
the accessed bit remains false after reset, the page is classified as unused. The sys-
tem aims to distinguish between temporarily retained memory and actual leaks
without interrupting the execution of the target application.

However, relying on a dedicated LKM introduces additional deployment complex-
ity and may limit applicability in production environments where kernel modifi-
actions are restricted (Xu & Chen, 2024).

Kernel-level tracing enables low-overhead runtime instrumentation without re-
compilation or binary rewriting. It is suitable for monitoring already deployed
processes. However, observability is limited to available hook points and exposed
kernel data. Applicability depends on kernel capabilities and configuration.

2.2 Orthogonal Design Dimensions and Com-
parative Analysis

The previous sections structured the solution space according to methodological

classes of analysis approaches. However, these approaches exhibit characteristics

that are independent of their underlying instrumentation mechanism but rather

influence the applicability in practice. The following section therefore introduces
orthogonal design dimensions that allow systematic comparison across classes.

The most fundamental trade-off among the examined approaches concerns pre-
cision versus runtime overhead. Techniques that provide instruction-level visib-
ility and complete allocation tracking typically suffer from substantial execution
overhead, whereas lightweight or sampling-based mechanisms suffer from partial
observability.

The following design dimensions can be identified:
o Precision vs. Runtime Overhead
o Intrusiveness and Source Code Requirements
o Runtime Attachment Capability
o Observability Scope
» Intended Usage Context
o Embedded System Suitability

10
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These dimensions provide a structural basis for comparison. Table 2.1 summarises
the trade-offs discussed in this chapter.

Dimension Compile- DBI Library In- Kernel-
Time (Valgrind)  terposition Level
Instrumenta- Tracing
tion (ASan) (eBPF)

Precision High Very High Medium High

Source Yes No No No

Required

Runtime No No No Yes

Attach

Overhead Moderate-High ~ Very High Low- Low

Moderate

Embedded Limited Low Moderate High

Suitability

Typical Usage Testing/CI Debugging Debugging/-  Monitoring/-

Context Monitoring Diagnostics

Table 2.1: Comparison of tracing approaches.

11
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3 Requirements

This chapter outlines the requirements for the tracing framework. First, the
observation goals are introduced. The requirements are then categorised as either
functional or non-functional.

3.1 Observation Goals

The goal of this tracing framework is to make long-term memory behaviour ob-
servable instead of formally proving the existence of a memory leak. As discussed
in Section 1.1, memory growth can have many different root causes. In order
to distinguish persistent memory growth from legitimate temporary allocation
patterns, insight into allocation lifetimes and recurring allocation patterns is re-
quired. Therefore, the system shall focus on displaying measurable characteristics
that allow for interpreting the memory behaviour over time.

3.2 Functional Requirements

The functional requirements specify the capabilities that the tracing framework
must provide.

Dynamic Observation Control

The system shall allow attaching to and detaching from a running process without
requiring a restart, as applications in embedded systems typically run for exten-
ded or indefinite periods and memory growth may only become observable during
operation. Consequently, instrumentation must be possible at the moment an-
omalous behaviour is suspected without disrupting the running system.

Allocation Event Acquisition

The system shall capture allocation and deallocation events and maintain the
relationship between both operations. To reconstruct memory behaviour, alloc-

13
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ation lifetimes must be determined. Without pairing allocation and deallocation
events, long-term memory growth cannot be distinguished from temporary alloc-
ations.

Allocation Origin Identification

The system shall provide the calling context responsible for each allocation and
deallocation event. To distinguish between intended allocation behaviour and
memory growth, the origin of an allocation must be identifiable; therefore, the
full call chain must be available rather than only the immediate caller in order
to reconstruct the complete execution path that led to the allocation.

Runtime Memory State Inspection

The system shall provide the currently active allocations and their lifetimes at
any point during the tracing. Only allocations that occurred after the tracing
began and remain active can be reported. To correlate behaviour with system
conditions, developers must be able to inspect the current memory state while
the application is running.

Memory Growth Observability

The system shall provide time-resolved allocation data enabling the analysis of
memory consumption trends. Identifying memory growth requires observing be-
haviour over time. It cannot be determined from a single snapshot of the memory
state.

3.3 Non-Functional Requirements

Non-functional requirements are defined as the quality attributes and operational
characteristics of a system.

Completeness of Observation

The system shall not lose any allocation or deallocation events after the tracing
framework has been attached to the target process. An incomplete event stream
would lead to incorrect representation of the runtime memory behaviour and may
falsely indicate memory growth or hide actual memory growth.

Performance

The system shall impose only limited and acceptable runtime overhead on the
target process. Tracing must not alter the execution behaviour beyond accept-
able limits; otherwise, the observed memory behaviour would not reflect the real

14
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system behaviour.

The system shall operate with bounded memory consumption, regardless of tra-
cing duration. The tracing framework must remain stable during long-running
observations and cannot itself lead to memory exhaustion. This requirement ap-
plies only to the runtime memory used by the tracing framework and does not
include persistent storage of traced events.

Concurrency Safety

The system shall trace the memory behaviour of multi-threaded applications in
a thread-safe manner. Concurrent allocations require synchronisation and the
avoidance of race conditions to ensure consistent memory state reconstruction.
The system shall trace events originating from multiple CPU cores. Allocations
and deallocations can occur simultaneously on different processors and therefore
require correct ordering and correlation of events.

Robustness

The system shall maintain a consistent representation of the memory state even
when tracing begins after the start of the program. The allocation history may
be partial when attaching to a running process. Despite this incomplete history,
the tracing framework must still provide a meaningful and internally consistent
representation of the observed memory behaviour.

Operational Stability

The system shall operate reliably during extended observation periods without
accumulating internal inconsistencies or degrading operational behaviour over
time.

Operability

The system shall require minimal configuration and no modification of the target
application. Diagnostic tools must remain usable during development, testing,
and field operation without introducing additional engineering effort. In produc-
tion environments, the target application often cannot be rebuilt or restarted.

Portability

The system shall operate across different devices and software variants within
the same Linux-based product family without requiring specific adaptation. A
tracing framework is intended for deployment in multiple hardware generations
and software configurations. Integration per-device would significantly limit the
practical usability in production environments.
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The system shall avoid dependence on programming language specific instru-
mentation and instead operate on common runtime allocation interfaces. This
allows analysing of applications implemented in different programming languages
without requiring language-specific integration.
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4 Architecture

This chapter presents the architecture of the proposed tracing framework, irre-
spective of the target platform. The focus of this chapter lies on the concept
rather than its concrete realisation.

First, the observation model is defined, specifying which aspects of runtime
memory behaviour must be observable in order to determine whether a system
exhibits memory growth. Next, a high-level system overview introduces the com-
ponents required to acquire, process, and provide this data. Section 4.3 then
specifies the information handled by the system. Finally, the processing model
explains how the collected data is processed to obtain a consistent and inter-
pretable representation of memory behaviour.

4.1 Observation Model

In order to determine whether a system exhibits memory growth, it must first be
clarified how memory growth can be identified in general. Programs often produce
short-term memory peaks during execution, where large amounts of memory are
temporarily allocated. Such peaks do not represent a memory leak and are not ne-
cessarily an indicator of memory growth. Only when the increased memory level
persists over time does the allocated memory indicate memory growth. Therefore,
memory behaviour must be evaluated over time as a sequence of state changes
rather than at a single point in time. Memory growth is inherently a temporal
phenomenon.

While the evaluation of memory growth over time is necessary, it is insufficient
for a meaningful interpretation in itself. The subsequent sections provide a more
detailed exposition on this matter.

4.1.1 Ambiguity of Process Memory Consumption

Figure 4.1 illustrates typical behaviours of dynamic heap allocations over time.
The figure distinguishes between live memory (actively allocated memory) and
reserved heap size (total heap space reserved by the allocator).
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Figure 4.1: Illustration of typical heap allocation behaviours

(a) Normal Behaviour - Finite Program

Allocations and deallocations are balanced. Memory temporarily increases
during execution but at program termination, all allocated memory is re-
leased. No persistent memory growth occurs.

(b) Leak - Finite Program

At least one allocation is never released. Live memory remains above zero at
program termination and is permanently lost due to missing deallocation.
Indicates a classical memory leak.

(c) Late Free - Finite Program

An allocation is held for an extended period of time so that memory appears
elevated for a long time and may temporarily appear as a leak, but the
memory is released before program termination.

(d) Bounded Memory Consumption - Continuous Program
Memory increases initially but converges to a stable level. Behaviour is
intended and expected and is sustainable for continuous systems.

(e) Unbounded Memory Consumption - Continuous Program

Memory continuous to increases over time. No convergence towards a stable
level. The behaviour leads to long-term resource exhaustion. This figure
represents problematic memory growth in a continuous system.

(f) - Fragmentation - Allocator Effects
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Memory becomes fragmented over time. In theory, enough memory exists,
but not in a contiguous memory region suitable for subsequent allocations.
As a result, the reserved heap size increases despite balanced allocation
and deallocation behaviour. Growth originates from allocator behaviour,
not allocation imbalance.

Observing total memory consumption alone is insufficient because it does not
allow a reliable interpretation of the system behaviour. Different system beha-
viours can produce a similar observed increase in heap memory usage. It follows
that memory consumption alone is not a reliable indicator of unintended memory
growth. Allocation lifetimes must be considered in the observation.

Furthermore, these phenomena do not occur in isolation. In real systems, frag-
mentation, late deallocations, and genuine memory growth may appear simul-
taneously, making the interpretation of aggregated memory metrics even more
ambiguous.

4.1.2 Memory Behaviour Alone Lacks Causality

Even if allocation lifetimes are known, the behaviour cannot be interpreted
without knowing which program location is responsible for the allocation. Alloc-
ations that are active over an extended period of time may result from intentional
design decisions, such as caching mechanisms or data accumulation strategies.

Without identifying the originating allocation context or call site, it is not possible
to distinguish between intended growth and faulty behaviour. In this context,
causality is defined as the association of each allocation and its originating code
location. This corresponds to the functional requirement of allocation origin
identification defined in Section 3.2.

Only the combination of temporal and causal information enables a meaningful
interpretation of memory behaviour. Since both pieces of information arise at the
moment an allocation event occurs, individual allocation events must be observed
and the memory state reconstructed from them.

4.1.3 Observation Constraints

The use of a reconstruction-based approach imposes strict constraints on the ob-
servation process. Since the memory state is derived exclusively from allocation
and deallocation events, missing events would directly corrupt the reconstructed
state. For example, if one deallocation event is not observed, the corresponding
allocation would appear to remain active indefinitely and could be falsely inter-
preted as leak-like behaviour. Consequently, the observation cannot rely on stat-
istical sampling, but must capture a continuous stream of events without loss.
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This motivates the non-functional requirement for completeness of observation
introduced in Chapter 3.3.

However, even with a continuous event stream, the observation window may not
cover the full lifetime of all allocations. This limitation arises from the nature of
runtime observation. When attaching the tracing framework to an already run-
ning process, some allocations may have been alive before the observation began.
Similarly, detaching the tracing system before the observed process terminates
inevitably results in missing the final deallocations.

As a result, the system never observes a complete allocation history. For this
reason, the tracing framework cannot formally prove the existence or absence of a
memory leak; it can only describe memory behaviour within the observed interval.
This property is consistent with the dynamic observation control requirement
defined in Chapter 3.2.

4.2 System Overview

This section presents a high-level overview of the tracing framework architecture.
The system is decomposed into logical components that capture, process, store,
and interpret memory events. Figure 4.2 provides a simplified schematic repres-
entation of these components. Subsequently, each component and its role within
the overall architecture is explained.

Target Tracing Processing Persistence Analysis
Process Component Component Component Component

Figure 4.2: Architectural overview

Target Process
The application whose memory behaviour is to be analysed. It remains unmodi-
fied and is observed externally.

Tracing Component

Captures the memory related events from the target process. Transfers events
to the processing component. The component operates in a transparent manner,
without causing interference to the target process.

Processing Component
Receives the events from the tracing component and transforms them into struc-
tured representations suitable for storage and analysis.

Persistence Component
Stores both captured events and derived data representations for the purpose of
long-term analysis and the investigation of long-term growth patterns. Ensures
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that the data is available beyond the observation window. This facilitates re-
petition of the analysis, application of heuristics, and comparison of results, for
example, after bugs in the target application have been fixed.

Analysis Component

Interprets the aggregated data and identifies growth patterns. Supports the
developer in investigating memory behaviour. Operates independently of the
runtime tracing.

The tracing and processing components constitute the monitoring infrastruc-
ture, while persistence and analysis components enable long-term interpretation
of the collected data. To prevent system overload, runtime monitoring must
be decoupled from computationally intensive tasks. This separation is achieved
through the persistence component, which forms the boundary between data
capture and interpretation.

4.3 Data Model

The data model describes the logical data entities used within the tracing frame-
work. Figure 4.3 illustrates these entities and their relationships in a simplified
conceptual representation. Subsequently, each data representation is briefly in-
troduced, and its purpose within the overall model is explained. This section
provides a comprehensive explanation of how the observed memory operations
are represented and related to each other, independent of their technical imple-
mentation.

Allocation ) fram grouped Allocation aggregated Aggregated
createsdefmes by Context into Representation

Figure 4.3: Conceptual data model

Event

An event represents a single observed memory operation. It corresponds either to
an allocation event or a deallocation event. Each event is atomic and contains the
following attributes: timestamp, size, memory address, process identifier, thread
identifier, allocation context, and event type.

Allocation Instance

An allocation instance represents a concrete allocation during runtime. It is
created by an allocation event and closed by the corresponding deallocation event,
if such an event occurs within the observation window. An allocation instance
does not exist independently but is derived from observed events. Each allocation
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instance is uniquely identified by its allocation event and the associated memory
address at that point in time. Multiple allocation instances may share the same
allocation context, but they represent distinct runtime allocations.

Lifetime

Figure 4.4 illustrates the concept of a lifetime. The lifetime represents a time
interval between an allocation and the corresponding deallocation event. It can
only be assigned to an allocation instance. Open-ended lifetimes may occur due
to incomplete observation or missing deallocation events. This is depicted in the
right diagram.

malloc free malloc
< — — — lifetime— — — —> < — — open lifetime— — —
time time

Figure 4.4: Allocation lifetime model

Allocation Context

The allocation context represents the program location responsible for the alloc-
ation event. Multiple allocation instances may share the same context. Deal-
location events inherit the allocation context of their corresponding allocation
event.

Aggregated Representation

The aggregated representation is derived from multiple allocation instances that
belong to the same allocation context. It captures statistical properties over
time, including the current active memory state, cumulative allocation metrics,
lifetime characteristics, and historical extrema. The rationale for aggregating
these metrics per allocation context is discussed in Section 4.4.3.

4.4 Processing Model

While the data model defines the structural representation of memory operations,
the processing model describes how these data entities are transformed into an
interpretable memory state. The following sections outline the logical processing
steps required to reconstruct and interpret memory behaviour.
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4.4.1 State Reconstruction

As established in Chapter 4.1, the reconstruction of the memory state from ob-
served memory operations is essential for an accurate interpretation of memory
behaviour. At this point, it must be emphasised that this state is not directly
observed but derived exclusively from allocation and deallocation events, and
therefore represents an event-sourced, inferred model rather than an intrinsic
system property. The tracing framework maintains this reconstructed state as
an internal representation of runtime memory behaviour.

More precisely, this internal state representation corresponds to a consistent snap-
shot of the process heap within the observation window. It is maintained by pro-
cessing a continuous stream of allocation and deallocation events. Each allocation
event creates a new allocation instance that is inserted into the active allocation
set. This set contains all currently active allocation instances, including their
allocation size, allocation timestamp, associated allocation context, and further
attributes, as explained in Section 4.3. An allocation instance is considered active
from the moment its allocation event is observed until the corresponding deal-
location event is processed. At that point, the allocation instance is closed and
removed from the active set. Considering this process, the memory state can be
understood as an evolving function of the processed event stream.

The correctness of this reconstructed memory state depends entirely on the com-
pleteness and ordering of the observed event stream. Missing or incorrectly
ordered events would directly corrupt the inferred memory model and may lead
to an inaccurate representation of runtime memory behaviour.

4.4.2 Incomplete Information Handling

However, the assumption of a complete and perfectly ordered event stream rep-
resents an idealised model and does not fully reflect real-world conditions. In real
observation environments, such conditions cannot be guaranteed.

As the tracing framework operates as an external observer, it only has access
to the events that fall within the observation window. Every observation has a
beginning and an end. When attaching the tracing framework to a continuously
running application, allocations may already exist that were created before the
tracing framework was attached. These allocations are unknown to the tracing
system. Likewise, when detaching at an arbitrary point in time, some allocations
may remain active because their corresponding deallocation events occur outside
the observation window.

Consequently, from the perspective of the observer, a complete allocation history
does not exist. The reconstructed memory state is therefore always relative to the
observation window. The tracing framework cannot assume knowledge of events
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that occurred before attachment or that will occur after detachment. Hence, the
reconstructed state is inherently based on incomplete information. This incom-
pleteness is a structural characteristic of runtime tracing and does not indicate
a malfunction of the tracing mechanism. As a consequence, the system must
tolerate partial information while still maintaining a meaningful representation
of the memory behaviour.

Incomplete information can manifest in different ways. As already mentioned,
deallocation events may be observed without a corresponding allocation event, or
allocations may remain active without an observed deallocation event, either be-
cause no deallocation exists or because it occurs outside the observation window.
In addition, temporary inconsistencies in event order may occur due to limita-
tions that apply to real systems, such as finite processing speed, finite buffering
capacity, and the absence of perfect synchronisation. Effects attributed to multi-
threading and multi-core execution further increase the likelihood of temporary
inconsistencies in the event sequence. The tracing framework must tolerate both
temporal inconsistencies and incomplete information.

To preserve consistency, the tracing framework follows a conservative interpret-
ation strategy. This means that the reconstructed state only reflects what has
been observed and does not speculate about unknown events. This conservative
interpretation strategy results in concrete processing rules:

o An observed deallocation event without a matching allocation event is tem-
porarily stored and only integrated into the reconstructed state if a corres-
ponding allocation event is later observed.

o Allocation events that remain unmatched until the end of the observation
window are retained as active instances without being automatically clas-
sified as leaks.

Where necessary, the system may apply only the minimal assumptions required to
maintain internal consistency while clearly separating between observed and in-
ferred state transitions. This applies when an allocation is observed for a memory
address that is already considered active. The system then assumes that a deal-
location event must have occurred, but the allocation event is processed first.
The previous allocation instance is then closed with the inferred free, and a new
one is opened. Such discrepancies can be attributed to temporal inconsistencies
within the system.

These rules ensure the stability and internal consistency of the system, even in
a scenario where the observed information may not be complete. The goal of
the processing model is not to reconstruct a historically complete memory state
but to maintain a consistent state representation within the boundaries of the
observable information.
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4.4.3 Online Processing

Section 4.4.1 outlined how the memory state is derived from allocation events.
This section now explains how this reconstruction is performed and maintained
over time.

The event-sourced reconstruction could in theory be performed entirely offline
after the observation has finished. However, the reconstructed state is required
to be available at any point during the observation window. For continuously run-
ning applications, the measurement process may execute for an extended period
of time. Whenever a developer observes unexpected system behaviour, it should
therefore be possible to retrieve the current reconstructed memory state without
terminating the observation. This supports early detection of critical allocation
contexts.

Consequently, instead of storing all events for post-mortem analysis, the tracing
framework performs incremental reconstruction and aggregation while attached
to the target process. Each observed allocation and deallocation event is directly
integrated into the internal state representation, allowing the tracing framework
to provide a consistent snapshot of the memory state at any time during the
observation.

Context-Based Growth Analysis

During the online aggregation, the system also derives higher-level metrics from
the evolving reconstructed memory state. This includes assigning each processed
event to its allocation context so that statistics can be accumulated and critical
code sections can be identified efficiently.

It is important to note that deallocation events are attributed to the allocation
context of their corresponding allocation event. Memory growth does not ori-
ginate from individual allocation or deallocation events in isolation, but from a
persistent imbalance between allocations and corresponding deallocations within
a specific allocation context. Each allocation context therefore represents a po-
tential growth source.

By attributing both allocation and deallocation events to the originating alloc-
ation context, the system can assess whether allocations from a given context
contribute to stable behaviour or long-term memory growth. This ensures that
statistical evaluation reflects the behaviour of allocation sources rather than the
code locations responsible for deallocation.

Figure 4.5 illustrates this aggregation process conceptually. This approach also
reduces the need to repeatedly examine the entire event history in order to derive
state information.
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Observed Allocation Group by Context-based
Events Allocation Context Aggregation
Context A
malloc(ptrl, 128B, ctxA) - active bytes: increasing

- allocation count: increasing
malloc(ptr2, 64B, ctxB)

malloc(ptrl, 128B, ctxA) Context B
. |- active bytes: stable
malloc(ptrl, 128B, ctxA) 't allocation count: stable

Figure 4.5: Conceptual illustration of context-based statistics.

Consistency under Incomplete Information

Beyond enabling context-based growth analysis, the online processing model con-
tributes to the robustness of the system in the presence of incomplete or tempor-
arily inconsistent event streams.

While Section 4.4.2 defined the rules for handling incomplete information, their
practical applicability relies one the stateful nature of the online processing
model. Because the reconstructed memory state is maintained incrementally
during runtime, short-lived mismatches or deviations in the event order can be
resolved as new events arrive. This would not be possible in a passive event
recording model, where interpretation is deferred until after observation. In this
way, overall consistency and a well-defined reconstructed memory state can be
ensured at all times.

4.4.4 Persistence Strategy

In addition to the data retrieved during online aggregation, the tracing framework
must ensure that relevant information remains available beyond the observation
window. The data produced during the online aggregation is bound to the lifetime
of the tracing session. For reproducibility, extended analysis, and comparison of
different observation runs, persistent storage of selected data is required.

Therefore, the persistence strategy for this tracing framework consists of two
complementary forms of stored information.

First, the complete raw event data is persisted. The raw event data consists of
every allocation and deallocation event in the exact order in which they were
processed. This includes all information stored with each event, as described
in Section 4.3. This approach provides a permanent record of the basis for the
reconstruction process. Consequently, storing the full raw event data ensures
reproducibility of the observation and allows for later re-evaluation or extended
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post-mortem analysis.

Second, the aggregated representations derived during the online processing are
stored. These include structured summaries and statistics that evolve during the
observation process, describing the memory behaviour of the target application.
Storing the aggregated information enables rapid inspection of the memory beha-
viour, particularly growth characteristics, without having to reprocess the entire
event history.

This separation of data serves two purposes. Runtime observation can be de-
coupled from subsequent, potentially computationally intensive analysis. In ad-
dition, the tracing framework preserves completeness of data beyond the obser-
vation window while enabling interpretability at the same time. The raw event
data provides maximal detail, whereas the aggregated data delivers structured
and condensed insight into the memory behaviour.

4.5 Technical Implications for the Tracing Mech-
anism

The architectural model described in this chapter imposes specific technical con-
straints on the underlying tracing mechanism. In order to realise the event-
sourced reconstruction, online aggregation, and persistence strategy outlined
above, the implementation must satisfy a concrete set of technical requirements.

Most importantly, the tracing mechanism must support dynamic attachment to
and detachment from a running target and capture allocation-related events ex-
ternally, without modifying the target application’s source code, build pipeline,
or binary. In production environments, the target software is often already de-
ployed and cannot be modified, rebuilt, or restarted for diagnosis. Additionally,
developers may wish to observe unexpected system behaviour at the moment it
occurs. Restarting the application for diagnostic purposes would undermine the
objective of the observation.

Furthermore, the mechanism must provide a complete stream of allocation and
deallocation events. As established in Chapter 4.1, reconstruction of the memory
state depends on a continuous and lossless event stream. Approaches that rely
on statistical sampling are therefore insufficient.

The tracing mechanism must operate on target systems that are assumed to
provide only extremely limited resources. This must be achieved without com-
promising accuracy or real-time requirements. The tracing mechanism must not
alter the observed memory behaviour.

In addition, the tracing infrastructure must correctly capture and correlate events
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originating from multi-threaded and multi-core execution environments. Events
may occur simultaneously across different threads and processors. Despite par-
allel execution and potential reordering effects, consistent memory state recon-
struction must remain possible.

Finally, the tracing approach must enable the retrieval of the allocation context,
such as the program location responsible for the memory operation. Without
this information, meaningful interpretation of memory growth patterns is not
possible.

Among the mechanisms discussed in Chapter 2, only approaches that satisfy the
above realisation requirements remain viable candidates.
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A re-evaluation of the approaches outlined in Chapter 2 shows that most con-
ventional techniques do not satisfy all derived realisation requirements simul-
taneously. While compile-time instrumentation tools require recompilation of
the application, heavyweight dynamic binary instrumentation would require a
restart of the program and apply excessive overhead to the target system. Lib-
rary interposition, for example LD_PRELOAD-based, on the other hand, requires
modification of the target application’s execution environment, and statistical
monitoring based tools cannot trace every single memory event as they rely on
sampling.

Kernel-assisted tracing mechanisms provide the most suitable combination of
completeness, the ability to attach during runtime, low overhead, and external
observability. Among these, eBPF provides a suitable mechanism for meeting
these requirements. Therefore, in this work, the tracing framework is implemen-
ted using eBPF technology.

This chapter presents the realisation of the previously defined architecture using
eBPF as the underlying technology. It describes how the solution-independent
architecture introduced in Chapter 4 is mapped onto the technical capabilities of
eBPF and outlines the resulting design decisions.

After a brief introduction to eBPF integration, the chapter is structured accord-
ing to functional building blocks of the framework. These include the tracing
mechanism, state reconstruction and event correlation, context-based memory
analysis, data transport and backpressure handling, persistence strategy and de-
gradation handling.

5.1 Introduction to eBPF

The Extended Berkeley Packet Filter (eBPF) originated from the Berkeley Packet
Filter (BPF), first introduced to Linux in 1997, based on the design by Mec-
Canne and Jacobson (1992). BPF was originally developed for packet filtering
(Rice, 2023, p. 2; McCanne & Jacobson, 1992). eBPF evolved from this network-

29



5. Design and Implementation

restricted use case to a "general-purpose virtual machine running inside the Linux
kernel” (Vasquez & Simmonds, 2021, p. 671).

Today, eBPF provides a sandboxed execution environment, allowing programs
to run inside the Linux kernel (Vasquez & Simmonds, 2021, p. 670). An eBPF
program can be dynamically attached to various hook points in the kernel and the
user space, allowing the tracing of specific events without restarting the target
application(s) (Rice, 2023, p. 9). Furthermore, no modification or recompilation
is required (Rice, 2023, p. 1). Due to these properties, eBPF has evolved into
a versatile foundation for observability, tracing and general analysis in modern
Linux systems.

This makes it particularly well suited for the observation model and processing
strategy developed in Chapter 4.

This section introduce the relevant execution model, attachment mechanisms,
and data exchange concepts that exist within eBPF.

5.1.1 Execution Model

An eBPF-based system always consists of two parts: the eBPF program executed
in the kernel and a user space program responsible for loading the eBPF program
into the kernel, configuring and retrieving data from it (Rice, 2023, p. 16; Xu &
Chen, 2024).

The eBPF execution model is based on a lightweight virtual machine embedded
in the Linux kernel. eBPF programs are usually written in C and compiled into
eBPF bytecode using a compiler toolchain that supports the eBPF instruction set,
most commonly the Clang/LLVM toolchain, although GCC has also provided an
eBPF backend since version 10. Before being loaded into the kernel, the bytecode
must pass a verification process to ensure the security and stability. The eBPF
verifier statically analyses the program and ensures that all possible execution
paths comply with strict safety constraints, such as valid memory access, bounded
execution, and controlled kernel interaction. This process guarantees bounded
execution and compliance with kernel constraints. Only verified programs are
permitted to execute (Vasquez & Simmonds, 2021, p. 670; Rice, 2023, pp. 9, 38,
109-113; Linux Kernel Documentation Project, n.d.).

Following the successful verification process, the eBPF bytecode is compiled into
native machine instructions by the Just-In-Time (JIT) compiler. This facilitates
near-native execution speed, resulting in significant performance improvement
(Rice, 2023, pp. 38, 48; Vasquez & Simmonds, 2021, p. 670).

Once loaded into the kernel, an eBPF program is dynamically attached to a spe-
cific hook point, such as a function entry or system call. The execution of the
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program is then event-driven; whenever the hooked event occurs, the eBPF pro-
gram is executed. Dynamic attachment means that neither the target application
nor the system must be restarted and attachment can occur at runtime (Rice,
2023, p. 9).

Because execution takes place inside the kernel and is triggered directly by relev-
ant events, eBPF enables complete tracing of relevant events without sampling,
inducing only low overhead (Rice, 2023, p. 10).

This supports requirements defined in Chapter 3, such as Dynamic Observation
Control, Completeness of Observation, Performance, Operability, and Portability.

5.1.2 Attachment Mechanisms

eBPF programs are not executed autonomously but must be attached to specific
execution points in the kernel or user space. These execution points are referred
to as hook points. Depending on the tracing objective, different attachment
mechanisms can be used to observe kernel level or user space behaviour. This
section briefly explains the most relevant hook types for MemScope.

Kprobe

Kprobes are hook points that can be attached almost anywhere in the kernel
to collect debugging and performance information non-disruptively. While the
probe type kprobe can be inserted on any instruction, the probe type kretprobe,
also called return probe, executes the eBPF program when a specified function
returns. Kprobes support dynamic attachment, so no recompilation of the kernel
is required. When a kprobe is registered, the original instruction at the probe
location is copied, and its first byte(s) are replaced with a breakpoint instruction.
When the breakpoint is hit, a trap is triggered, the processor state is saved, and
control is transferred to the kprobes framework. The associated pre-handler is
executed, after which the copied instruction is single-stepped. If defined, a post-
handler is then invoked, and execution resumes with the instruction following
the probepoint. However, when attaching a kprobe to a symbol name or kernel
function, it should be considered that lines of code may be modified from one
kernel release to the next (Rice, 2023, pp. 128-130; ‘Kernel Probes (Kprobes)’,
n.d.).

Tracepoint

A tracepoint is a statically defined instrumentation point in the Linux kernel code
and can be used for tracing and performance accounting. Unlike kprobes, trace-
points cannot be attached to arbitrary locations but only to predefined locations.
This improves robustness and compatibility across kernel versions. Compared to
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kprobes, tracepoints provide more stable observation points. When using trace-
points, a user-specified code is executed each time the tracepoint is reached. The
function is called in the execution context of the caller. After the function has
reached its end, it returns to the caller. Tracepoints are not exclusive to eBPF
(‘Using the Linux Kernel Tracepoints’, n.d.; Rice, 2023, pp. 131-133).

Uprobe

Uprobes are implemented using a breakpoint-based mechanism similar to kprobes,
but operate on user space instruction addresses. They can dynamically attach to
a user space application or library function. A uprobe is attached to the entry
of a user space function and a uretprobe to the exit. In order to use uprobes,
the target binary does not need to be modified or recompiled. But, the offset
of the probepoint in the object needs to be calculated and provided to the up-
robe event interface. Uprobes are attached to a running application externally
without modifying its code or logic. The application behaves functionally equi-
valent to execution without uprobes (Rice, 2023, pp. 133-134; ‘Uprobe-Tracer:
Uprobe-based Event Tracing’, n.d.).

UsSDT

User Statically Defined Tracing (USDT) are used to attach to predefined trace-
points within the application code or user space libraries. These predefined tra-
cepoints need to be placed explicitly in the target application by the developer
during development. Although USDTs offer stable observation points, prior in-
strumentation of the target binary is required. Equivalently as for uprobes, the
offset of the probepoint needs to be provided to the event interface (Rice, 2023,
pp. 133-134; ‘USDT - eBPF Docs’, 2026).

Perf Events

Perf is a performance analysis framework built around the Linux perf event in-
frastructure. Perf events are generated by the kernel’s performance monitoring
subsystem and primarily represent hardware and software performance counter
events, as well as selected kernel-defined tracepoints. eBPF programs can attach
to perf events to enable event-driven execution. However, these events are typic-
ally generated based on counter overflows or sampling configurations. As a result,
even though execution is triggerd by events, the underlying observation model is
often sampling-based. In practice, perf events are therefore predominantly used
for statistical profiling rather than for complete and deterministic event tracing
(Vasquez & Simmonds, 2021, pp. 653-659; Kerrisk, 2024; ‘Perf: Linux Profiling
with Performance Counters’, 2024).

eBPF provides numerous additional attachment mechanisms, including network-
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ing, scheduling, and security hooks (Rice, 2023, pp. 125-141), that are not relev-
ant for this tracing scenario.

The attachment mechanisms described in this section differ in terms of flexibil-
ity, stability guarantees, required prior instrumentation, and suitability for user
space versus kernel space observation. The selection of the appropriate hook
type suitable for this work, considering the architectural requirements defined in
Chapter 4 is discussed in Section 5.3.

5.1.3 Data Exchange

Since eBPF programs run isolated within the kernel, mechanisms are required to
exchange data with user space components. For this reason, eBPF provides inter-
faces to exchange data between the user space and the kernel program. Without
those, no data could be exchanged, as direct memory access between kernel and
user space is not permitted. The following section briefly explains the relevant
data structures for this work.

Maps

A map is a kernel data structure that can be created by the eBPF framework and
accessed and modified by the kernel and the user space in the same way. Maps
are typically used to either

« store data or states within the kernel program for later access

o allow the user space to write configuration data to be retrieved by the kernel
program

o provide metrics or results aggregated in the kernel to the user space for
further processing or storing

There are various types of maps, all of which are based on key-value data struc-
tures. eBPF programs interact with maps through dedicated helper functions
provided by the kernel. Maps are generally referred to as BPF MAP TYPE *
when writing code, reflecting that maps are kernel-level BPF objects. Therefore,
in this work they will be referred to as BPF maps and not as eBPF maps (‘BPF
Maps’, n.d.; Rice, 2023, pp. 20-24).

Streaming

For event-driven tracing scenarios, eBPF provides streaming mechanisms. In
tracing scenarios, buffers are used to stream data from the kernel to the user
space in a producer-consumer model. Any type of data can be inserted into the
buffer. The data is then consumed by the user space program. Buffers enable
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data transfer from the kernel to user space without the need for any synchronous
context switching, making it very well-suited for continuous, low-overhead event
delivery.

Buffers in eBPF generally have the following characteristics:

variable-length records
o when full, reservation will fail; no blocking

o possibility to memory-map the data area for user space applications for
efficient consumption and high performance

» user space applications can be notified about new incoming data via stand-
ard Linux event mechanisms such as epoll

« ability to do busy polling for new data to achieve lowest latency

When referring to a buffer in the context of eBPF, this typically means either
the perf buffer or the BPF ring buffer, as these are the two primary mechanisms
used for event streaming. The ring buffer was introduced specifically to improve
event delivery for BPF programs, therefore its formal name is "BPF ring buffer”,
reflecting its integration into the core BPF infrastructure. The perf event buffer
relies on the Linux perf subsystem and provides a per-CPU event buffer. The BPF
ring buffer is a newer implementation and was introduced to overcome specific
limitations of the perf buffer:

» more efficient memory utilisation by sharing the buffer across CPUs

o preserving the order of events that occur sequentially in time, even across
multiple CPUs

Similarly to maps, eBPF programs interact with buffers through dedicated helper
functions provided by the kernel (Rice, 2023, pp. 24-28; ‘BPF Ring Buffer’, n.d.).

Maps and streaming buffers combined form the foundation for incremental state
reconstruction and online aggregation, as described in Chapter 4.
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5.2 eBPF Integration and Component Split

As discussed in Section 5.1, an eBPF-based system consists of two components:
1. an eBPF program executed inside the kernel, and

2. a user space application responsible for loading, configuring, and managing
the eBPF program.

Userspace

Ta_rgeF Processing
Application Component
Event
Kernel
Trace Events
eBPF
Tracing
Program

Figure 5.1: High-level execution model of MemScope.

Figure 5.1 illustrates the high-level integration of eBPF. Whenever the target
application performs a memory operation, the associated hook triggers the execu-
tion of the eBPF program in the kernel. This program collects relevant metadata
and exposes it to the user space processing component via BPF maps. Together,
the eBPF tracing logic and the user space component constitute the tracing
framework.

5.2.1 Choice of eBPF Tooling Ecosystem

When developing an eBPF-based system, one of the first decisions concerns the
choice of the tooling ecosystem, which defines how eBPF programs are com-
piled, loaded, and integrated with user space components. eBPF offers numerous
options. The most commonly used options include bpftrace, BPF Compiler Col-
lection (BCC) and libbpf.
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Given the constraints of the target environment, libbpf was selected as the imple-
mentation foundation. MemScope is intended to operate on a resource-restricted
embedded Linux system without introducing significant runtime overhead or ad-
ditional dependencies. High-level frameworks such as BCC rely on dynamic com-
pilation and require the full LLVM toolchain to be present on the destination
machine. This results in comparatively heavy user space runtimes, which are not
suitable for minimal embedded deployments. Bpftrace, in contrast, is designed
as an interactive high-level tracing tool based on a domain-specific language.
It enables rapid development of eBPF-based tracing scripts but is intended as
a stand-alone diagnostic tool rather than as a foundation for implementing a
custom, stateful tracing framework (Rice, 2023, pp. 79-81, 185-188; Billimoria,
2024, p. 274).

Libbpf provides a lightweight C-based interface to the kernel’s BPF subsystem,
allowing direct control over program loading, map management, and buffer hand-
ling. Its minimal dependency footprint and native integration make it well suited
for embedded environments. Among the available tooling ecosystems, libbpf was
the only solution that satisfied the architectural, performance and deployment
constraints simultaneously.

5.2.2 Separation of Kernel and User Space State

Although eBPF inherently implies a separation between kernel and user space, it
remains a design decision how processing responsibilities are distributed between
the two domains.

Although more complex processing could in principle be implemented inside the
kernel, eBPF programs are subject to strict verifier constraints, bounded stack
size, limited instruction complexity, and restricted memory resources. Exceeding
these limits would either prevent the program from being loaded or increase the
risk of resource exhaustion in kernel space. For this reason, MemScope deliber-
ately restricts kernel-side processing to minimal preprocessing tasks.

Therefore, the kernel is only assigned to the following tasks:
o capturing relevant allocation and deallocation events,
o retrieving the allocation context by capturing the stack trace,

e maintaining small peripheral data structures required between entry and
return hooks,

» aggregating simple global counters and statistics.

A stack trace represents the sequence of active function calls at a specific point
in time. It is obtained by capturing the saved return addresses stored in the call
stack, which allows reconstruction of the calling context.
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All computationally intensive processing, including state reconstruction, alloca-
tion context statistics, and persistence, is performed and kept in the user space.
In addition to kernel limitations, this is motivated by another consideration.

As described in Section 4.4.2, the reconstructed memory state may require cor-
rections due to incomplete or temporarily inconsistent event streams. Performing
full state management in the kernel would complicate such corrections and in-
crease the risk of inconsistency.

Therefore, the kernel is limited to minimal data extraction and preprocessing,
while the user space processing component maintains the authority over the re-
constructed memory state and executes the higher-level analysis.

5.3 Tracing Strategy

This section explains in detail the tracing strategy adopted in this work and the
eBPF mechanisms that are instrumented to realise it. As outlined in Chapter 4.1,
the tracing framework must observe individual memory allocation and dealloca-
tion operations in order to reconstruct the memory state.

Event Retrieval

The target application is written in C and C++. In these programming lan-
guages, dynamic memory management is performed through a standardised Appli-
cation Programming Interface (API). Within the scope of this work, allocations
events triggered by malloc and deallocations events triggered by free are instru-
mented. These symbols are defined in the standard C library (libc).

Hooks are therefore placed at the symbol locations within the dynamically linked
libc. Whenever the target application performs malloc or free, control is trans-
ferred to the corresponding implementation within the shared library. Attaching
uprobes at these symbol entry and return points, guarantees that every instance
of these functions can be observed. This ensures that all memory operations
performed through the standard C heap interface are captured.

To associate the allocation size with the allocated memory address, it is necessary
to capture both the function entry and return of malloc. The size is available
at function entry, while the allocated address is only known after the function
returns. In contrast, for free, the function return does not provide any addi-
tional information relevant to the tracing. Therefore, only the function entry is
instrumented.

An additional advantage of hooking at the libc level is robustness against wrapper
implementations. Even if a developer uses custom wrapper functions around
malloc or free, the underlying allocation is still performed through the original
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libec symbols. As a result, such instrumentations do not prevent the MemScope
from observing the memory event.

However, this design has explicit limitations. Allocations cannot be observed
if the target application is statically linked against libc, or if it employs a cus-
tom allocator that bypasses the standard heap interface. While tracing such
cases would technically possible through additional instrumentation strategies,
the present framework intentionally targets dynamically linked applications us-
ing the standard C/C++ heap allocation via libc. This design choice supports
the portability and operability requirements defined in Chapter 3.

Hook Type

Section 5.1.2 introduced various attachment mechanisms available within eBPF
and their characteristics. Before evaluating aspects such as stability or flexibility,
it must first be determined, which mechanisms are applicable in this scenario.

Since the allocation and deallocation functions of interest are implemented in a
user space shared library (libc), kprobes, kernel tracepoints, and perf events are
not suitable, since they operate exclusively within the kernel. This leaves USDT
and uprobes as viable candidates.

USDT requires prior code instrumentation of the target application. This contra-
dicts the operability requirement defined in Chapter 3, which explicitly excludes
source code modification or recompilation.

Uprobes, on the other hand, do not require prior modification of the target bin-
ary and allow dynamic attachment to user space functions. The can be placed
at precise symbol offsets within shared libraries and therefore provide sufficient
stability. Consequently, uprobes are used to attach to the standard C library
symbols.

The following listing illustrates the basic structure of a uprobe hook. The SEC
macro specifies the Executable and Linkable Format (ELF) section in which the
hook is placed and determines the attachment type. In this case, the uprobe is
associated with the entry point of the malloc function.

SEC("uprobe/malloc_entry")
int uprobe_malloc_entry(struct pt_regs *ctx) {
/* user-defined code */

3

AW N e

Listing 5.1: Syntax of a uprobe hook.

The function follows the standard eBPF program signature and receives a pointer
to the processor register state (struct pt_regs), which provides the arguments
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-

.sz = sizeof (opts),
.func_name = sym,
.retprobe = retprobe,
3
return bpf_program__attach_uprobe_opts (prog,
pid,
bin_path,
0 /* func offset */,
&opts);
X
7| struct bpf_link *11 = attach_uprobe_sym(p_malloc_entry,
target,
libcpath,
"malloc",
false);

of the probed function. The complete implementation of the malloc return hook
is provided in Appendix A.

Hook Attach in User Space

Once the uprobe has been defined in the eBPF kernel program, the hook must be
attached to the corresponding function. This attachment is performed in the user
space using libbpf’s attach_uprobe_sym function. It attaches the probe based
on the symbol name (e.g. malloc) without requiring to manually calculate the
address offset.

The function requires the eBPF program reference (*prog), the Process Identifier
(PID) of the observed process (pid), a reference to the path to the shared object
in which the symbol is defined (¥bin_path), a reference to hooked symbol (*sym),
and a flag (retprobe) indicating whether the probe should trigger on function
entry (false) or return (true).

Libbpf then takes over the symbol offset resolution within the ELF object and
configures the uprobe accordingly. The following listing shows all relevant code
to perform the uprobe attach (‘Libbpf API Error Handling’, n.d.):

static struct bpf_link *attach_uprobe_sym(
struct bpf_program *prog,
pid_t pid,
const char *bin_path,
const char *sym, bool retprobe) {
struct bpf_uprobe_opts opts = {

Listing 5.2: Uprobe attach in the user space.

The returned bpf_link object represents the attachment and must be explicitly
detached during shutdown.
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Program Attach in User Space

MemScope operates in a PID-targeted mode. Providing the PID of the target
application when attaching the uprobes, ensures that only events originating from
the selected process are captured.

eBPF also permits system-wide attachment when no PID is provided. However,
limiting the scope of the observation reduces the overhead and therefore supports
the performance requirement defined in Chapter 3.

5.4 State Reconstruction and Correlation
Strategy

While the previous section defined how the events are captured, this section
explains how the memory state is reconstructed from these events.

The reconstructed memory state is represented by all active allocation instances
at a given point in time. These active allocation events are stored in a hash
map maintained by the user space program. Each element of the map is keyed
by its memory pointer, i.e., the address of the allocated memory, and contains
all relevant information associated with the allocation event. Specifically, this
includes the size (size) of the allocated memory, a unique identifier for the stack
trace (stackid), the kernel time stamp at which the event occurred (ts_ns), the
age of the allocation (age), and an internal unique identifier (id) .

The stack identifier, hereafter also referred to as stackid, is used to determine
the exact allocation context of an event. As elaborated in Chapter 4.4.3, growth
analysis must be performed by grouping allocation instances according to their
allocation context. This allocation context is retrieved in the kernel program
using a built-in BPF helper function. The function captures the complete stack
trace of an event up to a user-defined depth and returns a unique identifier for
that specific sequence of call sites. The depth parameter defines how many nested
function calls are included in the stack trace. For MemScope, the depth is set to
20 frames to ensure that complete allocation call chains are captured.

The unique stack identifier is a hash computed over the captured stack trace and
automatically generated by eBPF. The corresponding stack trace is stored in a
dedicated BPF stack map keyed by this identifier. As with all BPF maps, the
stack map can be accessed both by the kernel program, to store new stack traces,
and by the user space program to resolve a stack identifier to its associated call
sequence.

This code snippet illustrates how a stack trace map is defined and what the
corresponding syntax looks like. The map is shown as a representative example
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|} stack_traces SEC(".maps");

for the maps used within MemScope, as the overall structure and syntax are
consistent; in most cases, only the map type and the key/value definitions differ.

struct {
__uint (type, BPF_MAP_TYPE_STACK_TRACE);
__uint(max_entries, MAX_STACKS);
__uint (key_size, sizeof(s32));
__uint(value_size, sizeof (u64) * MAX_STACK_DEPTH);

Listing 5.3: Implementation of a stack trace map.

The constants MAX_STACKS and MAX_STACK DEPTH are macro-defined constants
that can be customised. The identifier stack_traces declares the map instance,
while SEC(".maps") places the map definition into the dedicated ELF section
used by libbpf to discover and initialise BPF maps during loading.

The second value stored with each allocation instance that requires further ex-
planation is the age parameter. To understand the purpose of this parameter,
it is first necessary to describe how the state of the memory is reconstructed in
practice.

Whenever an event has been processed in the kernel, it is streamed to the user
space. The user space program maintains a hash map of active allocations. Each
allocation event that arrives is inserted into this map and keyed by its memory
pointer, that is, the address of the allocated memory.

The memory pointer is used as the key for two reasons. First, when a deallocation
event is observed, it provides the pointer to the memory address being released.
This allows the user space program to efficiently locate the corresponding alloc-
ation instance in the map and close it. The second reason becomes relevant in
the context of incomplete information handling and is therefore explained later
in this section.

Each allocation instance remains in the active allocations map until a corres-
ponding deallocation event is processed. Upon processing a deallocation event,
the matching allocation instance is removed from the map. This effectively closes
the allocation instance and removes the corresponding memory address from the
set of currently active allocations of the observed process.

When analysing a program’s memory behaviour, it is often informative to determ-
ine the lifetime of an allocation. This refers to how long a specific memory region
has been held by the process at the moment the tracing session terminates. For
this reason, each allocation event in the active allocations map contains an age
parameter. This parameter stores the timestamp recorded when the allocation
event was processed in user space.
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At the termination of MemScope, there will typically still be entries in the active
allocations map. For continuously running programs this does not necessarily
indicate memory leaks, since the termination of the framework does not imply
termination of the observed process. The process may legitimately still hold
active allocations.

Nevertheless, the remaining active allocations provide valuable insight into memory
behaviour. Upon termination, MemScope calculates the age of each remain-
ing allocation by subtracting the stored allocation time stamp from the current
timestamp. This allows the developer to reconstruct a temporal view of alloca-
tions that were still active at the end of observation and to asses whether any of
them contribute to long-term memory growth.

Now that the incremental reconstruction of the memory state has been de-
scribed conceptually, it is important to emphasise once more that, as discussed in
Chapter 4.4.2, ideal conditions cannot be assumed in real-world tracing scenarios.
In addition to concurrency effects, the event stream may exhibit short-term re-
ordering due to buffering and batched delivery from kernel to user space. The
concrete transport mechanism is discussed in Section 5.6.

Kernel-Side Event Processing

The following section describes how events propagate through the actual sys-
tem implementation, where corner cases and temporary inconsistencies must
be handled while maintaining a meaningful and consistent representation of the
memory state at all times.

The propagation of events within the kernel is illustrated in the upper section of
Figure 5.2.

Whenever the target process allocates memory, this triggers the malloc_entry
hook in the kernel. This hook is executed when the malloc function is entered.
At this point, the allocation size is available as a function argument. This in-
formation is no longer directly accessible in the malloc_ret hook. Therefore, the
allocation size is temporarily stored in a BPF hash map keyed by PID_TGID.

This temporary map to is accessed via a BPF helper function. These functions are
implemented in the Linux kernel and provided by the BPF subsystem to enable
controlled interaction between BPF programs and kernel-managed objects. They
are the only mechanism by which BPF programs can interact with kernel-resident
map objects.

u64 *sizep = bpf_map_lookup_elem(&tmp_size_map, &pidtgid);

Listing 5.4: Using BPF helper functions to access BPF maps.
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Figure 5.2: Kernel to user space event flow and correlation logic in MemScope
for the processing of one single event. The blue arrows in the user space section
indicate the optimal processing path, i.e., the scenario in which no temporal
inconsistencies or incomplete information occur.
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The function bpf_map_update_elem() inserts or updates a map entry for the
given key, while bpf_map_lookup_elem() returns a pointer to the stored value
associated with that key. These helper calls are representative of the general
mechanism used to interact with BPF maps. In addition to update and lookup
operations, helper functions such as bpf_map_delte_elem() are available to re-
move entries. Further map operations exist within the BPF API; however, as
they are not required for the framework presented here, they are not discussed
in detail.

The PID_TGID is a 64-bit kernel-provided identifier that encodes both the process
ID (PID) and the Thread Group Identifier (TGID) into a single value. This
enables distinction between threads within the same process. Since a single thread
cannot execute two instances of the same function concurrently, the entry and
return hooks can be safely correlated without additional synchronisation.

After storing the allocation size in the temporary map, the malloc_entry hook
completes.

The malloc_return hook is triggered when the malloc function in libc returns.
At this point, the return value of malloc, which corresponds to the allocated
memory address, is available as a function argument. Using PID_TGID, the alloc-
ation size is retrieved from the temporary size map.

Subsequently, additional event data is collected, including the stack trace, the
stack identifier, kernel timestamp, and PID_TGID. The event type is set tomalloc.
The stack identifier and allocation size are then stored in a second temporary hash
map keyed by the memory pointer. This ensures that the information required
to correlate a future free event remains available.

Once all event data has been collected, it is written to an event record (a struct
data type). The record is then added to a per-CPU batch buffer and submitted
to the ring buffer when the batch is full.

The use of separate entry and return hooks is required because the allocation size
is only available at function entry, whereas the allocated memory pointer is only
available at function return.

The free_entry hook is triggered whenever the observed process releases previ-
ously allocated memory. When the free function is called, the memory pointer
to be released is passed as a function argument and is therefore available within
the hook.

Similarly to the malloc_ret hook, all relevant event data is retrieved to construct
the event record. This includes the timestamp, memory pointer, PID_TGID, stack
identifier, and allocation size. The stack identifier and the allocation size are
obtained from the temporary hash map created in the malloc_ret hook. It is
accessed using a BPF helper function using the memory pointer as the key.

The event type is set to free, and the completed event record is submitted to
the buffer.
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User Space Event Processing

In the user space, event handling is strictly separated by event type, as can be
observed in Figure 5.2.

When a free event is processed, MemScope first checks whether an active alloc-
ation with the same memory address exists in the active_allocations map. If
such an entry is found, the corresponding allocation instance is removed from the
map, thereby closing the allocation.

If no corresponding allocation entry is found in the active_allocations map,
the system assumes, that either

1. the allocation occurred outside the observation window, or

2. due to temporary inconsistencies in event ordering, the deallocation event
is processed before its corresponding allocation event.

In the latter case, discarding the free event would corrupt the reconstructed
state. Therefore, the event must be preserved temporarily. This is realised
through a hash map keyed by the memory pointer, hereafter referred to as
pending frees map.

If an entry for the same pointer already exists in the pending free map, the
older deallocation event is updated with the data of the newer event. If no such
entry exists, the deallocation event is inserted into the pending frees map.

When a malloc event arrives in user space, MemdScope first checks whether a
corresponding deallocation event exists in the pending frees map. If such an
entry is found, the allocation instance is immediately resolved: the deallocation
event is removed from the pending frees map and the allocation event is not
inserted into the active_allocations map.

If no matching deallocation is found, the system then searches the active -
allocations map for an entry with the same memory address. If such an entry
exists, the previous allocation instance is removed and replaced by the new al-
location event, thereby creating a new allocation instance.

This situation occurs because a memory address within a process can only be
actively allocated once at a given time. If a new event references a memory
address that is still considered active, the system assumes that the deallocation
event for this previous allocation has not yet been processed. This condition is
interpreted as an inferred free. Retrieving this information is the second reason,
why active allocations are stored in a map keyed by their pointer, as described
in the beginning of this chapter.

If neither an active allocation nor a pending deallocation entry exists for the
memory pointer, a new allocation instance is created and inserted into the
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active_allocations map.

This two-staged lookup strategy ensures that allocation and deallocation events
are correlated correctly, even in the presence of temporary reordering or incom-
plete information. It represents the implementation of the allocation event ac-
quisition requirement defined in Chapter 3. The corresponding implementation
responsible for correlation malloc and free events is provided in Appendix C.

As described in this section, MemScope uses a set of BPF maps in the kernel
and user space hash maps to maintain state, coordinate event propagation, and
accumulate statistical metrics. Table 5.1 and 5.2 provide a structured overview
of these data structures and their respective roles within the system architecture.

Name Type Key Value Purpose
active_allocs uthash ptr allocs_map Maintains currently
active allocation
instances for state
reconstruction.
pending frees uthash ptr allocs_map Temporarily stores
unmatched free events.
stack_stats uthash  stackid stackid_stats Aggregates growth

metrics per allocation
context.

Table 5.1: User space maps used in MemScope.
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Name

Type

Key Value

Purpose

tmp_size_map

tmp_allocs_map

global_stats

cntrl

batch_map

events_ringbuf

stack traces

known_stackids

stackids -
ringbuf

HASH

HASH

ARRAY

ARRAY

PERCPU -
ARRAY

RINGBUF

STACK_ -
TRACE

HASH

RINGBUF

pid_tgid size

ptr alloc_tmp

0 stats_global

0 state_flag

0 event_batch

stackid

stackid

— stackid

event batches

stack traces

known_flag

Stores allocation
size between
malloc_entry and
malloc ret.

Stores size and
stackid between
allocation and
corresponding
deallocation.

Stores global
monitoring
counters.

Controls tracing
state (running,
shutdown, stop).

Per-CPU event
batching.

Transfers batched
allocation and
deallocation events
to user space.

Stores captured
user space stack
traces in kernel
memory.

Tracks already
observed stack
identifiers.
Streams newly
detected stack
identifiers to user
space.

Table 5.2: BPF kernel maps used in MemScope.
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5.5 Incremental Context-Based Memory
Analysis

The reconstructed memory state forms the foundation for further analysis and
already offers insight into overall system behaviour. However, the primary strength
of MemScope is its detailed statistical evaluation of memory behaviour. These
statistics enable developers to analyse dynamics in depth and to distinguish in-
tended memory growth from unintended and potentially harmful behaviour.

The statistical model operates in parallel to state reconstruction. It does not
replace it; rather, it is derived from the observed state transitions.

This section describes how these statistics are accumulated and what they rep-
resent.

Aggregation by Allocation Context

As elaborated in Chapter 4.4.3, identifying memory growth requires aggregation
per allocation context. The framework therefore derives growth-related metrics
incrementally during runtime. This enables visibility of allocation patterns and
potential memory growth without requiring post-mortem analysis.

The allocation context is captured in the kernel by retrieving the current user
space stack trace. This is realised using the BPF helper function bpf _get_stackid,
which stores the stack trace in a dedicated BPF stack map and returns a unique
identifier:

int stackid = bpf_get_stackid(ctx,
&stack_traces,
BPF_F_USER_STACK);

Listing 5.5: BPF helper function to retrieve stack trace and corresponding stack
identifier.

The ctx parameter provides access to the hook-specific execution context supplied
by the kernel, while &stack_traces is the name of the stack trace map used to
store the captured user space stack frames.

Metrics Maintained per Allocation Context
For each stack identifier, the following statistics are maintained:
o Initial characteristics: initial allocation size

o Active state: current active bytes
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o Cumulative metrics: total allocated bytes, total allocation count, total
deallocation count

« Extrema: peak active bytes, minimum/maximum/average allocation size

« Lifetime signals: minimum/maximum/average allocation lifetime, peak
age of the longest-living allocation

» Historical data: bounded history (up to N samples) of peak size and
peak active bytes with corresponding timestamps

« Robustness indicators:
— inferred frees counter (see Chapter 5.8),
— never-freed-counter (allocations still active at termination),
— allocations below max size/byte counter,

— identifier of the oldest still active allocation

Update Semantics
Statistics are updated at defined points in the event workflow.
On each invocation of malloc, statistics are updated when:

o an allocation was directly resolved via a corresponding free from the
pending frees map (both events are accounted for), or

« a new allocation instance is inserted into active_allocations map.
These statistical updates triggered by malloc include:

e incrementing cumulative counters

 increasing active bytes

» updating peak values

e checking and updating minima

o creating historical entries when new peaks occur

updating robustness counters as required

On each invocation of free, statistics are updated when:
« a corresponding allocation instance is resolved.

The statistical updates triggered by free include:

» reducing active bytes
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calculating allocation lifetime and incorporating into lifetime statistics

updating lifetime peaks

incrementing deallocation counter
« updating robustness counters (e.g., inferred free, below-peak classification)

The update logic is also reflected in Figure 5.2, where the points of statistical
modifications are indicated.

Finalisation Phase

When tracing terminates, statistics are updated one final time. For each alloca-
tion still present in the active_allocations map:

o the current age is calculated and
e the never freed counter is incremented.

This ensures that long-living allocations are properly reflected in the aggregated
metrics.

Stack Trace Resolution and Symbolisation

Stack trace resolution refers to the process of translating the raw instruction
pointers collected during the tracing into corresponding source code locations.
Symbolisation transforms the resolved information into a human-readable rep-
resentation.

This section describes what information is needed and how this is done.

Various tools exist that can perform stack trace resolution and symbolisation.
In this work, the GNU addr2line utility, specifially the arrch64-linux-gnu-
addr2line variant, as the target application runs on a 64-bit Arm (AArch64)
architecture. Using the architecture specific toolchain ensures that the correct
binary format and instruction set are interpreted during the symbol resolution.
The resolution does not need to be executed on the target device but can instead
be performed on a host system, provided that the appropriate cross-toolchain
utilities are available.

To resolve an address, addr2line requires two pieces of information: the execut-
able or shared object in which the address resides and the address to be resolved.
The binary must contain debugging information in order to resolve source file
names and code lines numbers. This debugging information is typically stored
in the Debugging With Attributed Record Formats (DWARF) debugging format
within dedicated ELF sections such as .debug_info and .debug_line. When
compiling a binary with debug symbols (e.g., using the -g compiler flag), the
debug information is embedded in the ELF file.
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Binaries that run on embedded targets often are compiled without debugging
symbols; this is referred to as a stripped binary. This reduces storage require-
ments and enhances the security of an executable. As a result of stripped binaries
on embedded devices, the runtime environment often does not contain the ne-
cessary debug information to resolve the stack trace directly on the device. For
this reason, stack trace resolution and symbolisation are performed offline. The
unstripped binary, or corresponding debug symbol files, can be used on a host
system for post-processing of the recorded stack traces.

However, the instruction pointers captured cannot directly be passed to addr2line,
for further processing.

Modern operating systems use Address Space Layout Randomization (ASLR),
which is a security feature that causes memory regions such as the stack, heap,
and dynamically loaded libraries to be mapped to different virtual addresses
each time a program is started. This makes it more difficult for attackers to
predict memory layout and exploit memory corruption vulnerabilities. Whether
an executable supports relocation at load time depends on how it was compiled.
Similarly to debug information, this behaviour is determined at compile time
using flags such as -fPIE (for position-independent executables) or -fno-pie
(position-dependent). Shared libraries, such as libe, are position-independent by
design and are therefore always subject to relocation.

Resolving instruction pointers requires determining the runtime load address,
defined as the base address at which an executable or shared object is mapped
in the process’s virtual address space. MemScope retrieves this information via
the proc/<pid>/maps interface. This virtual file, provided by the Linux kernel,
contains all memory mappings of a running process, including their start and
end addresses, access permissions, and the path of the executable this memory
range is mapped to. In MemScope this file is read and persisted once during the
measurement to ensure offline stack trace resolution and symbolisation is possible.

However, simply subtracting the runtime mapping start from the captured in-
struction pointer does not yet provide the address in the format expected by
addr2line. addr2line expects an address relative to the ELF object.

To compute the required ELF-relative address, the load bias (load__bias) must
be determined. It represents the difference between the runtime mapping start
address (runtime mapping_start), retrieved from proc/<pid>/maps, and the
virtual start address (elf txt vaddr) of the executable code segment defined in

the ELF file (see 5.1).
load_bias = runtime_mapping_start — elf txt_vaddr (5.1)

The virtual start address of the executable segment (i.e., PT_LOAD segment with
execute permissions) is obtained directly from the ELF program headers. The
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following listing is part of the offline Python script used to resolve the stack trace
and shows the implementation of how the virtual start address (elf txt_vaddr)

is retrieved from the ELF file:

def get_elf_text_vaddr (path):
with open(path, "rb") as f:
elf = ELFFile(f)
for seg in elf.iter_segments():
if seg['p_type'l == 'PT_LOAD' and seg['p_flags'] & 1:

return segl['p_vaddr']

Listing 5.6: Retrieving the virtual start address from the ELF file.

The complete Python script for the offline stack trace resolution is provided in
Appendix D.

After performing these steps, the ELF-relative address for addr2line can be
computed as:

elf relative address = runtime ip — load bias (5.2)

This transformation removes the process-specific relocation offset introduced by
ASLR and yields an address relative to the original ELF object. This address

can now be passed to addr2line.

--- stackid 1994 ---
malloc_generator
helper_b
src/malloc_generator.c:57
malloc_generator
callsite_b
src/malloc_generator.c:69
malloc_generator

main

src/malloc_generator.c:120
libc.so.6

__libc_init_first

777
libc.so.6

__libc_start_main

?7:7

7/malloc_generator

_start
7?7
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Listing 5.7: Example of an offline-resolved stack trace for one stack identifier.
Frames from the target application resolve to file and line numbers, whereas
vendor 1ibc frames remain unresolved due to missing debug symbols.

Listing 5.7 shows an example of an offline-resolved user space stack trace derived
from a captured stack identifier. Frames belonging to the target application can
be resolved to source file and code line numbers. But frames originating from the
vendor-provided libc.so.6 remain unresolved (?7:?) because the shared library
was delivered as a stripped file.

The accuracy of the stack trace resolution depends on the availability of un-
stripped binaries and may be reduced for heavily optimised builds that use ag-
gressive inlining or frame-pointer omission. The presented approach assumes
that compatible binaries and symbol information are available for offline analysis
(Billimoria, 2024, pp. 302-318, 319-329, 350-351; Kerrisk, 2025d; Kerrisk, 2026).

Memory-Bounded Online Aggregation

As the tracing system is designed to monitor continuously running processes,
statistical accumulation must remain memory-safe. Therefore, the maintained
metrics consist primarily of incrementally updated scalar values.

For each allocation context, MemScope maintains a bounded history of peak size
and peak active byte time series (N samples). Once the buffer is full, additional
upward transitions are not stored unboundedly. Instead, only the number of
further upward steps is counted. This ensures that aggregation remains memory-
bounded.

This design directly supports the performance requirement from Chapter 3.

Interpretation of the Metrics

The metrics can be analysed after tracing termination (see Section 5.7 for output
format). Memory growth may be identified through manual inspection or via
heuristics tailored to the observed program.

Potentially suspicious patterns include:

« average allocation size significantly exceeding the initial size (possible size

drift),
o maximum lifetime approaching measurement duration,
» substantially more allocations than deallocations and

» repeated increase in peak size or peak active bytes.

53



5. Design and Implementation

These indicators may suggest memory growth or leaks. However, they do not
automatically imply faulty behaviour. Long-lived allocations or sustained growth
may be intentional. Interpretation therefore requires domain knowledge of the
observed application. Providing generic, program-independent heuristics was not
within the scope of this work. However, an offline analysis tool accompanies Mem-
Scope. It processes the generated output files and applies user-defined heuristics
to support efficient exploration of large datasets.

Snapshot of the active_allocations Map

In addition to the aggregated metrics, a consistent snapshot of the active -
allocations map can be derived at any time during observation. A description
of the map can be found in Section 5.4. Providing access to the current active
allocation state enables detailed runtime inspection of system behaviour. Details
regarding consistency guarantees and persistence strategy are discussed in Sec-
tion 5.7.

The contents of this section provide the implementation of the Allocation Origin
Identification, Runtime Memory State Inspection and Memory Growth Observ-
ability requirements from Chapter 3.

5.6 Data Transport and Backpressure Handling

This section describes how events are transported from kernel to user space and
how the system is designed to tolerate high event rates without violating the
requirements of completeness, robustness, and performance defined in Chapter 3.
The transport design directly influences both system robustness and metric con-
sistency.

Section 5.1.3 introduces the two mechanisms provided by the BPF subsystem
for transporting data from kernel to user space. In MemScope, event transport
is realised using the BPF ring buffer. As discussed previously, the ring buffer
provides a shared-memory design across CPUs with improved memory utilisation
and simplified event semantics compared to the perf buffer. It introduces lower
overhead and a programming model tailored specifically for eBPF workloads.

Ring Buffer Polling Behaviour

From user space, the ring buffer is accessed via a polling interface, specifically
the epoll_wait(2) system call, with a configurable timeout (Kerrisk, 2025a):

o A timeout of 0 results in non-blocking polling. The call returns immediately
if no data is available. Repeated invocation effectively leads to active polling
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and increased CPU utilisation.

o A timeout of -1 blocks until data becomes available, minimising CPU con-
sumption.

o A positive timeout blocks for the specified duration in milliseconds.

The polling interval is dimensioned with respect to the worst-case event rate, the
per-batch aggregation size, and the overall ring buffer capacity. This provides
bounded latency while maintaining sufficient buffering margins to tolerate short-
term bursts without overflow.

For this framework, non-blocking polling mode (timeout = 0) was empirically
evaluated and showed improved responsiveness under high event rates. However,
this results in active polling behaviour and therefore increases CPU utilisation.
Polling with a bounded timeout represents a trade-off between processing latency
and resource efficiency.

Dual Ring Buffer Design
The tracing system employs two ring buffers:
o A primary ring buffer transporting batches of events.
o A secondary ring buffer streaming newly observed stack identifiers.

To avoid repeatedly emitting identical stack traces, a stack trace is transmitted
only upon first observation of a new stack identifier in the kernel.

Stack traces are streamed continuously throughout the tracing process. This
ensures that, if the developer requests a snapshot of active allocations during
runtime, all stack identifiers observed up to that point are already available in
user space. This allows immediate inspection of suspicious allocation behaviour,
even during long-running observation sessions.

Whenever a new stack identifier is detected in the kernel, it is emitted to the user
space via the secondary ring buffer. The user space callback then retrieves the
corresponding stack trace from the kernel BPF stack map and appends it to the
output file.

User Space Ring Buffer Management

In user space, a single ring buffer manager instance handles multiple ring buffer
maps:

1‘/* get handles for kernel ring buffers */

z‘int events_ringbuf_fd =

3‘ bpf_object__find_map_fd_by_name(obj, "events_ringbuf");
1‘int stackids_ringbuf_fd =
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bpf_object__find_map_fd_by_name(obj, "stackids_ringbuf");

/* create ring buffer manager */
struct ring_buffer *ring_buf =
ring_buffer__new(events_ringbuf_fd,
handle_event,
handle_lost,
NULL) ;

/* append second ring buffer map */
ring_buffer__add(ring_buf,
stackids_ringbuf_£fd,
handle_stack,
(voidx*) (long)stacktrace_£fd)

/% poll all registered ring buffers */
ring_buffer__poll(ring_buf, timeout_ms);

Listing 5.8: User space implementation of the BPF ring buffer.

ring buffer__new initialises the manager with the primary ring buffer. Whenever
data becomes available, the associated callback handle event is invoked auto-
matically. The complete implementation of this function is provided in Ap-
pendix B. The handle lost callback is triggered if the kernel reports lost records
due to overflow. Error handling is discussed in Section 5.8.

Staged Transport Pipeline
Figure 5.3 illustrates the data transport pipeline and the data entities through

which events propagate.
M per-CPU batches
event by event 512 events;
] eB(PKZ:gI‘;kS ( ) g e
—
| batch write

Worker Thread
event by event event by event ]
Y > Queue 2 »|  (single event

processing)

batch (512 events)

Persistence

Figure 5.3: Data transport pipeline and backpressure decoupling: per-CPU
batching in the kernel (512 events per batch), emission via the BPF ring buffer,
persistence in user space, and expansion into single events for queue-based worker
processing.

To sustain high event rates without blocking the traced application, MemScope
employs a staged transport architecture that decouples kernel capture, persist-
ence, and analysis.

Each memory operation triggers an eBPF hook in the kernel. Events are accu-
mulated in batches of 512 events. Once full, the batch is submitted to the ring
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4| if (batch->idx == BATCH_SIZE) {

buffer using the bpf_ringbuf output helper; see Listing 5.9. After submission,
the user space ring buffer thread polls for incoming batches. Upon arrival, the
complete batch is written to the output file. Next, the thread iterates over the
batch and inserts each event individually into the user space queue. The worker
thread processes events from this queue in an event-by-event manner.

To avoid race conditions during concurrent execution across CPUs at kernel
level, the per-CPU batching is implemented using a BPF_MAP TYPE PERCPU -
ARRAY map. This map type provides one independent instance per CPU; there-
fore, each CPU maintains exactly one batch structure. Per-CPU buffering is re-
quired because eBPF programs may execute concurrently on multiple CPUs and
allocation events can occur simultaneously across different execution contexts.
While accessing or updating an eBPF maps is an atomic operation, reading,
modifying and writing back a value is not synchronised. The eBPF execution
environment does not permit arbitrary locking mechanisms, and only limited
atomic operations are available. Thus, using a global shared buffer would require
synchronisation that is not available in eBPF.

By employing a per-CPU map, each CPU maintains its own independent batch.
This enables lock-free event emission, eliminates cross-core contention and pre-
vents race conditions under high concurrency. Listing 5.9 illustrates the batch
submission:

/* retrieve batch element */
struct event_batch *batch =
bpf_map_lookup_elem(&batch_map, &key);

/* retrieve next free spot in batch*/
element = &batch->events[batch->idx++];

/* inittalise memory for element */
__builtin_memset (element, O, sizeof (*¥element));

/* element is written */
/* if batch is full, submit to ring buffer */

u32 bytes = batch->idx * sizeof (struct event);
long ret = bpf_ringbuf_output(&events_ringbuf,
batch->events,
bytes,
0);
batch->idx = 0;

Listing 5.9: Kernel space batching and insertion to ring buffer.
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Producer-Consumer Architecture

The system thus follows a producer-consumer architecture with two decoupling
stages:

o Kernel —ring buffer
e Reader thread —worker thread

This separation ensures that 1/O latency and metric computation do not interfere
with ingestion throughput.

Ordering Trade-Off

Per-CPU batching improves throughput significantly. However, it may delay in-
dividual events and can cause short-lived deviations from the original execution
order. The user space state machine is explicitly designed to tolerate such tem-
porary reordering. Batching therefore represents a deliberate trade-off between
performance and strict temporal ordering guarantees.

Map Dimensioning and Capacity Considerations

As already discussed in the section on ring buffer polling behaviour (5.6), when
using BPF maps, it is necessary to consider that dimensioning directly influences
the robustness and performance of the tracing system. Insufficient capacity may
lead to event drops, failed insertions, or premature ring buffer overflow.

However, since BPF maps reside in kernel memory, their size must remain strictly
bounded. If the eBPF program exceeds the resource bounds, map creation may
fail. Consequently, maps sizing must remain conservative, even when considering
worst case scenarios.

Therefore, all kernel maps (see Table 5.2) were dimensioned with respect to the
expected upper bounds of the target system. Metrics that need to be considered
are the amount of concurrent threads, the allocation frequency, and the stack
diversity. The ring buffer size was chosen to tolerate short-term bursts in event
production, while the hash map for temporary allocations and stack identifi-
ers were dimensioned with respect to worst-case scenarios without unbounded
growth.

Thread Architecture
The user space processing program consists of three threads:

1. Ring buffer thread
Handles polling and invokes lightweight callback functions. This thread
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contains minimal logic and avoids blocking operations to prevent buffer
overflow.

2. Worker thread
Processes events from the user space queue and performs updates of context-
based statistics. The queue is implemented as a ring buffer protected by
mutexes to ensure safe concurrent access.

3. Control thread
Provides a minimal user interface enabling:

o controlled termination of tracing and

o runtime snapshot retrieval.

5.7 Persistence Strategy

As elaborated in Chapter 4.4.4, data persistence is required for multiple reasons.
This section provides a short overview of persisted objects and their respective
formats. It implements the persistence component of the system conceptually
described in Chapter 4.2.

The raw event log is persisted immediately upon arrival in user space, before
any further processing, as illustrated in Figure 5.3. Event batches are appended
incrementally to a binary file. This reduces overhead and enables inspection of
the raw log at any point during an ongoing measurement.

The second object persisted incrementally during tracing is the stack trace log. As
explained in Section 5.5, whenever a new stack identifier is streamed to the user
space, the corresponding stack trace is retrieved from the kernel BPF stack map
and appended to a binary file. This approach ensures that all stack identifiers
observed during runtime are available for later analysis.

In addition to raw events and stack traces, the contents of the active_allocations
map can be exported at any time during the measurement. The purpose of this
output is to provide developers with an interpretable overview of the current
memory state. Therefore, the data is written in Comma-Separated Values (CSV)
format. However, when exporting the contents of the active_allocations map
during runtime, consistency must be ensured. The ring buffer thread and the
worker thread continuously update the map. To avoid corruption of the data
in the map or partial updates, the access to the data structure is synchronised.
When the user requests a snapshot of the map during execution, the system cre-
ates a temporary copy using mutual exclusion. Once this copy is obtained, the
system will export the snapshot. This guarantees that the exported snapshot
represents a consistent view of the allocation state without damaging the data.
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Similarly, the context-based statistics described in Section 5.5 are written to a
CSV file after termination of the tracing process. Since these metrics are intended
for a direct inspection and interpretation, a human-readable format is preferred.

At termination, MemScope generates two additional files. An information file
that contains metadata about the measurement, such as measurement duration,
total number of traced allocations, all degradation-handling relevant information
(see Section 5.8), and an indication of whether the measurement is considered
complete or incomplete. The second file is a snapshot of the proc/<pid>/maps
file, read once during runtime. As explained in Section 5.3, this information is
necessary for offline stack trace resolution.

For continuously growing data, such as the raw event log and the stack trace log,
the binary format is chosen to minimise storage overhead and I/O costs. For
objects that are bound in size, such as active allocations and the context-based
statistics, CSV is used to enable immediate interpretability without additional
tooling. Files that serve purely informational purposes and are inherently limited
in size, such as the tracing metadata and the proc/<pid>/maps snapshot, are
written in plain text format. This ensures accessibility even on the embedded
target system directly.

5.8 Degradation Handling and System
Robustness

The preceding sections described the nominal operation of MemScope. This sec-
tion outlines how the system behaves under invalid input, resource constraints,
and other non-ideal conditions.

Temporary inconsistencies and incomplete information are already addressed
through the correlation strategy described in Section 5.4 (see Figure 5.2). The
focus here is therefore on invalid event data, resource exhaustion, and controlled
degradation behaviour.

In an event sourced system that reconstructs state from observed events, arbitrary
event loss must be avoided, as it would directly compromise the reconstructed
memory state. For this reason, events are discarded only in strictly defined situ-
ations. In most irregular cases, the system either enters a controlled degraded
mode or records diagnostic information through counters. All counters are ex-
posed to the user after termination of the tracing process in order to ensure
transparency and support interpretation of the measurement results. The most
important information about system degradation is summarised in the following
table:

60



5. Design and Implementation

Condition

System Reaction

Kernel-Level Event Discard

malloc_ret: ptr == NULL

Batch lookup failure

Event discarded;
malloc_failed_counter++

Missing or Corrupted Metadata
Missing allocation size

Temporary map lookup
failure (free)

size = 0; stackid = -1;
unmatched frees counter+-+

User Space Correlation Monitoring

Pointer still active on malloc

Free without matching
allocation

Late metadata reconstruction

Previous instance closed; inferred free++

Insert into pending map;
out _of order free++

late resolved free++

Transport Integrity Monitoring
Ring buffer overflow

User space queue overflow

lost_batches++

queue_drops++

Table 5.3: Controlled degradation and monitoring mechanisms in MemScope.
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Kernel-Level Degradation
Only a small number of conditions result in an event being discarded in the kernel:

o If the pointer returned in malloc_ret is NULL, the allocation has failed
and no memory was reserved. In this case, no event is generated and the
malloc_failed counter is incremented.

o If free(NULL) is invoked, the function has no effect. No event is generated
and the free null counter is incremented.

A further degradation scenario concerns ring buffer submission. If space reserva-
tion in the BPF ring buffer fails, the event cannot be emitted and is therefore lost.
Although this situation is not expected during normal operation, it is explicitly
handled by incrementing the dropped_counter.

Failure to retrieve the per-CPU batch entry indicates an internal initialisation
or configuration error rather than an observation artefact. In this case, the im-
plementation emits a diagnostic message and aborts processing of the current
event.

Handling of Missing or Corrupted Event Data

In addition to structural degradation, lookup operations may fail. These include
« failure to retrieve the stack trace via the BPF helper,
o failure to retrieve the allocation size from temporary maps and
o failed register or map lookups.

In these cases, default values are assigned and corresponding counters are in-
cremented. Numerical fields such as size are set to 0, which does not corrupt
aggregation statistics. If stack trace retrieval fails, the stack identifier is set to -1,
and a dedicated counter is incremented. Events associated with stack identifier
-1 are still aggregated, allowing the user to inspect such occurrences separately.

Monitoring Data Transfer Integrity

To ensure end-to-end consistency, events are counted at multiple stages of the
pipeline.

In the kernel:

« every submitted allocation and deallocation event increments a submission
counter and

o failed ring buffer submissions increment the dropped_counter.
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In user space:
o all received events are counted,
« ring buffer overflow events increment lost_batches,
o worker thread processing increments processed-event counters and
» queue overflow increments queue_drops.

These counters allow verification that the number of processed events matches
the number of emitted events. If inconsistencies are detected, the measurement
is marked as incomplete.

User Space Consistency Monitoring
Additional counters monitor correlation behaviour:

o When a malloc replaces an already active allocation for the same pointer,
the previous allocation is closed as an inferred free, and the inferred free
counter is incremented for the respective stack identifier.

o When amalloc is directly resolved by a free event from the pending free
map, the out_of order free resolved counter is incremented.

o Ifa free has no matching allocation and is inserted into the pending_frees
map, the out_of order_free counter is incremented.

o Ifacollision occurs in pending frees, the pending free_collision counter
is incremented.

o If allocation metadata must be reconstructed in user space due to missing
kernel information, the late_resolve_free counter is incremented.
Startup Failures

Fatal initialisation errors, such as failure to attach a uprobe, result in immediate
termination of the tracing process with a diagnostic error message.

In summary, MemScope integrates lock-free per-CPU kernel-level batching, ring
buffer-based data transport, staged user space processing, and context-based ag-
gregation to implement the architecture defined in Chapter 4.
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6 Evaluation

6.1 Evaluation Setup

The evaluation was conducted on an embedded security camera platform based on
an Ambarella CV22 system-on-chip running on a AArch64 architecture. Mem-
Scope was cross-compiled on a standard x86 64 Linux development machine
and transferred to the target device via SCP. Due to the limited computational
resources of the embedded security camera, no compilation was performed on
the device itself. All execution on the device was limited to the pre-built tra-
cing binary and test workloads. For configuration and data retrieval, the target
was accessed remotely via Secure Shell Protocol (SSH). All stack trace post-
processing and symbol resolution were performed offline on a host system using
the corresponding A Arch64 cross-toolchain utilities.

Unless stated otherwise, experiments were conducted using the default tracing
configuration as described in Chapter 5. The evaluation focuses on the require-
ments defined in Chapter 3.

6.2 Evaluation of Functional Requirements

Dynamic Observation Control

The tracing framework is required to attach to and detach from a running target
process at runtime, without requiring a restart of the traced application. This
capability is provided by eBPF’s dynamic instrumentation model, where uprobes
can be installed and removed on-demand for a specific PID (Section 5.3.

eBPF was selected as tracing approach specifically to satisfy this requirement,
whereas static instrumentation approaches were excluded (see Chapter 5).

During evaluation, MemScope was attached to a running process without restart
and immediately started emitting allocation and deallocation events. The de-
tachment of the MemScope stopped the tracing while the process continued.
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Therefore, runtime controllability of observation is confirmed and the require-
ment is fulfilled.

Allocation Event Acquisition

The framework is required to capture allocation and deallocation events and
maintain the relationship between both operations to reconstruct memory beha-
viour.

In this work, event acquisition is realised by attaching uprobes/uretprobes to the
libc functions malloc and free, as described in Section 5.3. This ensures that all
heap memory operations routed through libc are observed, regardless of whether
the functions are directly called or via wrappers.

Function validation was performed using a test program that performs allocation
and deallocation memory operations. Reconstruction of the memory state was
consistent after termination.

Therefore, the acquisition of allocation events is confirmed and the requirement
is fulfilled.

Allocation Origin Identification

The framework must provide the calling context responsible for each allocation
and deallocation event.

MemScope captures the allocation context as a user space stack trace at the
moment of each allocation event and stores the stack trace for offline resolution,
as described in Section 5.5.

During evaluation with a test program, every allocation’s calling context was
provided and was successfully resolved to function names and code lines, for
frames belonging to the target application (see example in Section 5.5). As
described in that section, resolution may be limited if debug symbols are not
available. However, it should be noted that this is not a weakness of the tracing
framework itself, but rather is due to circumstances in embedded development
environments.

Consequently, the requirement is fulfilled.

Runtime Memory State Inspection

The tracing framework must provide access to the currently active allocations in
the target application and their lifetimes at any point during the tracing.

This requirement is realised by maintaining an active_allocations map in the
user space, representing all currently active allocation instances at a given point
in time (Section 5.4 and 5.5). This state can be exported as consistent snapshot
(see Section 5.5) at anytime during the tracing.
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During evaluation with a test program, snapshots could be produced while execu-
tion was continued, and the final snapshot at termination matched the expected
state of the memory.

Therefore, inspection of the memory state during runtime is possible at any point
in time and correct, and the requirement is fulfilled.

Memory Growth Observability

The tracing framework must provide time-resolved allocation data enabling the
analysis of memory consumption trends.

To enable the observability of memory growth, MemScope maintains incremental,
context-based metrics during runtime (Section 5.5), including active bytes, cumu-
lative allocation volume, and a history of peaks with corresponding timestamps.

Memory Growth of a Leaking and a Stable Callsite
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Figure 6.1: Memory growth over time for a stable and a leaking call site.

This requirement was validated using a test program that has two call sites.
One call site constantly allocates 256 Bytes of memory and directly releases it.
Therefore, the peak metric is set to 256 Bytes at first observation and remains
unchanged, as no subsequent allocation exceeds this value.

The second call site instead allocates 16 Bytes and will randomly produce leaks,
leading to memory growth. Each time the amount of memory held by this call
site exceeds the previous peak, the new peak will be stored with the timestamp
at the time. The metrics accumulated by MemScope corresponded exactly to the
expected values and are illustrated in Figure 6.1.

The requirement is fulfilled.
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6.3 Evaluation of Non-Functional Requirements

Completeness of Observation

The tracing framework must observe and process every memory operation per-
formed by the observed application, as losing events during the tracing would
compromise the reconstructed memory state and significantly hinder the memory
behaviour analysis.

To evaluate this requirement, a controlled workload was implemented that per-
forms a predefined and known number of allocation and deallocation operations
at a realistic frequency. The workload includes a short initial waiting phase to
allow MemScope to attach before any memory operations are executed, ensuring
that the full lifecycle of allocations is captured.

After the test program completed, the total number of allocation and dealloc-
ation events reported by MemScope was compared to the expected number of
operations executed by the workload. The observed event counts matched with
the expected values. Furthermore, no ring buffer overflows, lost batch reports, or
user space queue drops were recorded during execution.

Under these controlled conditions, the framework demonstrated complete obser-
vation of all memory operations. Therefore, completeness was confirmed for the
evaluated workload and the requirement is fulfilled.

Performance

1. The system must impose only limited and acceptable runtime overhead
on the target process. High runtime overhead would distort execution be-
haviour and invalidate the collected tracing data. eBPF was selected as
tracing mechanism partly because its execution model is designed to intro-
duce low overhead by executing small, verified programs directly within the
kernel (see Section 5.1.1).

To evaluate runtime overhead introduced by MemScope, a controlled work-
load was executed on the target device both without and with MemScope
attached. The test program repeatedly performs a fixed number of alloca-
tion and deallocation operations. For the different runs, the workload in-
tensity (operations per second) is varied to compare how overhead evolves.
The workload intensity was determined based on the baseline execution
without tracing. Due to scheduling effects and dynamic CPU frequency
scaling on the embedded platform, the effective event rate varied slightly
between runs. For the measurements with attached framework the effective
event rate decreases compared to the baseline runs. This is due to the over-
head the framework induces on the system. Therefore, table 6.1 reports the
measured effective event rate rather than the nominally configured rate.
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Runtime was measured using the /usr/bin/time utility. The wall-clock
time (real) was used as the primary performance metric. Additionally,
user space CPU time (user) and system CPU time (sys) were recorded.
Each configuration was executed three times, and the median runtime was
used for evaluation. The relative runtime overhead was calculated by com-
paring the execution time of the program without (7haseline) and with tracing

(irtraced) .

T T - T in
Overhead — traced baseline (61)
Tbaseline

Tracing  Events Observed Real User Sys Over-
(total) rate (op/s) (s) (s) (s) head (%)

OFF 1 Mio. 2128 470.36 1.38  9.68  —
ON 1 Mio. 1927 519.03 2.55  33.59 10.35
OFF 1 Mio. 9709 103.31 0.83 844 -~
ON 1 Mio. 6757 148.05 2 28.45 42.77
OFF 1 Mio. 19231 52.36 0.7 811 -
ON 1 Mio. 11236 89.31 191  27.06 70.57

Table 6.1: Runtime overhead measurement results.

To characterise scalability behaviour, three workload configurations were
evaluated, corresponding to approximately 2000, 10000, and 20000 alloca-
tion events per second under baseline conditions.

As shown in Table 6.1, the measured runtime overhead increases with
event rate. For the lowest workload, the relative overhead is approxim-
ately ~10 %. At medium intensity, overhead rises to roughly ~40 %, and
at the highest tested rate, it reaches approximately ~70 %. The highest
workload exceeds typical expected workloads and serves as a stress-test
scenario.

The results show that within the tested range, runtime overhead follows
an approximately proportional trend with respect to event rate. No indic-
ations of instability or exponential scaling behaviour were observed.
Furthermore, the execution times show that the increase in runtime is
primarily attributable to increased system time (kernel execution), while
user space CPU time remains comparatively stable.

Specifically, the rise in system time reflects the overhead of frequent trans-
itions between user and kernel space (context switches), as each allocation
event generates a trap that forces the CPU to execute the BPF handler.
This behaviour is consistent with the tracing architecture, as eBPF pro-
grams execute within the kernel context.
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No event drops or transport integrity violations were detected at any work-

load.

The medium workload configuration most closely reflects the expected op-
erating conditions of the target deployment scenario. Although a runtime
overhead of approximately ~40 % is non-negligible, MemScope is inten-
ded primarily for diagnostic and debugging sessions rather than continuous
production monitoring. As no functional instability was introduced, the
observed overhead is considered acceptable for the intended use case.
Therefore, the requirement is fulfilled.

. The system must operate with bounded runtime memory consumption,

even for extended monitoring sessions. This requirement concerns only in-
memory state and buffering, and explicitly excludes persistent event logs,
whose size grows with measurement time by design.

Bounded memory usage is ensured by design: kernel-side state is stored
exclusively in eBPF maps with fixed capacities (see Section 5.6). In user
space, the in-memory state consists primarily of maps of currently active
allocations, pending frees, and per-context statistics. These structures
grow only with the number of concurrently active allocations and distinct
allocation contexts and do not increase unboundedly over time. Historical
metrics are stored in fixed-size buffers per allocation context.

To evaluate this requirement, the resident memory usage Maximum Resid-
ent Set Size (Max RSS) of the tracing process was monitored during runtime
using the /usr/bin/time utility. The Max RSS value reflects the actual
amount of physical memory occupied by the process during execution and
therefore serves to verify that internal data structures, such as BPF maps
and ring buffers maintain a fixed capacity without growing over time.

Contrary to the evaluation of the overhead, now the rate of operations per
second was kept stable but the amount of events was increased. MemScope
was executed for different durations and the Max RSS value was recorded.

Run Events Duration  Event Max RSS
(total) (s) Rate (KB)
(op/s)
1 Mio. 146.05 6847 95664
2 6 Mio. 833.59 7198 95632
20 Mio. 2730.94 7323 95648

Table 6.2: Max RSS of MemScope over increasing monitoring durations, demon-
strating bounded memory usage.
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Although the table shows minor variations in the effective event rate, all
measurements were executed with the exact same test program. This be-
haviour is attributed to scheduler granularity and warm-up effects such as
cache initialisation and dynamic frequency scaling on the embedded plat-
form.

The measurement did not show progressive growth in memory usage pro-
portional to runtime duration. Instead, memory consumption stabilised,
indicating that no unbounded runtime memory growth occurred.

Based on these observations, the requirement is fulfilled.

Concurrency Safety

1. The system must be capable of tracing multi-threaded applications in a

thread-safe manner. Concurrency considerations were incorporated through-
out the design, particularly in the separation of kernel and user space re-
sponsibilities (see Section 5.4) in the staged event transport architecture
(Section 5.6).
In the kernel, per-CPU batching ensures that events generated concur-
rently on different threads do not introduce race conditions. In the user
space, event ingestion and processing are decoupled via a producer—con-
sumer model (see 5.6), and shared data structures are protected appropri-
ately to maintain state consistency. To validate this requirement, a multi-
threaded test workload was executed, generating concurrent allocation and
deallocation events across multiple threads. The reconstructed memory
state and event statistics were consistent with the expected behaviour of
the workload. No race conditions, state corruption, or inconsistent counters
were observed. Therefore, the requirement is fulfilled.

2. The tracing framework must tolerate events originating from multiple CPU
cores without deviating from its defined behaviours. This requirement was
addressed by the use of per-CPU buffers, effectively eliminating cross-core
contention during event aggregation (Section 5.6) and the design of the
kernel and user space event processing (Section 5.4).

Evaluation experiments were conducted on a multi-core embedded plat-
form, as described in Section 6.1. During extended monitoring sessions,
MemScope remained stable and no systematic corruption of event batches
or cross-core race conditions were observed. Based on both the design
and empirical validation, MemScope is considered robust against concurrent
event emission from multiple CPU cores. The requirement is fulfilled.
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Robustness

The tracing framework must maintain a consistent representation of the memory
state even when tracing begins after the start of the program.

When attaching to a running process, the allocation history is inherently par-
tial because allocations may have been created before the observation window.
Consequently, MemScope does not attempt to reconstruct a historically complete
memory state. Instead, it maintains an internally consistent state representation
that is explicitly relative to the observation window using a conservative correl-
ation strategy, as explained in Sections 4.4.2 and 5.4. In addition, exceptional
cases such as unmatched frees, missing metadata, or stack capture failures are
explicitly detected, counted, and isolated through degradation handling mechan-
isms described in Section 5.8, preventing silent state corruption.

Therefore, even when tracing begins after program start, the framework main-
tains a consistent memory state within the boundaries of observable information.
The requirement is fulfilled.

Operational Stability

The system must operate reliably during extended observation periods while
maintaining internal consistency and without degrading its operational beha-
viour.

Operational stability is ensured through a combination of architectural design de-
cisions described in Chapter 5. Kernel data structures are strictly limited in size
(Section 5.6), preventing uncontrolled memory growth. User space state manage-
ment uses fixed-capacity buffers and bounded historical metrics (Section 5.5), en-
suring that runtime memory consumption remains stable over time. Concurrency
safety mechanisms (Section 5.3) prevent race conditions under multi-threaded
and multi-core execution, while the degradation handling (Section 5.8) ensures
that exceptional scenarios are explicitly detected and isolated rather than silently
corrupting internal state. To validate this requirement, MemScope was executed
during extended monitoring sessions on the target embedded platform. During
prolonged runtime, no progressive increase in memory consumption, deadlocks,
or instability attributable to the framework were observed. No indications of
internal state corruption within MemScope were detected during extended mon-
itoring.

Based on the system design and empirical observation, the requirement is
fulfilled.

Operability

The system must require minimal configuration and no modification of the target
application.
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Operability was a primary design consideration when selecting the tracing mech-
anism (Section 5.1). eBPF uprobes were chosen as a hooking mechanism, be-
cause they allow dynamic attachment to user space functions without requiring
any modification of the target application’s source code or build process.

The deployment of MemScope requires only the tracing binary and the libbpf
dependency to be present on the target device. No changes to the observed ap-
plication, no recompilation, and no intrusive configuration steps are required.
After integration into the software distribution, MemScope can be executed dir-
ectly and attached to running processes without further system modification.
The requirement is fulfilled.

Portability

1. The tracing framework must be operable across different devices and soft-
ware variants within the same Linux-based product family.
Portability is primarily ensured through the use of eBPF as the underlying
tracing technology. eBPF is integrated into the Linux kernel and provides
a standardised interface for dynamic program attachment that is independ-
ent of specific hardware platforms within the same architecture family (Sec-
tion 5.1). As long as the target system runs a Linux kernel version that
provides eBPF support and exposes the required tracing capabilities, the
framework can be deployed without architectural modification.
On systems where eBPF support is not enabled by default, the Linux kernel
may need to be configured or rebuilt to provide the required functionality.
This configuration step is platform-specific but does not require any modi-
fication of MemScope or the target application. Once eBPF support is
available, portability across devices within the product family is achieved
by deploying the tracing binary compiled for the target architecture and
the corresponding libbpf dependency. No further adaptation to individual
applications or software variants is required. Since the framework relies
exclusively on standard Linux kernel mechanisms and does not depend on
device-specific instrumentation, the portability requirement is fulfilled.

2. The system should not depend on programming language specific instru-
mentation and operate on common runtime allocation interfaces.
MemScope relies solely on standard eBPF and libbpf interfaces (see Chapter 5.3).
Memory operations are traced by attaching uprobes to the allocation sym-
bols provided by the libc, such as malloc and free.
These allocation interfaces are commonly used across multiple program-
ming languages, including C, C++ and indirectly by higher-level languages
such as Python. By tracing the libc allocation symbols instead of language-
specific memory management functions, the framework remains independ-
ent of compiler instrumentation, language runtime modifications, or source
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code adaptions.

If an application eventually performs memory allocation via the standard
libc interfaces, it can be observed without additional integration effort. The
requirement is fulfilled.

6.4 Practical Use Cases

Before the development of the presented tracing framework, identifying memory
leaks or unintended memory growth required considerable manual effort and strict
development discipline:

Developers had to implement dedicated wrapper functions for all memory alloc-
ation and deallocation operations in order to trace heap usage. Only allocations
performed through these wrappers could be monitored. If a developer forgot to
use the wrapper in a specific code location, the corresponding allocation would
remain invisible to the tracing mechanism. As a result, potential memory leaks
originating from such code remained undetected.

In addition, memory analysis was typically performed using tools such as mtrace.
This required restarting the application with tracing enabled and let it run for an
extended period of time, in order to capture sufficient runtime behaviour. The
generated trace logs could reach sizes in the order of tens of gigabytes. These
logs then had to be analysed manually. The data format was not easily readable,
and extracting meaningful conclusions required substantial time and experience.
Although this approach eventually led to identifying the source of the problem,
the routine to achieve this was highly time consuming.

The introduction of MemScope significantly simplifies this process. Once eBPF
and uprobes support is available in the kernel, the compiled tracing binary can
be transferred to the target device and executed without modifying or restarting
the observed application. Tracing can begin at any arbitrary point in time, even
for applications that have already been running for an extended period.

At runtime, MemdScope allows exporting the current set of active allocations,
providing a consistent snapshot of the memory state. Such snapshots can be
generated multiple times and compared to observe evolving behaviour. After the
tracing has terminated, the collected data can be analysed in different ways. The
CSV outputs enable manual inspection of aggregated statistics, while the offline
Python-based analysis tool supports heuristic-driven investigation. Furthermore,
the complete binary event log preserves every individual allocation and dealloca-
tion event. These events can be resolved to stack traces using the provided stack
trace resolution script, allowing detailed inspection down to the source code.
Another improvement concerns applicability. Previously, memory monitoring
was limited to a single application that had been explicitly instrumented with
memory operation wrappers.
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With the eBPF-based approach, it is possible to attach to any user space process
on the device. This enables analysing memory behaviour not only in the origin-
ally instrumented application, but also in other services or auxiliary processes
running on the system.

Overall, the new workflow reduces operational overhead, removes the need for
source-level instrumentation, and enables flexible, runtime-based memory ana-
lysis across the entire system.

6.5 Summary

The evaluation demonstrates that the implemented tracing framework satisfies all
defined functional and non-functional requirements. Core functionality, including
time-resolved observability of memory growth, was validated and demonstrated.
Performance measurements confirmed that MemScope operates reliably on a
resource-constrained embedded platform. Although runtime overhead increases
with event rate, no instability, event loss, or structural degradation was observed.
Furthermore, the evaluation confirmed bounded memory consumption, rendering
the framework suitable for longer observation periods.

The evaluation confirms that MemScope provides reliable and structured runtime
allocation data suitable for memory behaviour analysis in embedded Linux en-
vironments.
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7 Conclusion

This chapter summarises the contributions and key findings of the thesis. The
limitations of the work are discussed along with the potential approaches for
further development that arise from these limitations.

7.1 Summary

This thesis addressed the challenge of memory observability in long-running em-
bedded systems, where manual memory management in C/C++ often leads to
undetected memory growth and instability. The objective of designing and imple-
menting a lightweight, runtime-attachable observability framework for embedded
Linux systems was achieved.

The framework operates without requiring modification or recompilation of the
target application and can be attached to running processes under realistic em-
bedded constraints. The evaluation demonstrated system stability, bounded
memory consumption, and manageable runtime overhead.

MemScope provides time-resolved growth observability, consistent state recon-
struction, and a significant reduction in diagnostic effort required to identify
problematic allocation contexts. This substantially enhances the practical work-
flow of memory analysis in embedded systems, when compared to manual labour-
intensive correlation of allocation behaviour.

Its lightweight design and adaptability make it deployable on resource-constrained
devices where traditional heavyweight analysis tools are infeasible. The frame-
work therefore provides a practical and reliable diagnostic tool for systematic
memory behaviour analysis in embedded Linux environments.
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7.2 Limitations

Despite the demonstrated feasibility and stability of MemScope, several limita-
tions remain. The present implementation focuses exclusively on dynamic heap
allocations in user space and does not trace kernel space allocations.

Currently, the tracing is limited to the malloc and free symbols. Additional
allocation mechanisms, such as calloc, realloc, or mmap and break are not yet
covered.

Furthermore, the framework depends on the availability of eBPF and uprobe
support within the target kernel and resolving the full stack trace requires access
to appropriate debug symbols during offline analysis.

Although performance evaluation showed acceptable overhead, very high event
rates may introduce increased runtime overhead and backpressure effects.

The current implementation represents a prototype-level system. Its intention is
to demonstrate feasibility rather than a fully hardened production deployment.

7.3 Future Work

Future work may extend MemScope to support additional allocation APIs. In-
tegrating kernel-level tracepoints could also broaden observability beyond user
space heap allocations.

Further performance profiling may identify dominant overhead sources, particu-
larly within user space event processing. This could indicate whether targeted
optimisations of batching, queue management, or event transport mechanisms
could improve scalability under high allocation rates.

From a system integration perspective, the introduction of remote data trans-
port, automated data compression, or client-server architectures may simplify
deployment in constrained embedded environments.

Finally, automated post-processing approaches may further reduce manual ana-
lysis effort and enhance the practical applicability of MemScope.
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Appendix A: Kernel Hook Implementation

This appendix provides representative excerpts of the implementation, covering
kernel hooks, user-space event processing, and parts of the Python-based offline
post-processing. For brevity, only representative components are shown. The
complete implementation is provided separately.

A Kernel Hook Implementation

The following code excerpt presents the kernel implementation of the malloc_ret
hook, shown as a representative example of the hook mechanisms used throughout
MemScope. The free hook follows the same structural pattern. The malloc -
entry hook only stores the size argument into a map.

JF mmmmmmmm MALLOC RETURN —-===-=-=-=-=-----————~ */
// read returned pointer (RC), lookup stize from tmp_size_map,
// capture user stackid, emit event to batchmap / ringbuffer

SEC("uretprobe/malloc")
int uprobe_malloc_ret(struct pt_regs *ctx)
{
u32 key = 0;
u8 *stop_tracing = bpf_map_lookup_elem(&cntrl, &key);
// set by user space, indicates stop of tracing
if (stop_tracing && *stop_tracing == 1) {
return O;
}
u64 ts_ns = bpf_ktime_get_ns();
s32 stackid;
u6d size;
struct event *malloc;
struct stats_global *glst = bpf_map_lookup_elem(&global_stats,
&key) ;
u64 pidtgid = bpf_get_current_pid_tgid();
u32 pid = pidtgid & OxFFFFFFFF;
u32 tid pidtgid >> 32;

u64 ptr = (ub64)PT_REGS_RC(ctx); // malloc ret walue
if (Mptr){ // failed malloc, was never ezecuted, no stats
if (glst) {
glst->malloc_failed_counter++;
}
return O;
}
u64 *sizep = bpf_map_lookup_elem(&tmp_size_map, &pidtgid);
if (!sizep)d
size = 0;
if (glst '= 0) {
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glst->size_unknown_counter++;
X
} else {
size = *sizep;
X
// capture user stack & get hash to access it in map
int sid = bpf_get_stackid(ctx, &stack_traces, BPF_F_USER_STACK
)
if (sid < 0) {
// stackid broken, still gather stats
stackid = STACKID_UNKNOWN;
if (glst) {
glst->stackcapture_failed_counter++;
b
} else {
stackid

(s32) sid;
}
// check if stackid is known or should be send to userspace
u8 *known = bpf_map_lookup_elem(&known_stackids, &stackid);
if (!known){

u8 one = 1;

bpf_map_update_elem (&known_stackids, &stackid, &one,
BPF_ANY);

bpf_ringbuf_output(&stackids_ringbuf, &stackid, sizeof(
stackid), 0);

X
// store in tmp_allocs_map for size lookup in free
struct alloc_tmp malloc_info = {
.malloc_stackid = stackid,
.size = size,
s

u64 ret = bpf_map_update_elem(&tmp_allocs_map, &ptr, &
malloc_info, BPF_NOEXIST);
if (ret < 0) {

bpf_printk("malloc: couldn't update tmp allocs map. exit."

)
if (glst) {
glst->double_ptr_counter += 1;
X
b
// update global stats
if (glst !'= 0) { // check required by kernel
glst->malloc_counter += 1;
glst->current_bytes = glst->current_bytes + size;
if (glst->max_bytes < glst->current_bytes){
glst->max_bytes = glst->current_bytes;
¥
X

// reserve mem in batch struct array for event
struct event_batch *batch = bpf_map_lookup_elem(&batch_map, &
key);
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if (!batch){
bpf_printk("malloc: couldn't find current batch. exit.");
// cleanup before early return
bpf_map_delete_elem(&tmp_size_map, &pidtgid);
return O;

}

if (batch->idx >= BATCH_SIZE){
batch->idx = 0;

}

// lookup next free address in batch for this event

malloc = &batch->events[batch->idx++];

// initialise with O

__builtin_memset (malloc, O, sizeof (*malloc));

/% fill event */

malloc->ts_ns = ts_ns;
malloc->pid = pid;

malloc->tid = tid;

malloc->ptr ptr;

malloc->size = size;
malloc->stackid = stackid;
malloc->type = EVENT_TYPE_MALLOC;

// batch full, submit all events to ringbuf
if (batch->idx == BATCH_SIZE) {
u32 bytes = batch->idx * sizeof (struct event);
long ret = bpf_ringbuf_output (&events_ringbuf, batch->
events, bytes, 0);
// failed to write batch to ringbuf
if (ret < 0) {
batch->dropped += 1;
bpf_printk("malloc_ret: Failed to write batch into
events ringbuf.");
bpf_printk("malloc_ret: Batch dropped at: %1llu", ts_ns
)
}
batch->idx = 0;
}
/* CLEANUP x*/
bpf_map_delete_elem(&tmp_size_map, &pidtgid);
return O;

Listing A.1: Malloc return hook. Kernel implementation.
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B User Space Ring Buffer Callback Implement-
ation

The following code excerpt presents the user-space ring buffer callback function.
It handles both ring buffers. The event batches are also put into the user-space

queue for the worker thread.

/***%x% callback function for events ringbuffer **x**x*/
// keep short, avoid blocking
static int handle_event (void *ctx, void *data, size_t data_sz)
{
(void)ctx; // ignore unused parameter warning
if (data_sz < sizeof (struct event)) {
return O;

¥
int num_events = (int) (data_sz/sizeof (struct event));
valid_batches += (int) (num_events/512); // count per batch
ssize_t ret = write(eventslog_fd, data, data_sz); // writing
whole batch to logfile
if (ret == -1){

// only set flag and let worker print to avoid we don't
block

error_flag = 1;

saved_errno = errno;
}
// write events into queue for worker thread
struct event *events = data;

struct event e;

pthread_mutex_lock (&queue.lock);

for(int i=0; i<num_events; i++) {
e = events[i];
push_to_queue (&e) ;
callback_events++;

}

pthread_cond_signal (&queue.cond) ;

pthread_mutex_unlock (&queue.lock);

return O;

Listing B.1: Ring buffer callback function in the user space.

84



Appendix C: User Space State Management

C

The

User Space State Management

following excerpt presents the relevant section of the worker thread im-

plementation, specifically the logic responsible for correlating malloc and free
events, updating the internal state maps, and maintaining associated allocation
statistics.

if

(e.type == EVENT_TYPE_MALLOC) {
worker_events++;
uint64_t now = (get_time_ns() - start_ts_ns)/1000000ULL;
// get struct; if mot ezisiting it is initialized with O
struct stackid_stats *s = get_stack_stats(e.stackid);
// look for pending free wiht ptr in pending free map
struct allocs_map *pfree = NULL;
pthread_mutex_lock (&pfrees_lock);
HASH_FIND (hh, pending_frees, &e.ptr, sizeof(uint64_t), pfree);
if (pfree) {
if (pfree->ts_ns > e.ts_ns){
// if really transient order remove, otherwise leave
HASH_DEL (pending_frees, pfree);
}
}
pthread_mutex_unlock (&pfrees_lock);
if (pfree) A
if (pfree->ts_ns > e.ts_ns){
// if in pending free, update stats for free & malloc
update_stats(s, true, true, e.size, e.size, e.ts_ns,
pfree->ts_ns, now);
free(pfree);
outoforder_free_resolved += 1;

}

}

else {
/*%0. see if ptr already in active alloc map */
struct allocs_map *existing = NULL;

pthread_mutex_lock(&allocs_lock);
HASH_FIND (hh, active_allocs, &e.ptr, sizeof (uint64_t),
existing) ;
if (existing) {
HASH_DEL (active_allocs, existing);

struct stackid_stats *s_old = get_stack_stats(existing
->stackid) ;
if (s_old->current_bytes >= existing->size) {
s_old->current_bytes -= existing->size;
}
elseq

s_old->current_bytes = 0;
}
// doesn't count as "mormal free"
// since 4t was assumed and not traced
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s_old->inferred_frees += 1;
free(existing) ;
}
pthread_mutex_unlock(&allocs_lock);

/% 1. update active_allocs map */

struct allocs_map *m = malloc(sizeof (*m));

m->ptr = e.ptr;

m->size = e.size;

m->stackid = e.stackid;

m->ts_ns = e.ts_ns;

m->age = get_time_ns();

m->first_seen_event_id = worker_events; // event id
pthread_mutex_lock(&allocs_lock);

HASH_ADD (hh, active_allocs, ptr, sizeof (uint64_t), m);
pthread_mutex_unlock(&allocs_lock);

// update growth history

update_stats(s, true, false, e.size, 0, 0, O, now);

}

else if ( e.type == EVENT_TYPE_FREE) {

worker_events++;
/* 1.search in active_allocs map */
struct allocs_map *alloc = NULL;
pthread_mutex_lock(&allocs_lock);
HASH_FIND (hh, active_allocs, &e.ptr, sizeof (uint64_t), alloc);
if (alloc) A
HASH _DEL(active_allocs, alloc);
}
pthread_mutex_unlock(&allocs_lock);
if (alloc) {
if (e.size == 0 && e.stackid == STACKID_UNKNOWN) {
e.size = alloc->size;
e.stackid = alloc->stackid;
late_resolved_frees += 1;
}
struct stackid_stats #*s = get_stack_stats(alloc->stackid);
update_stats(s, false, true, O, e.size, alloc->ts_ns, e.
ts_ns, 0);
free(alloc);

}
else {

outoforder_free += 1;

// found mo active allocation for this free

// check if there is already a pending free for this
pointer

struct allocs_map *existing = NULL;

pthread_mutex_lock (&pfrees_lock);

HASH_FIND (hh, pending_frees, &e.ptr, sizeof (uint64_t),
existing);

if (existing) {
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}

pending_free_collision += 1;

if (e.ts_ns > existing->ts_ns){
existing->size = e.size;
existing->stackid = e.stackid;
existing->ts_ns = e.ts_ns;

}

pthread_mutex_unlock (&pfrees_lock);

continue;

else{

pthread_mutex_unlock (&pfrees_lock);

// put in pending free map

struct allocs_map *f = malloc(sizeof (xf));
f->ptr = e.ptr;

f->size = e.size;

f-> stackid = e.stackid;

f->ts_ns = e.ts_ns;

pthread_mutex_lock (&pfrees_lock);

HASH_ADD (hh, pending_frees, ptr, sizeof (uint64_t),

pthread_mutex_unlock (&pfrees_lock);

£);

Listing C.1:
management.

Excerpt of user-space worker thread that is responsible for state
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D Offline Stack Trace Resolution

The following code excerpt presents the Python-based offline script used to re-
solve the stack identifiers into concrete instruction addresses by automatically
processing the output file generated by MemScope, following the procedure out-

lined in Chapter 5.5.

#!/usr/bin/env python3

# pass arguemnts like:

# ./resolvestacktrace.py \

# --stacktrace stacktrace.bin \

# --map maps.txt \

# --sysroot /home/juliane/Development/thesis/code/eBPF/ \
# -—addr2line aarch64-linuz-gnu-addrl2line

#

# sysroot s the location of the tracing data

import csv

import argparse
import struct
import subprocess

;| from pathlib import Path

from elftools.elf.elffile import ELFFile

MAX_STACK_DEPTH = 20 # adjust 1f changed in eBPF

# how stacktrace t¢s build, 4 Byte stackid + MAX_STACK_DEPTH * 8
byte adresses

STACKREC_FMT = f"<i4x{MAX_STACK_DEPTH}Q"

STACKREC_SIZE = struct.calcsize (STACKREC_FMT)

#####E parsing all files into a format we can work with #####
# extract data from /proc/pid/maps which was copied into maps.tzt

;|def parse_maps (maps_file):

#returns list of (start, end, path)
mappings = []
#open file and tterate lines
with open(maps_file) as f:
for line in f:
parts = line.strip().split()
# expect to have four columns, <f more, skip line
if len(parts) < 4 or parts[-1].startswith("["):
continue
addr = parts[0] # first elem is addresses
path = parts[-1] #last elem <s path
#split first column in two and convert hex to integer
start, end = [int(x, 16) for x in addr.split("-")]
mappings.append ((start, end, path))
return mappings
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| def main():

# extract data from stacktraces.bin
def load_stacktraces(stacktrace_file):
stacktraces = {}
with open(stacktrace_file, "rb") as f:
while True:
data = f.read(STACKREC_SIZE)
if not data:
break
if len(data) < STACKREC_SIZE:
print (f"Warning incomplete record ({len(data)l}
bytes), skipping")
break
stackid, #*ips = struct.unpack (STACKREC_FMT, data)
# if less than 20 frames captured, remove empty
entries
ips = [ip for ip in ips if ip != 0]
stacktraces[stackid] = ips
return stacktraces

#helper to calculate address offsets for addrZline
# so script can handle PIE and non-PIE
# returns virtual start address of executed segment of path
def get_elf_text_vaddr (path):
with open(path, "rb") as f:
elf = ELFFile(f)
for seg in elf.iter_segments():
# looking for pt_load, the segment that %is loaded into
memory by the loader
if segl['p_type'l == 'PT_LOAD' and segl['p_flags'] & 1:
return segl['p_vaddr']
raise RuntimeError (f"No executable LOAD segment found in {
path}")

# resolve symbols
def addr2line (addr2line_bin, binary, addr):
# resolves list of addresses -> list of strings
if not addr:
print ("No addresses found for addr2line")
return []
p = subprocess.run(
[addr2line_bin, "-f", "-C", "-e", binary, f"Ox{addr:x}"],
capture_output=True,
text=True,
)
return p.stdout.strip().splitlines()

HH##BH main HAAHZH

ap = argparse.ArgumentParser ("Leak Analyzer")
ap.add_argument ("--stacktrace", required = True)
ap.add_argument ("--map", required = True)
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if

__name ==

ap.add_argument ("--addr2line", default = "aarch64-linux-gnu-
addr2line")

ap.add_argument ("--sysroot", required = True)

args = ap.parse_args ()

stacktraces = load_stacktraces(args.stacktrace)
mappings = parse_maps (args.map)
elf_vaddr_cache = {} # caching because this %is expensive
with open("stacktrace.txt", "w") as log:
for stackid, ips in stacktraces.items():
log.write(f"\n--- stackid {stackid} ---\n")
for ip in ips:
for start, end, path in mappings:
if start <= ip < end:
local_path = Path(args.sysroot) / Path(
path) .name
if local_path not in elf_vaddr_cache:
elf_vaddr_cache[local_path] =
get_elf_text_vaddr (local_path)
# calculate offset
elf_vaddr = elf_vaddr_cache[local_path]
loadbias = start - elf_vaddr
elf_addr = ip - loadbias
log.write(f"{local_path}\n")
# mow resolve symbols
for line in addr2line(args.addr2line,
local_path, elf_addr):
log.write(f" {lineX}\n")
break # mapping found

" main__":

main ()

90

Listing D.1: Python script for offline stack trace resolution.
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