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Abstract

Identity and Access Management (IAM) is one of the cornerstone disciplines of
enterprise security. As organizations expand, the policies, entitlement catalogs
and process documentation expand as well, and IAM specialists find themselves
fielding the same questions over and over, instead of working on access reviews
or incident response.

This thesis introduces a multi-agent knowledge assistant based on Large Lan-
guage Models (LLMs) and Retrieval-Augmented Generation (RAG) which was
designed according to enterprise Generative Al standards following internal solu-
tion design guidelines. Following a Design Science Research approach, the work
answers four research questions, which are the comparison of multi-agent and
single-agent architectures, the comparison between hybrid and vector-only re-
trieval, the ability of RAG to generate correct and well-cited answers, and the
robustness of the system against Role-Based Access Control (RBAC) violations
and prompt injection.

Five agents—Router, Retrieval, Reasoning, Guardrail and Generator—are or-
chestrated through LangGraph. The retrieval stage merges dense search and
sparse search with Reciprocal Rank Fusion (RRF) and reranking across hetero-
geneous IAM sources and each response is provided with explicit citations. Input
validation, output guardrails and observability are integral parts of the design.
The technology stack is based on models with open licenses and open source
frameworks in order to ensure transparency, reproducibility, and data sovereignty.

Statistically significant improvements are confirmed by the evaluation. The multi-
agent architecture enhances the correctness and decreases the hallucinations when
compared with a single agent baseline. Hybrid retrieval consistently outper-
forms vector only search. Layered security mechanisms ensure RBAC is not only
fully enforced, but also massively reduce the success rate of prompt injection at-
tacks, aligned with Open Worldwide Application Security Project (OWASP) LLM
Top 10 and expectations by regulators in the sense of Versicherungsaufsichtliche
Anforderungen an die I'T (VAIT) and Digital Operational Resilience Act (DORA).
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1 Introduction

1.1 Background and Motivation

IAM sits at the core of enterprise security. It governs who can access which sys-
tems, applications, and data, and it operationalizes principles like least privilege
(National Institute of Standards and Technology, 2017; Williamson et al., 2009).
As organizations grow, so does the body of IAM information—entitlement cata-
logs, policy documents, operational procedures—and the specialists responsible
for it find themselves navigating an increasingly complex landscape every day.

A major operational pain point is the sheer volume of repetitive queries that land
on TAM specialists’ desks. Stakeholders ask about processes, forms, entitlements,
and workflows over and over, and every answer takes time away from work that
actually requires specialist judgment: access reviews, incident response, policy
enforcement (Beautement et al., 2009).

The picture gets more complicated in regulated industries. In insurance, for in-
stance, BaFin’s VAIT (BaFin, 2018) and the EU’s DORA (European Parliament
and Council of the European Union, 2022) set out detailed expectations around
access management and audit trails. Specialists have to keep checking whether
their processes still line up with these shifting regulatory frameworks—and right
now, that checking is done by hand.

LLMs bring real potential here. Natural-language querying and contextual reas-
oning (Brown et al., 2020) could take a meaningful load off IAM teams. Or-
chestration frameworks like LangChain and LangGraph have matured, vector
databases are widely available, and openly licensed models—Llama (Touvron et
al., 2023), Mistral (Jiang et al., 2023)—have reached a level where enterprise-
grade assistants are feasible. Platforms such as Flamingo let organizations host
these models internally, offering Application Programming Interface (API) access
without giving up data sovereignty. That fits a broader push toward open-source
adoption in the enterprise, where transparency and the ability to customize mat-
ter most for security-sensitive work (Riehle, 2007). The enterprise Generative Al
technology standard goes further, prescribing RAG orchestration flows, output
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guardrails, and observability as mandatory components; together with the or-
ganizational solution design guidelines, these form the governance backbone for
such deployments. Still, LLMs by themselves are not enough. Without access
to authoritative enterprise documentation, they hallucinate—and hallucinated
answers have no place in IAM knowledge retrieval (Ji et al., 2023).

RAG closes that gap by grounding LLM outputs in documents pulled from en-
terprise knowledge bases (Lewis et al., 2020). Hybrid retrieval-—combining se-
mantic dense search with keyword-based sparse retrieval (Robertson & Zaragoza,
2009)—works especially well in a domain like IAM, where getting the right an-
swer can depend on matching an exact role name just as much as understanding
what a policy means in context. But deploying these systems where security mat-
ters brings its own demands: sensitive data calls for role-aware access controls,
hallucinations need to be caught through verification, and the whole system has
to stay transparent and auditable under frameworks like the General Data Pro-
tection Regulation (GDPR) (European Parliament and Council of the European
Union, 2016) and the EU AI Act (European Commission, 2021).

The approach taken in this thesis is a multi-agent architecture: specialized agents
that work together to interpret queries, retrieve the right documents, draft an-
swers, and verify what they produce (Y. Wu et al., 2023). Breaking the problem
into modular pieces means each piece can be tuned on its own, accountability is
easier to trace, and failures are easier to contain than in a monolithic single-agent
setup (Q. Wu et al., 2023). Rooted in open-source principles (Riehle, 2012), this
work shows how LLM-based TAM assistants can be built to satisfy enterprise
governance while genuinely easing the day-to-day load on IAM teams.

1.2 Problem Statement

Enterprise IAM specialists face a real bottleneck: too much of their time goes
to answering the same informational queries from stakeholders looking for help
with processes, forms, entitlements, and workflows. Three dimensions make the
problem worse, and they reinforce each other:

Information Access Barrier. IAM knowledge lives in policy documents, pro-
cess guidelines, SharePoint pages, and Azure DevOps (ADO) work items. It is
not easy for stakeholders to find what they need on their own, so they go straight
to the specialists.

Technical Resource Misallocation. Different stakeholders keep asking the
same things, and each time a specialist answers, that is time not spent on access
reviews, incident handling, or policy enforcement (Beautement et al., 2009). The
repetition wastes effort and opens the door to inconsistent answers.
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Security and Compliance Requirements. In regulated industries, IAM op-
erations have to meet frameworks like BaFin VAIT and EU DORA, and sensitive
information must stay restricted to those who are authorized to see it. Any Al
assistant in this space needs proper RBAC and has to hold up against adversarial
manipulation (Verizon Enterprise Solutions, 2023).

None of the tools available today solve this cleanly. Enterprise search engines
do not understand IAM semantics at the domain level. Proprietary IAM plat-
forms cannot be adapted to organization-specific role structures. Generic LLM
assistants hallucinate without retrieval grounding and lack the security controls
that enterprise deployment demands. And in the academic literature, there is no
architectural blueprint for an TAM-focused multi-agent knowledge assistant that
meets enterprise security and governance requirements.

The research problem this thesis addresses is therefore:

How can a multi-agent, hybrid-retrieval LLM assistant be designed,
implemented, and evaluated to support IAM knowledge retrieval in a
secure, reliable, and governance-aligned manner?

1.3 Research Objectives and Research Questions

The primary objective is to design, implement, and evaluate a multi-agent
LLM assistant for IAM knowledge retrieval that cuts down on repetitive
queries to specialists, gives stakeholders a better self-service path, and holds up
to enterprise security standards.

The work follows a Design Science Research approach (Hevner et al., 2004).
Artifacts—the multi-agent architecture and the retrieval pipeline—are designed
and evaluated iteratively against a defined set of requirements. A factorial exper-
imental design makes it possible to compare architectural and retrieval choices
in a controlled way across five implementation versions. Four of these versions
(Vla, V1b, V2b, V3) are formally evaluated; V2a (multi-agent with vector-only
retrieval) was implemented but excluded from the formal evaluation, as prelim-
inary results showed it was consistently outperformed by V2b across all metrics,
offering no additional analytical insight beyond what the V1a-to-V1b comparison
already provides for isolating the retrieval strategy effect.

The design draws on established multi-agent research. Q. Wu et al. (2023) show
that decomposing tasks across agents improves performance through specializa-
tion; Y. Wu et al. (2023) find that multi-agent peer review catches errors that
single agents miss in complex reasoning. The dedicated validation checkpoint
in this architecture responds directly to the vulnerabilities that Greshake et al.
(2023) document: monolithic LLM systems can be broken open by prompt injec-
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tion attacks that slip past embedded safety constraints.
Four research questions guide the investigation:

RQ1 (Multi-Agent Architecture): How does a multi-agent architecture com-
pare to single-agent approaches for IAM knowledge assistance in terms of answer
quality, hallucination reduction, and explainability?

RQ2 (Hybrid Retrieval): How does hybrid retrieval combining dense vector
similarity and sparse keyword matching perform compared to vector-only retrieval
for heterogeneous IAM documentation?

RQ3 (RAG Effectiveness): How effective is RAG in providing accurate, faith-
ful, and well-grounded responses for enterprise IAM knowledge queries?

RQ4 (Security Robustness): How effectively can RBAC, prompt injection
defenses, and guardrail mechanisms be implemented in a multi-agent RAG system
for security-sensitive IAM applications?

1.4 Scope and Constraints

This thesis builds a research prototype on publicly available open-source frame-
works and models so that the results can be reproduced. Two stakeholder groups
are in scope:

General Stakeholders: The system handles routine questions—IAM processes,
entitlements, how to fill out forms, what approvals are needed. A typical query:
“What approvals are required for requesting access to the SAP finance system?”

IAM Specialists: The system pulls up process documentation, finds the right
guidelines, checks the status of ADO work items, and brings together information
that would otherwise be scattered across multiple sources.

Responses are advisory and based on retrieved evidence; the system does not pro-
vision or modify access. The implementation combines open-source frameworks
(LangGraph, Elasticsearch) with enterprise LLM infrastructure (Flamingo) and
openly licensed models. For production, the architecture targets the organiza-
tion’s internal Kubernetes platform (Knautilus) with Azure Al Search handling
vector retrieval. Authentication and RBAC run through Microsoft Entra ID.
Evaluation uses a representative IAM documentation corpus and a curated test
set covering a range of query types. Informal practitioner feedback was gathered
during iterative development to guide design decisions (Section 5.1.10), though a
formal user study falls outside the current scope.

Explicit Exclusions. The following fall outside the scope of this thesis: auto-
mated access provisioning or modification; real-time integration with identity
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governance platforms (e.g., SailPoint, Saviynt); production deployment and op-
erationalization (design and architecture are in scope; deployment with live en-
terprise data is future work); and formal user studies with end-user populations
(informal practitioner feedback is reported in Chapter 5).

1.5 Contributions

This thesis makes four contributions:

C1: Multi-Agent RAG Architecture for IAM Knowledge Assistance.
A five-agent pipeline (Router, Retrieval, Reasoning, Guardrail, Generator) show-
ing how orchestration frameworks can be assembled into enterprise knowledge
assistants. The architecture includes a dedicated Guardrail Agent for security
validation—motivated specifically by IAM security needs that general-purpose
multi-agent frameworks like AutoGen (Q. Wu et al., 2023) and CrewAl do not
address. Empirical comparison against single-agent baselines answers RQ1, and
the work follows open collaboration principles to support reproducibility and
extension (Riehle, 2009).

C2: Hybrid Retrieval Pipeline for Heterogeneous IAM Data. A sys-
tematic evaluation of retrieval strategies that combine dense vector similarity
(General Text Embeddings (GTE)-Large embeddings) with sparse keyword match-
ing (Best Matching 25 (BM25)) using RRF, tested across structured and unstruc-
tured IAM content with empirical precision-recall analysis. Addresses RQ2.

C3: RAG Effectiveness Evaluation for Enterprise IAM. A thorough
assessment of how well RAG works for TAM knowledge assistance, covering answer
correctness, faithfulness to retrieved context, citation accuracy, and hallucination
rates. Addresses RQ3.

C4: Security Validation Framework for Multi-Agent LLM Systems.
A systematic methodology for evaluating RBAC enforcement, prompt injection
resistance, and guardrail effectiveness in multi-agent RAG architectures, aligned
with OWASP LLM Top 10 guidelines (OWASP Foundation, 2023). The focus
is on access control and factual integrity; bias and toxicity filtering, while called
for by enterprise Generative Al standards in general-purpose chatbots, is lower
priority for factual IAM retrieval and is noted as future work. Addresses RQ4.
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2 Literature Review

This chapter lays out the theoretical and technical foundations needed for design-
ing, implementing, and evaluating a multi-agent LLM assistant for ITAM. The
review brings together research from seven interconnected domains: IAM fun-
damentals, large language models, retrieval-augmented generation, multi-agent
architectures, security considerations, regulatory frameworks, and related work.
Section 2.8 pulls together the findings and points out the research gaps that
motivate this thesis.

Figure 2.1 shows how these domains connect to form the conceptual foundation
for an enterprise IAM knowledge assistant.

[ TAM Fundamentals J

§4.1

Retrieval-Augmented
{ Generation (RAG) } [Large Language Models}

§2.3 \ / §2.2

IAM
Assistant

e ™~

{Security & Privacy} EMulti—Agent Systems}

§2.5 §2.4

[ AT Governance }

§2.6

Figure 2.1: Conceptual framework: six literature domains contributing to the
multi-agent IAM knowledge assistant



2. Literature Review

2.1 Identity and Access Management Fundament-
als

IAM is at the core of enterprise security. It governs how users, systems, and
applications authenticate and gain access to organizational resources. The com-
plexity of modern IAM systems creates significant knowledge challenges, which
is what motivates the need for intelligent assistance systems.

2.1.1 Core TAM Concepts and Authorization Models

Modern TAM covers authentication and authorization mechanisms that have
evolved over the past three decades. Authentication is about verifying identity
through multiple factors—knowledge, possession, and inherence—and current
best practices put a strong emphasis on multi-factor authentication (National
Institute of Standards and Technology, 2017).

Authorization has gone through several primary models over the years. RBAC
is still widely used and works by associating permissions with organizational roles
rather than with individual users (Sandhu et al., 1996; Williamson et al., 2009).
Attribute-Based Access Control (ABAC) allows for more fine-grained de-
cisions by evaluating subject, object, operation, and environmental attributes
against policy rules. This makes it possible to base authorization decisions on
context such as time, device posture, location, and risk score (Hu et al., 2014).
Relationship-Based Access Control (ReBAC) defines permissions based on
how entities relate to each other, for instance through ownership or group mem-
bership. Google’s Zanzibar is a well-known example of this approach working at
scale (Pang et al., 2019).

The principle of least privilege (Saltzer & Schroeder, 1975) serves as the
foundation for Zero Trust Architecture, which operates on the assumption
that no implicit trust should be granted based on network location (Rose et al.,
2020).

2.1.2 Identity Lifecycle Management

The identity lifecycle consists of three fundamental phases: provisioning, main-
tenance, and deprovisioning. Understanding this lifecycle matters for IAM know-
ledge assistants, since stakeholder queries often relate to specific lifecycle stages.

Provisioning is the process of creating digital identities and assigning initial
access rights based on role, job function, or organizational unit. Birthright
access—the baseline permissions that are granted when someone joins—is typic-
ally determined by HR attributes like department, location, and job title. Any
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additional access has to go through explicit request and approval workflows (Wil-
liamson et al., 2009).

Maintenance covers the ongoing activities of identity management. These in-
clude periodic access reviews (recertification), role changes that happen when
someone transfers or gets promoted, privilege adjustments tied to project assign-
ments, and credential management tasks such as password resets and certificate
renewals. Access reviews are a significant compliance activity: organizations
have to periodically check that users only keep the access they actually need,
with managers or application owners confirming continued business need (Bauer
et al., 2009).

Deprovisioning is about making sure that access is revoked in a timely man-
ner when someone leaves the organization, finishes a contract, or changes roles.
The Verizon 2023 Data Breach Investigations Report shows that 74% of breaches
involve the human element, and orphaned accounts along with delayed depro-
visioning are among the significant risk vectors (Verizon Enterprise Solutions,
2023). Timely deprovisioning is also required by compliance frameworks such as

SOX Section 404 and PCI-DSS.

The Joiner—Mover—Leaver (Joiner-Mover-Leaver (JML)) Framework
puts these phases into a formal structure: onboarding with appropriate ac-
cess (Joiner), adjusting permissions when roles change (Mowver), and revoking
everything when someone departs (Leaver) (Williamson et al., 2009). Each of
these phases produces documentation, policies, and procedures that stakeholders
need to find their way through—which is a key reason why intelligent assistance
systems are needed.

2.1.3 TAM Workflows and Human-Centric Challenges

Access Request Workflows are one of the main interaction points between
stakeholders and TAM systems. A typical workflow involves: the requester spe-
cifying the target resource and providing a justification; the manager approving
based on business need; the resource owner confirming technical appropriate-
ness; and then automated or manual provisioning. Each of these steps tends to
generate questions from stakeholders who are not familiar with the process.

Access Reviews and Recertification are periodic checks to verify that users’
access rights still match their current roles. Compliance frameworks like GDPR,
SOX Section 404, and PCI-DSS require audit trails and periodic attestations
(European Parliament and Council of the European Union, 2016). Reviewers
need to understand what access is being certified and why it was originally
granted—information that is often spread across multiple systems.

Enterprise IAM places substantial cognitive demands on the people involved.
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Cognitive Load Theory shows that human working memory has clear limita-
tions (Sweller, 1988), yet IAM specialists have to juggle multiple identity repos-
itories, different authentication mechanisms, and complex policy languages all at
once. Beautement et al’s work on the “compliance budget” shows that security
behavior has to be understood within the context of finite cognitive resources
(Beautement et al., 2009). These challenges are a strong motivation for using
LLM-based assistance to take some of the repetitive knowledge retrieval burden
off specialists.

2.1.4 Enterprise IAM Platforms and Documentation

Modern enterprises rely on specialized IAM platforms for identity governance and
administration. SailPoint IdentityNow and IdentitylIQ offer access certific-
ation, provisioning automation, and policy enforcement. Microsoft Entra ID
(formerly Azure Active Directory) provides cloud-based identity services along
with conditional access policies. Saviynt and One Identity deliver identity
governance with analytics capabilities.

These platforms produce a large amount of documentation: administrator guides,
policy configuration references, workflow definitions, and compliance reports. On
top of that, organizations maintain their own custom documentation, including
internal policies, procedural guides, role catalogs, and entitlement matrices. This
documentation corpus—which often spans SharePoint sites, wikis, PDF repos-
itories, and ticketing systems—makes up the knowledge base that stakeholders
have to navigate. Making this knowledge accessible through intelligent assistance
is the central aim of this thesis.

2.2 Large Language Models in Enterprise Con-
texts
LLMs represent a transformative capability for enterprise knowledge systems.

This section looks at the technical foundations, deployment options, prompt en-
gineering approaches, and applications relevant to IAM.

2.2.1 Transformer Architectures and Instruction-Following

The transformer architecture (Vaswani et al., 2017) introduced a new paradigm
by relying entirely on self-attention mechanisms, which removed the sequential
processing constraints of earlier models. Multi-head attention allows models to
attend to information from different representation subspaces at the same time.

The GPT architecture scaled these principles to a much larger degree. Brown et
al’s GPT-3 demonstrated that in-context learning was possible—meaning the
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model could carry out tasks using prompt examples without any gradient updates
(Brown et al., 2020). Instruction tuning turned out to be critical for making
models usable in practice; Wei, Bosma et al. (2022) showed with FLAN that
instruction-tuning leads to much better zero-shot performance. Reinforcement
Learning from Human Feedback (Reinforcement Learning from Human
Feedback (RLHF)) (Ouyang et al., 2022) further improved alignment with user
intent through reward model training and policy optimization, demonstrating
that alignment quality can matter more than raw model size.

2.2.2 Open-Source and Proprietary LLMs

The enterprise LLM landscape is split between open-source models that give
organizations more control, and proprietary models that offer state-of-the-art
capabilities through APIs.

Meta’s Llama family is one of the leading open-source options. Llama 2 came
with models ranging from 7B to 70B parameters and used RLHF with 1.4 million
human preference examples (Touvron et al., 2023). Llama 3 builds on this
with a 128K vocabulary, grouped-query attention, and training on 15 trillion
tokens, reaching competitive performance on reasoning benchmarks (Meta Al,
2024). Research has also found that models tend to perform worse when relevant
information appears in the middle of the context—a phenomenon known as “lost
in the middle,” which is particularly relevant for RAG applications (N. F. Liu
et al., 2024).

Mistral 7B introduced grouped-query and sliding-window attention, and man-
aged to outperform Llama 2 13B despite having only half the parameters (Jiang
et al., 2023). Proprietary models such as GPT-4 continue to lead in complex
reasoning tasks (OpenAl, 2024a), while Claude 3 shows strong performance on
enterprise tasks (Anthropic, 2024b).

Table 2.1 summarizes the key deployment trade-offs. Open-source models provide
data sovereignty, auditability, and customization, whereas proprietary models de-
liver top performance but require sending data to third-party infrastructure. The
principles behind open source—transparency, customizability, and community-
driven innovation—fit well with the needs of security-critical IAM applications
(Riehle, 2007).

11
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Table 2.1: Comparison of LLM Deployment Options for Enterprise ITAM

Factor Open-Source Models Proprietary API

Data Full control; on-premises External provider; DPA

Sovereignty deployment required

Customization Full fine-tuning capability Prompt engineering only

Auditability Complete transparencys; Black-box operation
weights inspectable

Regulatory Full organizational control Dependent on provider

Control compliance

Performance Competitive on most tasks State-of-the-art (GPT-4,
(Llama 3 70B) Claude 3)

Cost Model Infrastructure investment; Per-token pricing; variable
predictable

In practice, making the open-source deployment model work requires enterprise
hosting infrastructure that exposes openly licensed models through standardized
API endpoints. Internal LLM platforms—such as Flamingo, which serves Llama 3
70B and embedding models (e.g., GTE-Large-EN-V1.5) via OpenAl-compatible
APIs—allow organizations to keep full data sovereignty while giving developers
the same experience as proprietary services. All generative model inference has
to go through such internal APIs, making sure that no enterprise data leaves
organizational boundaries. This approach is the practical realization of the “open-
source + data sovereignty” strategy outlined in Table 2.1.

2.2.3 Prompt Engineering and Enterprise Applications

Effective prompt engineering helps get the most out of LLMs without need-
ing to fine-tune them. Few-shot learning works by providing exemplars that
guide the model’s behavior through in-context learning (Brown et al., 2020).
Chain-of-thought (Chain-of-Thought (CoT)) prompting (Wei, Wang et
al., 2022) gets the model to show its intermediate reasoning steps, which im-
proved PaLM 540B from 18% to 57% on GSM8K-—a 3.2x improvement without
changing the model itself. Self-consistency extends CoT by using majority vot-
ing (Wang et al., 2023), while ReAct combines reasoning with tool actions in an
interleaved fashion (Yao et al., 2023).

Enterprise-specific patterns include role-based system prompts, structured output
formatting, and guardrail instructions. Recent practitioner discourse highlights
that deploying LLMs effectively requires careful attention to context—including
the right data, tools, memory, and constraints—mnot just the prompt text itself.

12
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In TAM contexts, LLMs should serve as language processors within controlled
frameworks, while traditional IAM systems remain in charge of authoritative
access-control decisions. Without retrieval grounding, LLMs hallucinate—they
generate plausible but incorrect information (Ji et al., 2023). Y. Li et al. (2024)
break hallucinations down into three categories: factuality, faithfulness, and in-
struction violations—all of which are relevant in a setting where accuracy is
critical.

2.3 Retrieval-Augmented Generation

RAG addresses the problem of LLMs’ static parametric knowledge by dynamic-
ally pulling in external information. For IAM assistants, RAG makes it possible
to ground responses in authoritative documentation while keeping them accurate
for the specific organization.

2.3.1 Vector, Sparse, and Hybrid Retrieval Methods

The foundational RAG paper (Lewis et al., 2020) introduced the idea of combin-
ing sequence-to-sequence models with dense vector indices, pairing BART with
Dense Passage Retrieval (Dense Passage Retrieval (DPR)). This combination of
parametric and non-parametric memory makes it possible to update the system’s
knowledge without retraining the model.

Dense Passage Retrieval (Karpukhin et al., 2020) showed that learned dense
representations can substantially outperform sparse methods, with top-20 accur-
acy improving by 9-19% over BM25. The dual-encoder architecture makes it
possible to use Maximum Inner Product Search through approximate nearest
neighbor algorithms.

Sparse retrieval methods, especially BM25, continue to be valuable when ex-
act keyword matching and specialized terminology are involved (Robertson &
Zaragoza, 2009). The BM25 scoring function is defined as:

f(qi, D) - (k1 +1)
flgi, D)+ ki - (1—b+b- 2L

avgdl

BM25(D, Q) = Zn:IDF(qi) : (2.1)

It provides strong baseline performance and does not require any training.

Hybrid retrieval brings dense and sparse methods together using techniques
such as RRF": )

RRF(d) = —_— 2.2

(d) ; k+r(d) (22)

Empirical studies have shown that hybrid retrieval combining BM25 with dense
embeddings significantly outperforms approaches that rely on a single method

13
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(Sawarkar et al., 2024). Research also indicates that multi-stage retrieval leads
to the best RAG quality (IBM Research, 2024).

Modern embedding models like GTE offer high-performance embeddings with
extended context support (8,192 tokens) and achieve strong results on Massive
Text Embedding Benchmark (MTEB) benchmarks (Z. Li et al., 2023; Muennig-
hoff et al., 2023). The RAGAS framework defines a set of evaluation metrics:
faithfulness, answer relevance, context precision, and context recall (Es et al.,
2024).

2.3.2 RAG Orchestration Frameworks

LangChain provides modular component chaining through chains, agents, and
memory abstractions (Chase, 2023). LangGraph extends this with graph-based
orchestration designed for stateful, multi-agent applications. It supports cycles,
which are essential for iterative refinement, and comes with built-in persistence
and human-in-the-loop integration. Llamalndex is specifically optimized for
RAG, offering sophisticated data ingestion and querying capabilities (Llamalndex
Team, 2024).

Table 2.2 compares the key characteristics of these frameworks. Which one to
choose depends on what is needed: LangChain for flexibility, though its ab-
straction layers can make debugging harder in production environments (Chase,
2023); Llamalndex for data-centric retrieval, though it offers limited support
for complex agent coordination (Llamalndex Team, 2024); and LangGraph for
complex multi-agent coordination with state management and human oversight,
though it comes with a learning curve for teams that are not used to graph-
based paradigms. Choosing a framework therefore means balancing capability
requirements against team expertise and operational constraints.

Table 2.2: Comparison of RAG Orchestration Frameworks

Capability LangChain LangGraph Llamalndex
Cyclic Limited Full support Not supported
Workflows

State External Built-in Limited
Persistence

Human-in-the- Via agents Native Via callbacks
Loop

RAG General General Specialized
Optimization

14
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2.3.3 Enterprise RAG and Graph-Based Approaches

Enterprise RAG has to deal with the challenge of working across heterogeneous
systems: Confluence, SharePoint, ServiceNow, Jira/Azure DevOps, and special-
ized HR/finance systems. Chunking strategies need to match the structure
of the documents being processed—whether that means fixed-size, recursive,
semantic, or document-aware chunking that preserves section hierarchies (Lla-
malndex Team, 2024). Metadata enrichment tags documents with attributes
that help focus retrieval. Research evaluating retrieval across enterprise arti-
facts shows that even state-of-the-art systems achieve relatively low accuracy on
complex queries (Chen et al., 2024).

Graph-based extensions (GraphRAG) enhance retrieval by adding knowledge-
graph reasoning (Edge et al., 2024). However, GraphRAG introduces a level of
complexity that is not needed for the well-structured IAM documentation dealt
with in this thesis. The architecture is designed so that future integration is
possible through its modular retrieval abstraction.

2.4 Multi-Agent LLM Architectures

Multi-agent systems make it possible to handle complex workflows by coordin-
ating specialized LLM agents. For TAM assistants that need to deal with a wide
range of tasks, multi-agent architectures offer modularity, specialization, and
more robust error handling.

2.4.1 Multi-Agent Design Patterns and Frameworks

The ReAct pattern (Yao et al., 2023) established a key paradigm through its
interleaved Thought — Action — Observation loops. It achieved a 34% improve-
ment on HotpotQA and a 10% improvement on WebShop, while also producing
interpretable reasoning traces.

AutoGen (Q. Wu et al., 2023) offers customizable, conversable agents with
multi-agent conversation as its core abstraction. It comes with built-in types such
as AssistantAgent, UserProxyAgent, and GroupChatManager. CrewAl takes
a role-based approach with its role-goal-backstory framework. LangGraph ex-
tends LangChain with graph-based orchestration that supports cycles, durable
execution with checkpointing, and human-in-the-loop nodes.

Table 2.3 compares these frameworks. Y. Wu et al. (2023) show that multi-agent
peer-review collaboration leads to better reasoning quality, especially when it
comes to logical consistency and factual accuracy.
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Table 2.3: Comparison of Multi-Agent LLM Frameworks

Feature AutoGen CrewAl LangGraph
Cyclic Workflows Limited Not supported Full support
State Persistence Not built-in Not built-in Built-in
Human-in-the- Supported Limited Native
Loop

Hierarchical Supported Supported Supported
Coord.

2.4.2 Applications in IAM Knowledge Assistance

AIOps is one of the main application areas for multi-agent LLM systems (Mi-
crosoft Research, 2025). When it comes to IAM-specific applications, industry
analysis points to several unique challenges: hybrid human/machine identities,
dynamic credential needs that call for Just-In-Time provisioning, multi-protocol
authentication, controlled privilege escalation, and agent-to-agent authentication.

The design principles for multi-agent IAM assistants include: ReAct patterns for
tool interaction with reasoning traces; supervisor—worker architectures that route
queries to specialized agents; RAG with permission-filtered retrieval; human-in-
the-loop approval for high-impact decisions; and comprehensive audit logging for
compliance purposes.

2.5 Security, Privacy, and Retrieval Safety

This section looks at security considerations from two angles: attack vectors that
are specific to LLM and RAG systems (§2.5.1), and enterprise security practices
that can help mitigate them (§2.5.2). Deploying LLM-based systems in IAM con-
texts requires paying close attention to vulnerabilities that are unique to language
models, as well as to defensive practices that go beyond traditional application
security.

2.5.1 Attack Vectors for LLM and RAG Systems

Training-data extraction has been shown to be a real concern: GPT-2 was
found to memorize and reproduce verbatim training data, with larger models
being even more vulnerable to this (Carlini et al., 2021). Cheng et al. (2025)
demonstrated that targeted prompting can significantly improve the extraction of
personally identifiable information. For TAM, this raises concerns about sensitive
data that might be present in training sets.
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Prompt injection takes advantage of LLMs’ inability to tell the difference
between trusted instructions and untrusted data. Y. Liu et al. (2024) found
that no existing defense offers sufficient protection against adaptive attackers. A.
Zou et al. (2023) showed that universal adversarial suffixes can transfer across
different models. Indirect prompt injection is especially relevant for RAG sys-
tems, as attackers can plant malicious content in the sources that get retrieved

(Greshake et al., 2023).

Retrieval poisoning is another serious risk. Research has shown that injecting
just a few adversarially crafted documents can lead to high attack success rates
(W. Zou et al., 2024). In an IAM context, an attacker who has write access to
documents could inject malicious “policy” documents that cause the system to
give incorrect access guidance.

2.5.2 Enterprise Security Practices

Guardrails serve as a first line of defense. Llama Guard works by fine-tuning
models for safety classification (Inan et al., 2023). NVIDIA NeMo Guardrails
uses Colang to define conversational flows and safety constraints (Rebedea et al.,
2023). Dong et al. (2024) combine neural classifiers with symbolic rules for a
hybrid approach.

Access control for RAG is needed because vector search returns similar doc-
uments regardless of who is asking. Possible approaches include metadata-based
filtering applied before the search, maintaining separate indices by sensitivity
level, implementing row-level security, and using ReBAC for documents.

The OWASP Top 10 for LLM Applications (OWASP Foundation, 2023)
identifies several risks that are particularly relevant to IAM: prompt injection
that can compromise instruction integrity; sensitive information disclosure; ex-
cessive agency that could lead to unauthorized actions; system prompt leakage;
and vector/embedding weaknesses including retrieval poisoning.

A defense-in-depth approach calls for architectural separation, detection-based
monitoring, prevention mechanisms, and runtime defenses, all embedded within
a broader risk management strategy guided by the National Institute of Standards
and Technology (NIST) AI RMF and ISO/IEC 42001.

2.6 Al Governance and Regulatory Landscape
Enterprise Al-powered IAM assistants operate within complex regulatory envir-

onments that span Al-specific legislation, data protection laws, and sector-specific
requirements.
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2.6.1 EU AI Act and GDPR

The EU AI Act (Regulation 2024/1689) sets up a risk-based classification sys-
tem (European Commission, 2021; European Parliament and Council of the
European Union, 2024). Unacceptable-risk systems (Article 5) are outright
prohibited. This includes AI that uses subliminal manipulation, social scoring,
or real-time biometric identification in public spaces.

High-risk Al systems (Annex III) have to meet strict compliance requirements.
This category covers systems used for biometric identification, critical infrastruc-
ture, employment and worker management, and access to essential services. An
IAM assistant would likely fall into the high-risk category if it profiles individuals
for access decisions or has an influence on employment-related determinations.

The requirements for high-risk systems (Articles 8-15) include: risk manage-
ment throughout the system’s lifecycle; data governance; technical documenta-
tion; record-keeping with automatic logging; transparency; human oversight with
the ability to intervene; and accuracy, robustness, and cybersecurity.

The GDPR applies to all Al that processes personal data (European Parliament
and Council of the European Union, 2016). For multi-agent RAG systems, this
means: each agent that processes personal data needs a legal basis for doing so;
RAG retrieval needs an appropriate basis for each source it pulls from; Data
Protection Impact Assessment (DPIA)s are required when there is systematic
large-scale processing; and data subject rights apply to the entire system. Re-
cent guidance from CNIL and EDPB provides useful interpretive frameworks for
navigating these requirements (Commission Nationale de 'Informatique et des
Libertés, 2024; European Data Protection Board, 2024).

2.6.2 Financial Sector Regulations

IT requirements for the German insurance sector are governed by VAIT (Ver-
sicherungsaufsichtliche Anforderungen an die IT) (BaFin, 2018), which mandates
RBAC, periodic recertification, and comprehensive audit trails for user access
management.

The EU DORA (Regulation 2022/2554), which took effect in January 2025, es-

tablishes digital operational resilience requirements for financial entities (European
Parliament and Council of the European Union, 2022). For Al systems, DORA

means that: Al components have to be treated as critical Information and Com-

munication Technology (ICT) assets; third-party LLM APIs need to be assessed

under the regulation’s third-party risk provisions; and Al incidents may need to

be reported to regulators.
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2.6.3 Standards and Multi-Agent Governance

ISO/IEC 42001:2023 defines requirements for AI Management Systems, cov-
ering areas like Al policy, risk assessment, impact assessment, data governance,
and lifecycle management (International Organization for Standardization, 2023).
The NIST AI RMF offers a framework built around four functions: GOVERN,
MAP, MEASURE, and MANAGE (National Institute of Standards and Techno-
logy, 2023).

Accountability in multi-agent systems calls for practices such as assigning
unique Agent IDs, keeping append-only audit trails, and building in interrupt-
ibility to handle failure modes like miscoordination and conflict (Cooperative Al
Foundation, 2024; Kolt, 2024; OpenAl, 2024b).

Human oversight requirements under EU AT Act Article 14 say that high-risk
systems must allow natural persons to: understand the system’s capacities and
limitations; stay aware of automation bias; correctly interpret outputs; override
decisions; and stop the system if needed. For TAM, human-in-the-loop is the
right approach for high-impact decisions, while human-on-the-loop works well for
informational queries.

At the organizational level, enterprise-specific governance instruments—Ilike in-
ternal Generative Al technology standards that prescribe mandatory RAG or-
chestration patterns, output guardrails, and observability requirements—complement
these regulatory frameworks by turning high-level obligations into concrete ar-
chitectural constraints.

2.7 Related Work

This section positions the proposed system relative to what already exists in the
areas of Al-augmented enterprise knowledge assistance and IAM automation.

2.7.1 Commercial IAM and IT Assistants

There are several commercial offerings that address IT knowledge assistance,
though none of them focus specifically on IAM documentation retrieval with the
kind of architectural transparency that would allow for academic contribution.

Microsoft Security Copilot provides natural-language security operations as-
sistance and integrates with Microsoft Sentinel and Defender. While it is a power-
ful tool for threat investigation, it is not specialized for IAM knowledge retrieval
workflows and does not publish architectural details that would allow for com-
parison or extension.

ServiceNow Virtual Agent offers conversational I'T support through pre-built
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topic flows and integration with the ServiceNow knowledge base. The platform
handles general IT service management but does not offer IAM-specific ground-
ing, role-based retrieval filtering, or documented evaluation against [AM accuracy
metrics.

Okta has announced Al-powered identity recommendations, and SailPoint mar-
kets Al-driven access certification. However, these capabilities are aimed at access
recommendations and anomaly detection rather than conversational knowledge
retrieval. Neither vendor publishes the architectural specifications or benchmark
results that would be needed for academic comparison.

Glean and Coveo provide enterprise search with Al augmentation across hetero-
geneous data sources. While these platforms have retrieval capabilities that could
be applied to IAM documentation, they are general-purpose solutions. They do
not include TAM-specific security controls (such as classification-based retrieval
filtering) and have not been evaluated against TAM knowledge retrieval bench-
marks.

The fact that no published architectures, evaluation methodologies, or benchmark
results exist for [AM-specific knowledge assistants is what defines Gap 1 in this
thesis. The present work contributes an open, documented architecture that
enables reproducible evaluation and extension.

2.7.2 Enterprise RAG Systems

Recent work on enterprise RAG deals with challenges that are shared with IAM
assistance. Chen et al. (2024) show that retrieval across heterogeneous enterprise
artifacts remains difficult, with even state-of-the-art systems achieving limited
accuracy on complex queries. The architecture proposed in this thesis builds on
these findings by using hybrid retrieval that has been specifically validated for
[IAM terminology and document structures.

2.7.3 Multi-Agent Knowledge Assistants

Multi-agent approaches for knowledge assistance are an active area of research. Y.
Wu et al. (2023) evaluate collaborative multi-agent patterns for reasoning tasks,
but their work focuses on open-domain question answering rather than enterprise
knowledge retrieval with access control requirements. The architecture presented
here extends these patterns by adding explicit security validation stages (the
Guardrail Agent) and role-based retrieval filtering, which are not found in prior
multi-agent frameworks.
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2.8 Summary and Research Gaps

2.8.1 Synthesis of Prior Work

This review reveals a maturing ecosystem that is applicable to IAM knowledge
assistance, but also shows that there are still significant challenges to address.

IAM complexity has reached a point where traditional approaches are no
longer sufficient. The combination of multiple authorization models, complex
lifecycle workflows, and compliance with multiple regulatory frameworks creates
knowledge demands that go beyond what human cognitive capacity can comfort-
ably handle (Beautement et al., 2009; Sweller, 1988). Statistics show that most
breaches involve the human element (Verizon Enterprise Solutions, 2023).

LLM capabilities have advanced significantly thanks to architectural in-
novations, better training methods, and scaling (Brown et al., 2020; Ouyang
et al., 2022; Vaswani et al., 2017). Open-source models now achieve competitive
performance, which makes enterprise deployment with full data sovereignty a real-
istic option (Jiang et al., 2023; Meta Al, 2024). This aligns with the open-source
principles of transparency and customizability that are especially important for
security-critical applications (Riehle, 2007, 2009).

RAG provides the grounding mechanism that is essential for enterprise
knowledge applications (Lewis et al., 2020). Hybrid retrieval achieves the best ac-
curacy while also helping to reduce hallucination (Sawarkar et al., 2024). Multi-
agent architectures make sophisticated workflows possible through pat-
terns like ReAct and supervisor—worker setups (Q. Wu et al., 2023; Yao et al.,
2023).

Security vulnerabilities call for systematic defense that covers prompt
injection, retrieval poisoning, and hallucination (Greshake et al., 2023; Ji et al.,
2023; Y. Liu et al., 2024). RBAC needs to be enforced at the retrieval layer, and
guardrail mechanisms have to validate outputs before they are delivered to users.
These security requirements are what drive RQ4’s focus on RBAC enforcement,
prompt injection resistance, and guardrail effectiveness.

2.8.2 Identified Research Gaps

Four significant gaps come out of this synthesis, and they motivate the research
presented in this thesis.

Gap 1 (Multi-Agent Architectures for IAM). Multi-agent coordination
patterns that have been specifically validated for IAM knowledge assistance do
not exist in the literature. While multi-agent frameworks like AutoGen (Q. Wu
et al., 2023) and LangGraph have shown general applicability, no one has yet
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conducted a systematic evaluation comparing multi-agent versus single-agent ap-
proaches for enterprise knowledge retrieval—particularly when it comes to answer
quality, error reduction, and explainability—in an TAM context.

Gap 2 (Hybrid Retrieval for IAM Documentation). There is a lack of
empirical evaluation of hybrid retrieval strategies for heterogeneous IAM docu-
mentation. While Sawarkar et al. (2024) have demonstrated the advantages of
hybrid retrieval on general benchmarks, validation across the diverse document
types that are typical of enterprise IAM (policies, procedures, structured entitle-
ment data, work items) has not been done systematically.

Gap 3 (RAG Effectiveness for Enterprise Knowledge). A comprehensive
evaluation of RAG-based approaches for enterprise IAM knowledge assistance is
missing. Standard RAG benchmarks do not account for IAM-specific aspects like
policy accuracy, citation verifiability, and faithfulness to authoritative sources.
A systematic assessment of correctness, faithfulness, and hallucination rates for
IAM queries has not been carried out.

Gap 4 (Security Validation for Multi-Agent RAG). Practical solutions for
enforcing security in multi-agent RAG systems that work with enterprise IAM
documentation are lacking. RBAC in vector retrieval, prompt injection resist-
ance in multi-agent pipelines, and guardrail effectiveness for security-sensitive
applications have not been tested empirically in IAM contexts.

These gaps motivate the research presented in the subsequent chapters. Table 2.4
shows how each gap maps to specific thesis chapters and contributions.

Table 2.4: Research Gap to Thesis Chapter Traceability

Research Gap Chapter(s) Con- RQ
trib.

Gap 1: Multi-Agent Ch. 4, 5,6 C1 RQ1

Architectures for IAM

Gap 2: Hybrid Retrieval for Ch.4,5,6 C2 RQ2

TAM Docs

Gap 3: RAG Effectiveness Ch. 5, 6 C3 RQ3

for Enterprise

Gap 4: Security Validation Ch. 3,4,5,6 C4 RQ4

for Multi-Agent RAG
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3 Requirements Engineering

This chapter works out the requirements for the proposed multi-agent IAM
assistant and documents the associated threat model. The structure follows
ISO/IEC/IEEE 29148 on requirements engineering (ISO/IEC/IEEE, 2018) and
the quality attribute taxonomies from ISO/IEC 25010 (ISO/IEC, 2023).

The requirements are informed by three sources: (i) IAM best practices (Joint
Task Force, 2020; Sandhu et al., 1996), (ii) the needs of IAM specialists working
in a regulated enterprise, and (iii) Al governance frameworks including the EU
AT Act (European Parliament and Council of the European Union, 2024), GDPR
(European Parliament and Council of the European Union, 2016), and ISO/IEC
42001 (International Organization for Standardization, 2023).

3.1 System Scope and Stakeholders

3.1.1 Requirements Elicitation Methodology
The requirements were derived through three complementary approaches:

Standards and Best Practices Analysis. TAM requirements were drawn
from established standards including NIST SP 800-53 (Joint Task Force, 2020),
ISO/IEC 27001 (ISO/IEC, 2022), and OWASP guidelines (OWASP Founda-
tion, 2023). Al governance requirements were taken from EU Al Act provisions
(European Parliament and Council of the European Union, 2024), GDPR re-
quirements (European Parliament and Council of the European Union, 2016),
and the NIST AI RMF (National Institute of Standards and Technology, 2023).

Documentation and Query Analysis. Organizational IAM documentation
was reviewed to identify common information needs and query patterns. The
findings from this analysis fed into the use case definitions in Section 3.1.3 and
the query categories used for evaluation (Chapter 6).

Iterative Prototype Refinement. Requirements were refined over several
development cycles, with feedback from prototypes leading to adjustments in
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both functional and non-functional specifications. This approach is in line with
the Design Science Research methodology (Hevner et al., 2004).

3.1.2 Target Users and Stakeholders

The TAM assistant is designed for a large, regulated enterprise in the insurance
sector, where identity landscapes are complex and closely tied to compliance
processes (Verizon Enterprise Solutions, 2023). Table 3.1 gives an overview of
the stakeholder groups.

Table 3.1: Stakeholder Analysis

Stakeholder Role Typical Queries

IAM Design, operate, govern  Role hierarchies, policy

Specialists identity solutions interpretations, compliance
requirements

General Application owners, Access requests, form

Stakeholders employees completion, approval workflows

Secondary Architects, Integration, scalability,

compliance/legal teams regulatory compliance

3.1.3 Supported Use Cases

The system is focused on decision support for human IAM specialists, not on
automated access enforcement—this reflects EU Al Act requirements for human
oversight (European Parliament and Council of the European Union, 2024). The
following are representative use cases:

UC-01: Policy Lookup. “What is the password expiration policy for standard
users?” This involves direct retrieval of policy information from authoritative
sources.

UC-02: Access Explanation. “Why does user U have access to application
A?” Here the system needs to reason across multiple sources to explain access
relationships.

UC-03: Role and Entitlement Analysis. “Which roles grant this permis-
sion?” or “Which users would be impacted if role R were restricted?” This
requires analysis of role hierarchies and permission mappings.

UC-04: Procedural Guidance. “How do I request access to the SAP finance
system?” The system provides step-by-step guidance for access request workflows.
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UC-05: Documentation Navigation. “Where is the access review pro-
cess documented?” This is about helping users locate relevant IAM documents
through natural-language queries.

UC-06: Access Review Support. The system summarizes user access history,

policies, and unusual entitlements to support certification campaigns (Bauer et
al., 2009).

3.1.4 Infrastructure Constraints

The system operates within a mandated enterprise technology stack. Compute
is hosted on the organization’s internal Kubernetes platform. LLM inference is
provided by Flamingo, an internal platform that serves Llama 3 70B and embed-
ding models (GTE-Large-EN-V1.5) through OpenAl-compatible API endpoints.
Vector retrieval uses Azure Al Search in production, while Elasticsearch is
used in the development environment. Chat history and session state are
persisted in Azure Cosmos DB. Batch analytics and evaluation data are
stored in Databricks Unity Catalog. API gateway functionality—including
rate limiting, authentication token validation, and request routing—is handled by
Azure API Management. Observability relies on Datadog for application per-
formance monitoring and distributed tracing; incident management is integrated
with ServiceNow. All LLM inference goes through internal API infrastructure,
which means no data is sent to external providers. This ensures: (a) full data
sovereignty over sensitive IAM information, (b) compliance with internal data
classification policies, (¢) no additional third-party risk from external API de-
pendencies, and (d) alignment with VAIT and DORA requirements for critical
ICT services (BaFin, 2018; European Parliament and Council of the European
Union, 2022).

3.2 Functional Requirements

Functional requirements use the normative keywords “SHALL” (mandatory) and
“SHOULD” (recommended) as defined in ISO/IEC/IEEE 29148 (ISO/IEC/IEEE,
2018).

3.2.1 Conversational Assistance

FR-01 (Conversational Interface). The system SHALL provide an interactive
interface for natural-language TAM queries.

FR-02 (Contextual Dialogue). The system SHALL support follow-up questions
that preserve conversational context within a session.
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FR-03 (Structured Responses). Responses SHALL use appropriate structure
(lists, stepwise reasoning) to ensure clarity and auditability.

FR-04 (Clarification). When input is ambiguous, the system SHOULD ask for
clarification rather than producing speculative answers (Liao & Vaughan, 2023).

3.2.2 Heterogeneous Data Access

FR-05 (Multi-Source Ingestion). The system SHALL be able to ingest hetero-
geneous IAM data: policies, documentation, entitlement records, and work items.

FR-06 (Unified Search). The system SHALL provide a unified retrieval interface
that abstracts away the underlying storage technologies.

FR-07 (Extensibility). Adding new data sources SHALL require only minimal
architectural changes.

3.2.3 Retrieval Modes

FR-08 (Configurable Retrieval). The system SHALL support three retrieval
modes that can be configured at runtime: (a) vector-only using dense embeddings,
(b) BM25-only using sparse indices (Robertson & Zaragoza, 2009), and (c) hybrid
combining both via RRF (Sawarkar et al., 2024).

3.2.4 Agent Execution Modes

FR-09 (Single-Agent Mode). The system SHALL provide a single-agent execu-
tion mode where one LLM component handles both retrieval and generation.

FR-10 (Multi-Agent Mode). The system SHALL provide a multi-agent execution
mode with specialized components for query analysis, retrieval, generation, and
validation (Q. Wu et al., 2023).

FR-11 (Comparable Outputs). Both modes SHALL produce outputs that can
be evaluated using identical metrics.

3.2.5 Evidence-Based Answering

FR-12 (Evidence Citation). Answers SHALL reference the underlying sources,
including document identifiers, titles, and hyperlinks (Ji et al., 2023).

FR-13 (Evidence Inspection). Users SHALL be able to inspect the relevant
excerpts that an answer is based on.

FR-14 (Grounding Awareness). The assistant SHALL indicate when there is not
enough evidence and avoid making unsupported claims.
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3.2.6 Role-Aware Access Control

FR-15 (Authentication). The system SHALL authenticate users through the
enterprise identity provider and obtain their roles and memberships.

FR-16 (Policy Enforcement). The system SHALL enforce IAM policies that
determine what data each user is allowed to access.

FR-17 (Retrieval Filtering). Access checks SHALL be applied at retrieval time;
documents that the user is not authorized to see SHALL NOT enter the LLM
context (OWASP Foundation, 2023).

FR-18 (Answer Filtering). The assistant SHALL NOT reference information
from sources that the user is not authorized to access.

3.3 Non-Functional Requirements

Non-functional requirements follow the ISO/IEC 25010 quality attributes (ISO/IEC,
2023). Each requirement includes measurable criteria where applicable.

3.3.1 Usability and Explainability

NFR-01 (Usability). The interface and responses SHALL be understandable to
IAM practitioners who do not have Al expertise.

NFR-02 (Explainability). The system SHALL support explanation through
stepwise reasoning, policy highlighting, or access relationship visualization.

NFR-03 (Calibrated Trust). The assistant SHOULD communicate uncertainty
and SHALL NOT present guesses as if they were facts (National Institute of
Standards and Technology, 2023).

3.3.2 Performance and Scalability

NFR-04 (Latency). The system SHALL achieve a P95 response latency of < 10
seconds for standard queries. Mean response time SHOULD be < 8 seconds.

NFR-05 (Data Scalability). The retrieval infrastructure SHALL support indices
containing at least 1,000 documents and 10,000 chunks without needing architec-
tural changes.

NFR-06 (Concurrency). The architecture SHALL support horizontal scaling
of inference and retrieval. The system SHOULD be able to handle at least 10
concurrent user sessions without degradation.
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3.3.3 Maintainability

NFR-07 (Modularity). The system SHALL keep ingestion, retrieval, LLM or-
chestration, and interface concerns in separate, distinct components.

NFR-08 (Configurability). Prompts, retrieval parameters, and policies SHOULD
be driven by configuration rather than requiring code changes.

NFR-09 (Extensibility). It SHOULD be possible to add new agents, backends,
or features without having to re-engineer the system.

3.3.4 Security and Compliance

NFR-10 (Security Integration). The assistant SHALL integrate with the existing
security architecture, including segmentation, authentication, and authorization.

NFR-11 (Data Minimization). In line with GDPR (European Parliament and
Council of the European Union, 2016), the system SHALL avoid processing per-
sonal data unnecessarily.

NFR-12 (Regulatory Alignment). The design SHALL address EU Al Act re-
quirements for transparency, human oversight, and logging (European Parliament
and Council of the European Union, 2024).

3.3.5 Observability

NFR-13 (Monitoring). The system SHALL expose metrics for performance,
errors, and resource usage. In production, monitoring is handled by Datadog for
application performance monitoring (APM), distributed tracing, and alerting.

NFR-14 (Traceability). For any given answer, it SHALL be possible to trace
back to the retrieved documents and LLM calls that produced it.

NFR-15 (Compliance Logging). Logs SHALL be retained in accordance with
EU AI Act expectations (European Parliament and Council of the European
Union, 2024). Incident management is integrated with ServiceNow for escalation
workflows.

3.4 Security and Threat Model

The threat model follows the OWASP Top 10 for LLM Applications (OWASP
Foundation, 2023) and MITRE ATLAS (MITRE Corporation, 2024).
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3.4.1 Assets and Trust Boundaries

The protected assets include: TAM data (policies, entitlements, audit trails);
assistant logs (queries, retrieved content); and LLM services (inference end-
points, embeddings).

The adversary profiles considered are: external attackers (prompt injection);
malicious insiders (unauthorized data access); and curious users (uninten-
tional exposure).

Because all LLM inference runs on internal infrastructure, external API trust
boundaries are eliminated.

3.4.2 LLM-Specific Threats

T-1 (Prompt Injection). Adversarial instructions embedded in prompts or re-
trieved documents that try to override system behavior (Greshake et al., 2023;
Y. Liu et al., 2024).

T-2 (Data Leakage via Retrieval). The retrieval process surfacing documents
that are beyond what the user is authorized to see.

T-3 (Output Over-Reliance). Users treating outputs as authoritative without
proper review, or downstream systems acting on them without validation.

T-4 (Logging Leakage). Full prompt and content logging creating repositories of
sensitive data.

T-5 (Adversarial Probing). Attackers probing the system to learn about model
behavior or to map out IAM structures.

3.4.3 Security Requirements

SR-01 (End-to-End RBAC). Access control SHALL be enforced across ingestion,
indexing, retrieval, and context construction. Documents that the user is not
authorized to access SHALL NOT be retrievable. Mitigates: T-2.

SR-02 (Prompt Injection Defense). Layered defenses SHALL be in place, in-
cluding: robust system prompts with clear instruction boundaries, separation of
instructions from retrieved content, and input/output filters (OWASP Founda-
tion, 2023). Mitigates: T-1, T-5.

SR-03 (Safe Output Handling). Any downstream integrations SHALL include
validation before carrying out irreversible actions. Mitigates: T-3.

SR-04 (Privacy-Conscious Logging). Logging SHALL capture the information
needed for auditing while keeping personal data to a minimum, in line with GDPR
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(European Parliament and Council of the European Union, 2016). Mitigates: T-
4.

SR-05 (Governance Alignment). The system SHALL operate according to doc-
umented Al governance processes as described in the NIST AT RMF (National
Institute of Standards and Technology, 2023) and ISO/IEC 42001 (International
Organization for Standardization, 2023). Mitigates: T-3.

SR-06 (Change Management). Any changes to prompts, models, or configura-
tions SHALL go through documented change management processes. Mitigates:
T-1, T-5.

Table 3.2 shows the traceability between threats and security requirements.

Table 3.2: Threat-to-Security Requirement Traceability

Threat Mitigating
Requirements

T-1 (Prompt Injection) SR-02, SR-06

T-2 (Data Leakage) SR-01

T-3 (Output SR-03, SR-05
Over-Reliance)

T-4 (Logging Leakage) SR-04

T-5 (Adversarial Probing)  SR-02, SR-06

3.5 Al Governance Requirements

3.5.1 Transparency and Traceability

GOV-01 (Documentation). The system SHALL maintain documentation of its
capabilities, limitations, and known failure modes, in line with EU Al Act trans-
parency obligations.

GOV-02 (Provenance). Records of data sources, model versions, and configura-
tion changes SHALL be kept.

GOV-03 (User Disclosure). Users SHALL be informed that they are interacting
with an Al system.

3.5.2 Human Oversight

GOV-04 (Human-in-the-Loop). The system SHALL support human oversight
so that outputs can be verified, overridden, or disregarded (European Parliament
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and Council of the European Union, 2024).

GOV-05 (Escalation). There SHALL be clear, documented procedures for deal-
ing with unexpected or potentially harmful outputs.

GOV-06 (Accountability). Human accountability for IAM decisions SHALL
remain with designated personnel.

3.5.3 Regulatory Alignment

GOV-07 (Risk Assessment). Before deployment, a risk assessment SHALL be
carried out following the NIST AI RMF (National Institute of Standards and
Technology, 2023), covering risk tolerance, context mapping, and Al risk identi-
fication.

GOV-08 (Internal Standards Alignment). The system SHALL conform to the
organization’s internal Generative Al technology standard, which requires RAG
orchestration patterns, output guardrails, and observability as part of the archi-
tecture.

3.6 Evaluation Requirements

The evaluation requirements define the success criteria for validating the system
against the research questions RQ1-RQ4.

EVAL-01 (Retrieval Quality). Evaluation SHALL measure Precision@k, Re-
call@k, and Mean Reciprocal Rank (MRR). The success criterion is: MRR >
0.70.

EVAL-02 (Answer Quality). Answers SHALL be evaluated for correctness,
faithfulness, and relevance using the RAGAS framework (Es et al., 2024). The
success criteria are: Correctness > 85%, Faithfulness > 85%.

EVAL-03 (Comparative Evaluation). The framework SHALL allow for con-
trolled comparison between retrieval strategies and execution modes. Statistical
significance (p < 0.05) SHALL be reported for key comparisons.

EVAL-04 (Security Evaluation). Evaluation SHALL assess RBAC enforcement
accuracy and prompt injection resistance. The success criteria are: RBAC ac-
curacy = 100%, Injection resistance > 90%.

EVAL-05 (Explainability Assessment). Citation accuracy SHALL be assessed
for correctness and source verifiability. The success criterion is: Citation accuracy

> 90%.

Table 3.3 maps the research questions to the corresponding requirements.
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Table 3.3: Research Question to Requirements Traceability

RQ Focus Requirements
RQ1 Multi-agent FR-09, FR-10, FR-11,
architecture EVAL-02, EVAL-03

RQ2 Hybrid retrieval FR-08, EVAL-01, EVAL-03

RQ3 RAG effectiveness FR-12-14, NFR-02,
EVAL-02, EVAL-05

RQ4 Security robustness FR-15-18, SR-01-02,
EVAL-04

3.7 Chapter Summary

This chapter presented the requirements for the multi-agent IAM assistant: 18
functional requirements covering conversational capabilities, data access, retrieval
modes, agent execution, evidence-based answering, and access control; 15 non-
functional requirements addressing usability, performance, maintainability, se-
curity, and observability; 6 security requirements derived from OWASP-informed
threat modeling; 7 governance requirements to ensure regulatory alignment; and
5 evaluation requirements that are traceable to RQ1-RQA4.

Table 3.4 gives a summary of the requirements by category.

Table 3.4: Requirements Summary by Category

Category Count Key Focus Areas

Functional (FR) 18 Conversation, data access, retrieval,
agents, evidence, access control

Non-Functional 15 Usability, performance,

(NFR) maintainability, security, observability

Security (SR) 6 RBAC, injection defense, logging,
governance

Governance (GOV) 7 Transparency, human oversight,

regulatory alignment

Evaluation (EVAL) 5 Retrieval, answer quality, comparison,
security, explainability

One key architectural constraint is the exclusive use of internal infrastructure for
LLM inference, which eliminates external API dependencies and the third-party
risks that come with them. These requirements serve as the foundation for the
architectural design presented in Chapter 4.
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This chapter presents the architectural design of a multi-agent LLM-based assist-
ant for IAM knowledge retrieval and reasoning. The architecture addresses the
requirements laid out in Chapter 3 and brings together insights from enterprise
conversational Al patterns, multi-agent LLM research (Q. Wu et al., 2023; Y. Wu
et al., 2023), and RAG best practices (Lewis et al., 2020; Sawarkar et al., 2024).
The design follows established software architecture principles (Bass et al., 2021)
while also incorporating emerging patterns for LLM-based systems.

4.1 Architectural Overview

The system architecture follows established software architecture principles while
also taking into account emerging patterns for LLM-based systems. This section
sets out the architectural context, traces requirements to components, and de-
scribes the guiding design principles.

4.1.1 System Context and Boundaries

The system acts as an intelligent intermediary between TAM knowledge con-
sumers and heterogeneous enterprise knowledge sources.

External Actors. Two primary user categories interact with the system: Gen-
eral stakeholders who need answers to common IAM questions about access re-
quests, password policies, onboarding procedures, and approval workflows; and
IAM specialists who query detailed policy information, internal documentation,
and compliance materials and need full traceability to source documents.

External Systems. The system connects to four primary knowledge sources:
SharePoint (IAM policies, procedures, FAQs), Azure DevOps (work items, pro-
cedural documentation), Product Hub (applications, entitlements, roles), and a
PDF document repository (formal policy documents, compliance materials).

System Boundaries. The architectural scope covers query understanding,
knowledge retrieval, multi-agent reasoning, response generation, citation manage-
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ment, and audit logging. What falls outside the scope is modification of source
systems, automated access provisioning, and direct policy enforcement. The sys-
tem provides recommendations and information but leaves actions to existing
IAM workflows.

4.1.2 Requirements-to-Architecture Traceability

To make sure nothing is missed and to support validation, there is systematic
traceability from requirements to architectural components. Table 4.1 maps
the functional requirements from Chapter 3 to architectural components, while
Table 4.2 covers the non-functional requirements.

Table 4.1: Functional requirements to architectural components traceability

Require- Description Architectural Component

ment

FR-01-FR- Conversational Multi-Agent Pipeline, Generator

04 interaction Agent

FR-05-FR- Heterogeneous data Data Ingestion Pipeline, Source

07 access Connectors

FR-08 Configurable retrieval Retrieval Subsystem, Search
modes Abstraction

FR-09-FR- Agent execution modes Agent Orchestration, LangGraph

11 Pipeline

FR-12-FR- Evidence-based answering Reasoning Agent, Citation

14 Manager

FR-15-FR- Role-aware access control  Security Subsystem, RBAC

18 Filtering

Table 4.2: Non-functional requirements to architectural support traceability

NFR Quality Attribute Architectural Support

NFR- Usability, Citation display, reasoning chains,
01-03 Explainability confidence indicators

NFR- Performance, Response streaming, horizontal scaling,
04-06 Scalability index partitioning

NFR- Maintainability, Multi-agent separation, search

07-09 Modularity abstraction, config-driven

NFR- Security, Privacy, RBAUC filtering, audit logging, data
10-12 Compliance classification

NFR- Observability, Structured logging, trace IDs, metrics at
13-15 Auditability each stage
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4.1.3 Design Principles and Quality Attributes

Quality attributes tend to drive architectural decisions more than functional
requirements do. For Al-based systems, quality attributes need special atten-

tion because of the non-deterministic nature of ML components (Habibullah &
Horkoff, 2023).

Quality Attribute Drivers. Performance targets end-to-end response times
under 10 seconds (NFR-04). Accuracy requires responses to exceed 85% cor-
rectness and 85% faithfulness to retrieved context (EVAL-02). Security ad-
dresses OWASP Top 10 for LLM Applications threats (OWASP Foundation,
2023) through defense-in-depth. Maintainability drives modular design with well-
defined interfaces. Observability is built in through structured logging at each
pipeline stage.

Design Principles. The architecture is built on six core principles: (1) separ-
ation of concerns through multi-agent design that explicitly separates query un-
derstanding, retrieval, reasoning, validation, and formatting; (2) abstraction by
placing critical integration points behind stable interfaces; (3) defense in depth
with security controls at multiple layers; (4) fail-safe defaults to ensure safe beha-
vior when things are uncertain; (5) explicit state management using shared state
objects for agent coordination (Q. Wu et al., 2023); and (6) configuration over
code where behavioral variations are expressed through configuration files.

Constraints. Sensitive IJAM data has to stay within the organizational security
perimeter, which means internal LLM services are required. The solution needs
to integrate with the existing Azure-based infrastructure. The architecture also
has to support comparative evaluation of alternative approaches for the research
contribution.

4.1.4 Layered Architecture

The system follows a layered architectural pattern (Bass et al., 2021) that organ-
izes components into four horizontal layers with clearly defined responsibilities.
Figure 4.1 shows this organization.
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Figure 4.1: Layered system architecture showing four functional layers with
cross-cutting concerns for observability and configuration management

The Presentation Layer handles user-facing interfaces: Chat Ul renders the
conversational interface; Streaming allows for progressive response delivery; Cita-
tions shows source references; and Feedback collects user ratings.

The Orchestration Layer coordinates query processing: LangGraph imple-
ments the StateGraph abstraction; State Mgmt keeps track of shared state; Rout-
ing handles conditional logic; and Tracing captures distributed traces.

The Service Layer provides the core capabilities: LLM API abstracts model
interactions; Retrieval implements hybrid search; Security takes care of authen-
tication and RBAC; and Ingestion processes documents.

The Data Layer manages storage: Vector DB stores embeddings (Elasticsearch
for development, Azure Al Search for production); Doc Store holds documents;
Cache stores frequent responses; Audit Log records events; and Chat History
persists conversation state in Azure Cosmos DB, which enables session continuity
and user-facing retrieval. Conversation data is replicated to Databricks Unity
Catalog for batch analytics, usage reporting, and evaluation dataset curation.

Cross-cutting concerns span all layers: Observability (logging, metrics, tra-
cing) and Configuration (settings, secrets, environment variables).
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4.1.5 Data Flow

Query processing goes through seven stages: (1) query ingestion with authen-
tication validation; (2) query analysis by the Router Agent; (3) retrieval exe-
cution with hybrid search and reranking; (4) reasoning by the Reasoning Agent;
(5) validation by the Guardrail Agent; (6) response generation with citations; and
(7) delivery with streaming and audit logging. Figure 4.2 shows this seven-stage
processing flow.

Stage 1
Query Ingestion
+ Authentication

Stage 2
Query Analysis

—>

Stage 3

(Router Agent)

Hybrid Retrieval
+ Reranking

A4

Stage 4
Reasoning
(Reasoning Agent)

Stage 5
Validation
(Guardrail Agent)

Stage 6
Generation
(Generator Agent)

Y
Stage 7
Delivery
+ Audit Logging

Figure 4.2: Seven-stage query processing data flow from ingestion through
delivery

Integration Patterns. The architecture uses: scheduled batch processing for
SharePoint and PDF ingestion; real-time API calls for Product Hub data; syn-
chronous Representational State Transfer (REST) calls to internal LLM services
following the OpenAl API specification, routed through Azure API Management
for rate limiting, authentication token validation, and request routing; the ar-
chitecture’s SourceConnector interface aligns with the emerging Model Context
Protocol (MCP), which allows for standardized agent-tool integration for data
source connectors; and OAuth 2.0/OpenID Connect for Entra ID authentication.

4.2 Multi-Agent Architecture

The multi-agent architecture is the central innovation of this design. It draws on
recent advances in LLM-based multi-agent systems (Q. Wu et al., 2023; Y. Wu
et al., 2023).
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4.2.1 Single-Agent Baseline and Limitations

The conventional RAG pattern relies on a single LLM invocation (Lewis et al.,
2020). While this works well enough for simple queries, it has clear limitations
when it comes to enterprise IAM applications:

o Monolithic prompt complexity: A single prompt has to cover query un-

derstanding, retrieval instructions, reasoning guidelines, safety constraints,
and formatting rules all at once. This leads to long prompts that can exceed
the model’s attention capacity.

Opaque failure modes: When something goes wrong, it is hard to tell
whether the problem comes from query misunderstanding, retrieval failure,
reasoning error, or a formatting mistake, since there is no intermediate
visibility.

Implicit safety constraints: Safety rules that are embedded in system

prompts can be overridden through prompt injection attacks (Greshake et
al., 2023), because there is no independent validation layer to catch this.

Limited auditability: Enterprise compliance requirements call for trace-
able decision processes, but a single LLM call does not provide enough
transparency for regulatory purposes (European Parliament and Council of
the European Union, 2024).

These limitations are what motivate the multi-agent decomposition, where each
challenge is addressed through a dedicated processing stage with explicit separ-
ation of concerns.

4.2.2 Multi-Agent Pipeline Design

The pipeline breaks down query processing into five specialized stages. Figure 4.3
shows the architecture.
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Figure 4.3: Multi-agent pipeline architecture with five specialized agents com-
municating through a shared state object. Dashed red arrow indicates retry path
when guardrail validation fails.

Stage 1: Router Agent analyzes the incoming query, handling domain classi-
fication, entity extraction, and retrieval strategy selection.

Stage 2: Retrieval Agent carries out knowledge retrieval, including query
reformulation, search execution, metadata filtering, and reranking.

Stage 3: Reasoning Agent brings together the retrieved information, builds
reasoning chains, and produces a draft response with citations.

Stage 4: Guardrail Agent checks the response for data classification compli-
ance, citation accuracy, and signs of prompt injection.

Stage 5: Generator Agent formats the response with citations and adjusts
the tone based on the user’s role.

Framework Selection. LangGraph was chosen for its StateGraph abstraction,
its support for conditional edges that enable error recovery, and its built-in check-
pointing.
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4.2.3 Agent Decomposition Rationale

The five-agent design is the result of functional decomposition based on distinct
processing requirements and separation of concerns. Table 4.3 lays out the ra-
tionale for each agent.

Table 4.3: Five-agent decomposition rationale

Agent Distinct Responsibility Rationale for Separation

Router Agent  Query classification, entity Requires classification
extraction, strategy selection capabilities distinct from
generation; enables
query-specific retrieval

optimization
Retrieval Search execution, filtering, Involves non-LLM components
Agent reranking (vector search, BM25); benefits
from independent parameter
tuning
Reasoning Evidence synthesis, citation Core RAG reasoning requiring
Agent generation, draft response extended context; separable
from formatting concerns
Guardrail Security validation, citation Critical: Must be independent
Agent verification, policy to prevent bypass through
compliance prompt manipulation (SR-02,
SR-03)
Generator Response formatting, tone Separable formatting concern
Agent adaptation, citation enabling role-specific
rendering customization

Alternative Decompositions Considered. Two alternative designs were
looked at:
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o Three-agent design (Router, RAG, Validator): This would merge re-
trieval and reasoning into a single “RAG” agent. The problem is that it
limits the ability to independently tune retrieval parameters versus reason-
ing prompts, and it makes it harder to see whether errors come from search
or from synthesis. The combined agent would also need a very long prompt
covering both retrieval and reasoning instructions.

« Seven-agent design (splitting Retrieval into Query Reformulation and
Search Execution; splitting Generator into Formatter and Tone Adapter):
This adds coordination overhead without a proportional benefit for the cur-
rent scope. Query reformulation and search execution are closely coupled
operations that work better with shared context. Likewise, formatting and
tone adaptation are naturally handled together in a single generation pass.
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The five-agent design strikes a good balance between modularity and coordina-
tion complexity. The explicit Guardrail Agent as an independent validation stage
is especially important for security-sensitive IAM applications, where safety con-
straints must not be something that can be bypassed through prompt manipula-
tion.

4.2.4 Agent Roles and Model Assignments

Table 4.4 lists the agent responsibilities and model assignments. All agents use
Llama 3 70B via the Flamingo 1.0 platform!, which ensures data sovereignty.

Table 4.4: Agent roles, responsibilities, and model assignments

Agent Input Processing Output Model Temp.
Router Query, Intent classification,  Struc- Llama 3 0.0
history entity extraction tured 70B*
query
Retrieval  Struc- Query Ranked Llama 3 0.0
tured reformulation, chunks 70B®
query search, filtering Note:
Reason- Query, Domain reasoning, Draft Llama 3 0.3
ing chunks evidence synthesis answer 70B*
Guard- Draft Policy validation, Pass/Re- Llama 3 0.0
rail answer citation check ject 70B®
Gener- Validated  Citation formatting, Final Llama 3 0.5
ator answer tone adaptation response 70B*

Temperature 0.0 produces deterministic outputs for consistent classification/validation; higher
values (0.3-0.5) introduce controlled variability for natural language generation.
2All models served via Flamingo 1.0 platform.

The temperature settings reflect what each agent needs to do: deterministic
agents (Router, Retrieval, Guardrail) use temperature 0.0 for consistent classific-
ation and validation, while generative agents (Reasoning, Generator) use moder-
ate temperatures (0.3-0.5) to produce more natural language while still staying
grounded in facts.

4.2.5 State Management and Error Handling

Shared State Schema. The typed state object captures: request context (ID,
timestamp); query analysis (domain, scenario, entities); user context (roles, clear-
ance); retrieval results (chunks, scores); reasoning outputs (draft, confidence, cita-

'Flamingo is the organization’s internal LLM hosting platform providing OpenAlI-compatible
API endpoints for internally deployed models.
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tions); validation results (pass/reject, warnings); the final response; and metrics
(latencies, token counts).

Error Handling. The architecture uses graduated error handling: if the Guard-
rail rejects a response, it is sent back to the Reasoning Agent for a retry (with
a maximum of one retry); if the problem persists, a safe fallback response is re-
turned; transient LLM failures trigger exponential backoff; and all failures are
logged for review.

Semantic Caching. Version V3 includes semantic caching to cut down latency
for repeated or similar queries. The cache stores query embeddings together with
complete pipeline responses, which makes it possible to do similarity-based re-
trieval using cosine distance with a threshold of 0.92. When there is a cache
hit, the full pipeline is bypassed and the stored response is returned directly.
The cache is invalidated whenever the document index is updated, so that stale
responses are avoided. In preliminary testing, this optimization brought mean
latency down by roughly 40% for cache-hit queries, though a systematic evalu-
ation of cache performance is left as future work.

4.3 Retrieval Architecture

The retrieval architecture implements the knowledge access layer that grounds
LLM responses in authoritative documents (Lewis et al., 2020; Sawarkar et al.,
2024).

4.3.1 Document Processing and Chunking

The architecture uses recursive text splitting with empirically-tuned paramet-
ers:

« Base chunk size: 512 tokens. This size strikes a balance between se-
mantic coherence and retrieval granularity, and it aligns with what the
GTE-Large embedding model is optimized for (Z. Li et al., 2023). Smal-
ler chunks tend to fragment policy statements, while larger chunks reduce
retrieval precision.

e Overlap: 64 tokens (12.5%). The overlap preserves context across
chunk boundaries, which prevents information from being lost when rel-
evant content spans a boundary.

o Hierarchical separators. Documents are split in a way that respects
structural boundaries: first section headers, then paragraph breaks, and
finally sentence boundaries.
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« Metadata preservation. Each chunk keeps its source URL, document
title, section hierarchy, and sensitivity classification.

Source-Specific Processing: SharePoint content uses HTML parsing with
table conversion; PDFs go through layout-aware extraction; Azure DevOps maps
work item fields to metadata; and Product Hub data is serialized from JavaScript
Object Notation (JSON) into natural language.

4.3.2 Retrieval Strategy Design
A search abstraction interface makes it possible to swap out backends:

interface SearchBackend:
search(query, mode, filters, top_k) -> List[SearchResult]
index_documents(documents) -> IndexResult

4.3.3 Vector, BM25, and Hybrid Approaches
The architecture supports three retrieval strategies (FR-08):

Vector Search uses GTE-Large-EN-V1.5 embeddings (1024 dimensions) with
Hierarchical Navigable Small World (HNSW) indexing and cosine similarity. It
is best suited for conceptual queries.

BM25 Search uses term frequency-inverse document frequency scoring (Robertson
& Zaragoza, 2009). It works well for exact term matching.

Hybrid Search combines both approaches using RRF:

RRF(d) = z}; m (4.1)

where k = 60 (Sawarkar et al., 2024). Hybrid is used as the default strategy.
Figure 4.4 shows the hybrid retrieval pipeline.
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Figure 4.4: Hybrid retrieval pipeline with RRF fusion and reranking

Backend Implementations: For development, Elasticsearch 8.134 is used (it
offers native hybrid search and can be deployed via Docker). For production,
Azure Al Search is used as required by enterprise infrastructure standards.

4.3.4 Reranking

Retrieval works in two stages: (1) hybrid search returns the top 50 candidates;
(2) a cross-encoder reranker (BGE-reranker-v2-m3) scores each query-document
pair; and (3) the top 10 results are passed to the Reasoning Agent.

The BGE-reranker-v2-m3 model was picked based on three criteria: (1) it sup-
ports multiple languages, which is useful for potential future internationalization;
(2) it performs well on the BEIR benchmark, ranking among the top open-source
rerankers (Xiao et al., 2024); and (3) it is efficient enough to stay within the
latency budget (roughly 190ms for 50 candidates). Other models were also con-
sidered, including Cohere Rerank and cross-encoder /ms-marco-MiniLM, but they
either required external API calls (which would conflict with data sovereignty re-
quirements) or showed lower precision on domain-specific terminology.

4.4 Security Architecture

The security architecture is guided by the OWASP Top 10 for LLM Applications
(OWASP Foundation, 2023) and MITRE ATLAS (MITRE Corporation, 2024).
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4.4.1 Threat-to-Architecture Mapping

Table 4.5 maps the threats from Chapter 3 to the architectural mitigations put

in place.

Table 4.5: Threat-to-architecture mitigation mapping
ThreatDescription Architectural Mitigation SR OWASP
T-1 Prompt Input validation, Guardrail SR-02 LLMO1

Injection Agent, instruction

boundaries
T-2 Data Leakage RBAC filtering at retrieval, SR-01 LLMO06
metadata-based access
control
T-3 Output Confidence scoring, SR-03, LLMO09
Over-Reliance mandatory citations, SR-05
disclaimers
T-4 Logging Selective logging, Personally SR-04 -
Leakage Identifiable
Information (PII) redaction,
secure storage
T-5 Adversarial Rate limiting, anomaly SR-02, =
Probing detection, query logging SR-06

4.4.2 Authentication and Authorization

Authentication is handled through Microsoft Entra ID via OpenID Connect
with JSON Web Token (JWT) validation.

Authorization uses a two-level role hierarchy: General stakeholders can access
documents classified as General; TAM specialists can access both General and
Internal classified documents.

Data Classification: General (FAQs, standard policies) is accessible to all
authenticated users; Internal (detailed configurations, compliance documents) is
only accessible to IAM specialists. Documents that do not have a classification
default to General.

4.4.3 Defense-in-Depth Implementation

Security controls are applied at multiple layers, as shown in Figure 4.5.
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Defense in Depth
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Figure 4.5: Defense-in-depth security architecture with five control layers

4.5 Technology Stack

4.5.1 Language Model Selection

Model selection is about balancing capability with data governance, with a prefer-
ence for internal deployment to maintain data sovereignty as laid out in Chapter 3

§3.1.3.

Embedding Model: GTE-Large-EN-V1.5 (1024 dimensions, 8192-token con-
text) via the Flamingo 1.0 platform.

Generation Model: Llama 3 70B via the Flamingo 1.0 platform for all agents,
which makes sure that sensitive IAM data stays within organizational boundaries.
The model’s 8,192-token context window is large enough to fit system prompts,
retrieved chunks (typically 5,000-6,000 tokens for 10 chunks), and still leave room
for generation.

Platform Context. Flamingo 1.0 is the organization’s enterprise-approved plat-
form for hosting and serving large language models within the corporate security
perimeter. It exposes OpenAl-compatible API endpoints for both generation
and embedding models, abstracting away the underlying infrastructure. Model
selection is constrained to the models available on the platform; at the time of
development, Llama 3 70B was the highest-capability generation model offered
and was selected based on its strong performance on structured output gener-
ation and instruction-following tasks required by the multi-agent pipeline. The
platform’s internal hosting ensures compliance with data classification policies
and eliminates third-party API dependencies.
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4.5.2 Infrastructure Components

Table 4.6 gives an overview of the technology stack.

Table 4.6: Infrastructure technology stack

Category Technology Rationale
Programming Python 3.11+ LangChain/LangGraph ecosystem
Language

Agent Framework

Document
Processing
Vector Database
(Dev)

Vector Database
(Prod)

Reranker

Identity Provider

Secrets
Management
Compute
Platform

LLM Platform

Chat History
Batch Analytics
API Gateway
Monitoring
Incident
Management

API Standard

Agent-Tool
Protocol

LangGraph 0.2+
Unstructured.io
Elasticsearch 8.13+
Azure Al Search

BGE-reranker-v2-
m3

Microsoft Entra ID
Azure Key Vault

Internal
Kubernetes
Platform

Flamingo 1.0

Azure Cosmos DB

Databricks Unity
Catalog

Azure API
Management

Datadog

ServiceNow

OpenAl API
Specification

MCP

StateGraph, conditional routing,
checkpointing

Multi-format support
Native hybrid search, open-source

Enterprise Service Level
Agreement (SLA), managed service

Open-source, multilingual

Enterprise Single Sign-On (SSO)

Secure credential storage

Container orchestration, horizontal
scaling

Internal hosting of Llama 3 70B
and GTE-Large;
OpenAl-compatible API

Session persistence, user-facing
retrieval

Usage reporting, evaluation data
curation

Rate limiting, authentication,
request routing

APM, distributed tracing, alerting
Escalation workflows

Middleware compatibility, provider
abstraction

Standardized data source
connectors
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4.6 Architectural Decisions

Table 4.7 summarizes the key Architectural Decision Records (ADRs), following
standard software architecture documentation practices (Bass et al., 2021).

Table 4.7: Key architectural decision records

Decision Choice Rationale
ADR-001: Five-agent sequential Separation of concerns, auditable
Pipeline safety checkpoint, debugging
support
ADR-002: Hybrid with RRF Covers conceptual and keyword
Retrieval queries; robust to score
distributions
ADR-003: Elasticsearch (dev) Native BM25, hybrid search, Azure
Search AT Search query similarity
Backend
ADR-004: Internal-first via Data sovereignty, regulatory
LLM Strategy  Flamingo 1.0 compliance, cost predictability
ADR-005: LangGraph StateGraph abstraction,
Orchestration conditional edges, checkpointing
ADR-006: Azure API Rate limiting, security, request
API Gateway = Management routing, usage metering
ADR-007: Azure Cosmos DB Session continuity, low-latency
Chat key-value access, managed service
Persistence

Known Limitations: The multi-agent setup adds latency (mitigated by stream-
ing); there is still some hallucination risk (mitigated by citations and Guard-
rail validation); knowledge gaps are handled through explicit “I don’t know”
responses; and stale information is addressed through freshness indicators and
scheduled refresh.

4.7 Chapter Summary

This chapter presented the architecture for a multi-agent LLM-based assistant
for IAM knowledge retrieval, directly supporting research questions RQ1-RQ4.

Multi-Agent Pipeline (RQ1): A five-agent sequential pipeline (Router, Re-
trieval, Reasoning, Guardrail, Generator) that allows for comparison with single-
agent baselines. The five-agent decomposition was justified based on separation of
concerns, with particular emphasis on keeping the Guardrail Agent independent
for security validation.
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Hybrid Retrieval (RQ2): Configurable vector, BM25, and hybrid search with
RRF fusion and cross-encoder reranking.

Evidence-Based Answering (RQ3): A Reasoning Agent with explicit citation
chains that makes it possible to measure RAG effectiveness.

Security Architecture (RQ4): Defense-in-depth addressing threats T-1 through
T-5 with RBAC filtering, Guardrail validation, and audit logging.

Traceability: Explicit mapping from requirements (FR-01-FR-18, NFR-01-NFR-
15, SR-01-SR-06, GOV-01-GOV-08) to architectural components.
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5 Implementation

This chapter describes the implementation of the multi-agent LLM assistant for
[IAM knowledge retrieval, turning the architectural specifications from Chapter 4
into working software. The implementation follows a dual-environment strategy:
a development environment built with open-source technologies and simulated
data sources to support research reproducibility, and a production environment
designed for enterprise deployment with the necessary security controls.

The development environment is fully implemented and evaluated in this thesis.
The production environment presents the intended enterprise integration design;
actual deployment is pending organizational approval. This separation is in line
with open-source development principles that emphasize transparency and repro-
ducibility (Riehle, 2007).

5.1 Development Environment

The development environment is set up to support research reproducibility, fast
iteration, and systematic evaluation, using containerized open-source technolo-
gies.

5.1.1 Development Methodology

The implementation uses an iterative approach with a factorial design that allows
for systematic evaluation of two independent factors: architecture (single-agent
versus multi-agent) and retrieval strategy (vector-only versus hybrid search). This
design addresses RQ1 and RQ2. The evidence-based answering implementation
supports the evaluation of RQ3, while the security controls make it possible to
assess RQA4.

Development went through three phases, producing five implementation versions.
Phase 1 established the single-agent baselines: Vla (vector retrieval) and V1b
(hybrid retrieval). Phase 2 implemented the five-agent pipeline: V2a (vector)
and V2b (hybrid with reranking). Phase 3 produced V3 with several optimiz-
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ations: semantic caching, retry logic, response streaming, and graduated error
handling.

Table 5.1 shows the factorial design matrix. Four of these versions (Vla, V1b,
V2b, V3) are formally evaluated in Chapter 6; V2a was implemented but excluded
from the formal evaluation, as preliminary results showed it was consistently
outperformed by V2b across all metrics, offering no additional analytical insight
beyond the Vla-to-V1b comparison for isolating the retrieval strategy effect.

Table 5.1: Implementation version matrix: factorial design for systematic eval-
uation

Characteristic Vla V1b V2a V2b V3

Independent Variables
Architecture Single Single Multi Multi Multi
Retrieval Strategy Vector Hybrid Vector Hybrid Hybrid

Implementation Characteristics

LLM 1 1 5 5 5

Invocations/Query

Safety Validation In- In- Dedic- Dedic- Dedic-
prompt prompt ated ated ated

BM25 Lexical X v X v v

Search

RRF Score Fusion X v X v v

Cross-Encoder X X X v v

Reranking

Semantic Caching X X X X v

5.1.2 Vector Database Selection

Five open-source vector databases were evaluated: Weaviate, Elasticsearch, OpenSearch,
Milvus, and Qdrant. Table 5.2 shows the results of this comparison.
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Table 5.2: Vector database evaluation for development environment

Criterion Weaviate Elastic OpenSearch Milvus Qdrant
Native Hybrid 5 5 4 4 3
Search

Native BM25 5 5 5 4 2
Docker Simplicity 5 4 3 2 5
Azure Al Search 3 5 4 2 3
Similarity

RRF Support 5 5 4 5 5
Python Software ) 5 3 ) 5
Development

Kit (SDK) Quality

Weighted Score 4.3 4.6 3.7 3.4 3.9

Rating scale: 5 = Excellent, 4 = Good, 3 = Adequate, 2 = Limited, 1 = Poor

Selection Rationale: Elasticsearch. Elasticsearch was chosen because of:
(1) its native BM25 support without needing external preprocessing (unlike Qdrant,
which requires FastEmbed); (2) query pattern alignment with Azure Al Search,
which makes the migration to production easier; and (3) query pattern alignment
that simplifies the transition to Azure Al Search for production deployment.

5.1.3 Local Development Stack
Table 5.3 lists the development stack components.

Table 5.3: Development environment technology stack

Component Technology Rationale

Runtime Python 3.11+ Async support; LangChain ecosystem
Agent LangGraph 0.2+ StateGraph; conditional routing
Orchestration (LangChain, Inc., 2024)

Vector Database
LLM Inference

Embedding
Model

Cross-Encoder

Document
Processing

User Interface

Elasticsearch
8.13+

Flamingo 1.0

GTE-Large-EN-
v1l.5

BGE-Reranker-
v2-m3

Unstructured.io

Streamlit 1.35+

Native hybrid search

Internal LLM platform;
OpenAl-compatible API

1024 dimensions (Z. Li et al., 2023)
Multilingual (Xiao et al., 2024)

Multi-format extraction

Rapid prototyping
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Docker Compose is used to orchestrate the services, with Elasticsearch allocated
1GB heap memory, which is enough for development workloads. Configuration
files are provided in Appendix C.

5.1.4 Simulated Data Sources

The implementation uses curated sample datasets made up of real, anonymized
documents organized by source type. This ensures a realistic structure while
keeping everything confidential.

Table 5.4: Development dataset organization by source type

Directory Source Formats Content
Type
data/sharepoint, Unstructured  PDF, XLSX, TIAM policies, procedures
MD
data/devops/ Semi- JSON, MD Work items, documentation
structured
data/producthub, Structured JSON, XLSX  Applications, entitlements
data/compliance/ Unstructured  PDF, MD Regulatory requirements

The file-based connectors implement the same SourceConnector interface as the
production connectors, which means switching between environments is just a
matter of changing the configuration. This design satisfies NFR-07 (Modularity)
and NFR-09 (Extensibility).

5.1.5 Data Ingestion Pipeline

The ingestion pipeline takes heterogeneous documents and transforms them into
indexed chunks, addressing FR-05 through FR-07. The pipeline handles two
types of content differently: unstructured documents (PDF, HTML, DOCX) that
need layout-aware extraction, and structured data (JSON, XLSX) that needs
schema-aware serialization. Figure 5.1 shows the document ingestion flow.
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@ Data Sources PDF, DOCX, JSON, XLSX
'

@ Document Extraction Unstructured.io, layout-aware
!

@ Recursive Chunking 512 tokens, 64 overlap
!

@ Embeddlng Generation GTE-Large, 1024 dimensions

l

@ Vector Indexing Hybrid: Vector + BM25

Figure 5.1: Document ingestion pipeline from raw sources to indexed vectors

Chunking Strategy. The pipeline uses recursive text splitting with 512-token
chunks, 64-token overlap (12.5%), and hierarchical separators (headers, para-
graphs, sentences), following RAG best practices (Sawarkar et al., 2024).

Elasticsearch Indexing. The indices support both dense vector fields (1024
dimensions, cosine similarity) and text fields with a standard analyzer for hybrid
search. The complete index mapping can be found in Appendix C.

5.1.6 Retrieval Implementation

The retrieval layer implements both vector-only and hybrid strategies through a
unified interface that allows switching between them via configuration (FR-08).

Hybrid Retrieval. The implementation combines dense vector similarity with
BM25 lexical search using Elasticsearch’s native RRF fusion. Listing 1 shows the
core search method with k = 60 for rank fusion.
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class HybridRetriever:
"""Hybrid retriever combining vector and BM25 search with RRF fusion."""
def __init__(self, es_client, index_name: str, embeddings: EmbeddingService):
self.client = es_client
self.index_name = index_name
self.embeddings = embeddings

async def search(self, query: str, top_k: int = 10,
filters: Optional[Dict] = None) -> List[SearchResult]:
query_vector = self.embeddings.encode(query)

# Build RRF request combining BM25 and kNN retrievers
request = {"retriever": {"rrf": {
"retrievers": [
{"standard": {"query": {"match": {"content": query}}}},
{"knn": {"field": "embedding", "query_vector": query_vector.tolist(),
"k": 50, "num_candidates": 100}}
Js
"rank_constant": 60, "rank_window_size": 100
}}, "size": top_k}

# Apply RBAC filters
if filters:
request["post_filter"] = {"terms": {
"metadata.classification": filters.get("allowed", ["General"l)}}

response = await self.client.search(index=self.index_name, body=request)
return [SearchResult(chunk_id=h["_source"]["chunk_id"],
content=h["_source"]["content"], score=h["_score"],
metadata=h["_source"] ["metadata"])
for h in response["hits"]["hits"]]

Listing 1: Hybrid retrieval with Elasticsearch RRF fusion

Cross-Encoder Reranking. In versions V2b and V3, a two-stage retrieval
process is used to improve precision: hybrid search first returns the top 50 can-
didates, then BGE-reranker-v2-m3 scores each query-document pair, and the top
10 results are passed on to the Reasoning Agent.

5.1.7 Multi-Agent Pipeline

The five-agent pipeline implements the architecture described in Chapter 4, using
LangGraph for state management and orchestration (FR-09 through FR-11).

Pipeline State. A typed state object flows through the pipeline, collecting
results from each stage as it goes. The state captures request context, query
analysis, user context, retrieval results, reasoning outputs, validation results, and
performance metrics. The complete PipelineState schema is provided in Ap-
pendix E.

Agent Pattern. Each agent follows a consistent pattern: it receives the cur-
rent state, carries out its specialized processing, and returns the updated state.
Listing 2 shows this pattern using the Router Agent as an example.
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class RouterAgent:

"""Classtfies queries and extracts IAM entities for retrieval guidance."""
def __init__(self, 1lm_client: LLMClient, prompt_template: str):

self.1llm = 11lm_client

self .prompt = prompt_template

async def process(self, state: PipelineState) -> PipelineState:
# Format and send classification request
formatted = self.prompt.format(query=state["query"],
user_role=state["user_context"]["role"])
response = await self.llm.generate(
messages=[{"role": "user", "content": formatted}], temperature=0.0)

# Parse JSON and update state

analysis = self._parse_json(response)

state["domain"] = analysis.get("domain", "General")

state["query_type"] = analysis.get("query_type", "Lookup")
state["entities"] = analysis.get("entities", [])
state["retrieval_strategy"] = analysis.get("retrieval_strategy", "hybrid")
return state

def _parse_json(self, response: str) -> Dict:
try: return json.loads(response.strip())
except: return {"domain": "General", "query_type": "Lookup"}

Listing 2: Router Agent demonstrating the agent processing pattern

Pipeline Graph. LangGraph’s StateGraph abstraction is used to define the
agent sequencing, with conditional routing for error recovery. Listing 3 shows the
graph construction along with the retry logic.
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from langgraph.graph import StateGraph, END

def build_pipeline(config: PipelineConfig) -> CompiledGraph:
"""Construct five-agent pipeline: Router->Retrieval->Reasoning->Guardrail->Generator
workflow = StateGraph(PipelineState)

wmn

# Register agents as nodes

workflow.add_node("router", RouterAgent(config) .process)
workflow.add_node("retrieval", RetrievalAgent(config).process)
workflow.add_node("reasoning", ReasoningAgent(config).process)
workflow.add_node("guardrail", GuardrailAgent(config).process)
workflow.add_node("generator", GeneratorAgent(config).process)

# Define sequential flow with conditional retry
workflow.set_entry_point("router")

workflow.add_edge("router", "retrieval")

workflow.add_edge("retrieval", "reasoning")

workflow.add_edge("reasoning", "guardrail)

workflow.add_conditional_edges("guardrail", route_after_validation,
{"approved": "generator", "retry": "reasoning", "rejected": "generator"})

workflow.add_edge("generator", END)
return workflow.compile()

def route_after_validation(state: PipelineState) -> str:
"""Route based on guardrail result: approve, retry (maz 1), or reject."""
if state["validation_passed"]: return "approved"
if state.get("retry_count", 0) < 1:
state["retry_count"] = state.get("retry_count", 0) + 1
return "retry"
return "rejected"

Listing 3: LangGraph pipeline with conditional routing

Complete implementations for all five agents are provided in Appendix E.

Exception Handling. The pipeline uses graduated error handling at three
levels: (1) transient failures (such as network timeouts or rate limits) trigger
exponential backoff with a maximum of three retries; (2) agent failures (like
malformed LLM output or parsing errors) return a partial state so the pipeline
can continue where possible; and (3) critical failures (such as authentication errors
or index unavailability) stop execution and return a structured error response.
All exceptions are logged with correlation IDs so that requests can be traced end
to end.

5.1.8 Prompt Engineering

The multi-agent pipeline depends on carefully designed prompts that control how
each agent behaves. This section gives an overview of the key prompt strategies;
the complete templates can be found in Appendix D.

Router Agent Prompt. This prompt classifies queries into five IAM domains
(Policy, Procedure, Access, Role, Documentation) and four query types (Lookup,
Explanation, Analysis, Navigation). It tells the model to extract relevant entities
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such as role names, application identifiers, and policy references. The output is
structured as JSON so it can be parsed deterministically.

Retrieval Agent Prompt. This prompt reformulates queries to get better
search results by expanding IAM acronyms, adding domain-specific synonyms,
and keeping exact identifiers intact. It also figures out the right metadata filters
based on the user’s role and the query domain.

Reasoning Agent Prompt. This prompt has the model bring together the
retrieved evidence into a draft response with mandatory citations in [Source:
chunk_id] format. It enforces strict grounding: the model has to use only the
provided context and must explicitly say when there is not enough evidence,
rather than making something up.

Guardrail Agent Prompt. This prompt runs four validation checks: (1) cita-
tion verification, making sure all claims reference retrieved chunks; (2) access
compliance, checking that no restricted content leaks to unauthorized users;
(3) hallucination detection, flagging claims that are not supported by the evid-
ence; and (4) safety checking for prompt injection patterns. The output is struc-
tured JSON with pass/retry/reject decisions.

Generator Agent Prompt. This prompt formats the validated response for
delivery. It adjusts the tone based on the user’s role (technical for specialists, more
accessible for general stakeholders) and renders citations as navigable references.

5.1.9 Testing Approach

The implementation uses a multi-level testing strategy. Unit tests check indi-
vidual components like chunking logic, metadata extraction, and retrieval filter-
ing, using pytest with roughly 85% code coverage for the core modules. Integ-
ration tests verify that agents work together correctly through the complete
pipeline, using a fixture-based approach with predetermined queries and expec-
ted retrieval results. Evaluation tests (Chapter 6) assess the overall system
quality against the 100-query test set. Continuous integration through GitHub
Actions runs unit and integration tests on each commit; evaluation tests are run
manually since they require significant computational resources.

5.1.10 Practitioner Feedback During Development

During iterative development, the prototype was demonstrated to IAM special-
ists and stakeholders in several internal meetings. Practitioners highlighted sev-
eral valued capabilities: (i) bilingual support (German/English), which matches
the multilingual documentation landscape of the organization; (ii) entitlement
search and requirements lookup, which specialists noted would reduce time spent
manually cross-referencing entitlement matrices; (iii) support for discovering and
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retrieving older internal documents that are difficult to locate through existing
search tools; and (iv) potential utility for access cleanup campaigns, where the
assistant could surface relevant documentation to support entitlement review de-
cisions.

While this feedback was informal and not collected through a structured user
study methodology, it provided formative input that guided prompt refinement
and priority decisions during development. A formal user evaluation with task-
based metrics is identified as future work (Section 7.5).

5.2 Production Environment

This section describes the production environment design, covering the enterprise-
grade integrations and security controls required by organizational policy and
regulatory requirements. The design follows the architectural specifications from
Chapter 4 and is validated through the development environment evaluation in
Chapter 6. Actual production deployment is identified as future work (Sec-
tion 7.5), as it is waiting for organizational security review and infrastructure
provisioning. Reference implementation patterns are provided in Appendix F.

5.2.1 Authentication and Authorization

Production authentication connects to Microsoft Entra ID using OAuth 2.0 and
OpenlD Connect, addressing FR-15 through FR-18 (role-aware access control).
The EntraIDAuthService validates JWT tokens and determines user roles based
on Entra ID group membership.

RBAC Implementation. Document-level access control enforces the two-tier
classification scheme defined in Chapter 3: General stakeholders can access docu-
ments classified as General; IAM specialists can access both General and Internal
classified documents. Which role a user gets is determined at authentication time
based on their Entra ID security group membership.

5.2.2 Enterprise Data Source Integration

The production connectors authenticate against enterprise services using service
principals and implement the same SourceConnector interface as the develop-
ment connectors. This means switching between environments is simply a matter
of configuration.
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Table 5.5: Enterprise data sources and processing strategies

Source Data Type Format Processing
SharePoint Unstructured PDF, DOCX, Layout-aware extraction
Online HTML
Azure DevOps Semi-structured  JSON (Work Field serialization
Ttems)
Product Hub Structured JSON, XLSX Schema-aware
serialization

5.2.3 LLM Service Integration

For production, LLM inference goes through the Flamingo 1.0 platform for Llama 3
70B and GTE-Large-EN-V1.5 access. This ensures data sovereignty compli-

ance as specified in Chapter 3 §3.1.4 and ADR-004. Flamingo exposes OpenAl-

compatible API endpoints, which allows the InternalLLMClient to provide asyn-

chronous generation with configurable temperature settings and automatic retry

with exponential backoff when transient failures occur.

5.2.4 Security Controls

The production deployment implements defense-in-depth to address threats T-1
through T-5 from Chapter 3:

o Input Validation (T-1): Query length limits (4096 characters) and regex-
based prompt injection detection catch and block malicious inputs before
they reach the pipeline.

o Access Control (T-2): RBAC filters are applied at retrieval time to
prevent unauthorized access to classified documents.

e Output Validation (T-3): The Guardrail Agent checks citations and
looks for hallucinations before the response is delivered.

o Audit Logging (T-4): Structured logging records all interactions using
query hashes (not raw content), source references, and validation status for
compliance and forensic purposes.

« Rate Limiting (T-5): Per-user request limits are in place to prevent
resource exhaustion and adversarial probing.

5.2.5 Chat History and Analytics

In production, chat history is stored in Azure Cosmos DB. This allows for ses-
sion continuity and lets users look up their earlier conversations. Cosmos DB’s
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key-value access pattern provides low-latency reads for active sessions while also
supporting Time to Live (TTL)-based expiration to comply with data reten-
tion policies. Conversation data is replicated to Databricks Unity Catalog for
batch analytics, usage reporting, and evaluation dataset curation. Keeping these
workloads separate means that operational and analytical tasks do not end up
competing for the same resources.

5.2.6 API Gateway

Azure API Management sits between Azure Front Door and the internal Kuber-
netes platform, serving as the API gateway. It handles request routing, rate
limiting, authentication token validation, and usage metering. All external API
calls follow the OpenAl API specification for middleware compatibility, so up-
stream consumers interact with the assistant through a standardized interface
regardless of which model provider is running underneath.

5.2.7 Observability

Production monitoring is handled by Datadog, which provides application per-
formance monitoring (APM), distributed tracing, and alerting. Each pipeline
stage sends out structured traces, which makes it possible to analyze end-to-end
latency and find bottlenecks. Incident management is integrated with ServiceNow
for escalation workflows, so that critical alerts—such as sustained error rates or

LLM service degradation—trigger documented response procedures in line with
GOV-08.

5.2.8 MCP Integration

The architecture’s SourceConnector interface is designed to align with the emer-
ging Model Context Protocol (MCP), which provides a standardized way for
agents and tools to communicate. In production, MCP is adopted for data source
connectors, replacing custom implementations with protocol-compliant resource
and tool definitions. This positions the system for interoperability with other
MCP-compatible agent frameworks and helps reduce the maintenance effort as
the connector ecosystem grows.

5.2.9 Deployment Architecture

Figure 5.2 shows the production deployment architecture on Microsoft Azure
infrastructure, organized into five tiers from user request through to backend
services.
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Figure 5.2: Production deployment architecture. Azure API Management
provides gateway security between the public edge and internal compute. Solid
bidirectional arrows indicate data flow; dashed arrows represent authentication
and monitoring connections.

Containerization Strategy. The application is packaged as Docker containers
and orchestrated through Kubernetes, which allows the inference workers to scale
horizontally independent of the retrieval layer. Health checks keep an eye on agent
responsiveness, and pods are automatically restarted if they fail. Resource limits
(4 vCPU, 16GB RAM per inference pod) are set to prevent resource exhaustion
during peak load.
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Configuration Management. Environment-specific configurations are man-
aged through Kubernetes ConfigMaps and Secrets, so the application can be
promoted from development to staging to production without any code changes.
Feature flags control version-specific behaviors (such as semantic caching and
reranking), which supports gradual rollout and A/B testing.

5.3 Requirements Traceability

Table 5.6 maps the functional and security requirements to the components that
implement them, showing that all requirements are covered.

Table 5.6: Requirements to implementation traceability

Require- Description Implementation

ment

FR-01-FR- Conversational Multi-agent pipeline, Streamlit Ul

04 interaction

FR-05-FR- Heterogeneous data Ingestion pipeline, source

07 access connectors

FR-08 Configurable retrieval HybridRetriever, config-based
switching

FR-09-FR- Agent execution modes LangGraph pipeline, version matrix

11

FR-12-FR- Evidence-based answering Reasoning Agent, citation

14 extraction

FR-15-FR- Role-aware access EntralDAuthService, RBAC filters

18

SR-01-SR- Security controls InputValidator, GuardrailAgent,

06 AuditLogger

5.4 Chapter Summary

This chapter described the implementation of the multi-agent LLM assistant,
turning architectural specifications into working software across the development
and production environments.

Development Environment. A containerized stack using Elasticsearch, Lang-
Graph, and open-source models provides a reproducible research setup. The
factorial design with five versions (Vla, V1b, V2a, V2b, V3) makes it possible to
systematically evaluate the effects of architecture and retrieval choices.

Multi-Agent Pipeline. The five-agent implementation (Router, Retrieval,
Reasoning, Guardrail, Generator) puts the architectural design into practice with

64



5. Implementation

explicit state management and conditional routing for error recovery.

Production Integration. Enterprise integrations with Microsoft Entra ID,
SharePoint, Azure DevOps, and the Flamingo 1.0 platform address the secur-
ity and compliance requirements. Azure API Management, Azure Cosmos DB,
Databricks Unity Catalog, and Datadog provide gateway, persistence, analytics,
and observability capabilities respectively, while keeping the interfaces compat-
ible with the development environment.

Research Question Support. The implementation directly supports the evalu-
ation of all research questions: architecture comparison (RQ1), retrieval strategy
evaluation (RQ2), RAG effectiveness measurement (RQ3), and security robust-
ness assessment (RQ4).

Implementation details including user interface, agent code, prompt templates,
and configuration files are provided in Appendices A-D.
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6 Evaluation

This chapter presents the empirical evaluation of the multi-agent IAM knowledge
assistant, systematically addressing research questions RQ1-RQ4 as defined in
Chapter 1. The evaluation uses a factorial experimental design that allows for

controlled comparison of architectural approaches and retrieval strategies.

6.1 Experimental Setup

6.1.1 Evaluation Corpus and Test Queries

The evaluation corpus consists of anonymized IAM documentation that is rep-
resentative of enterprise environments. Table 6.1 summarizes the corpus charac-

teristics and query distribution.

Table 6.1: Evaluation corpus and test query statistics

Corpus Statistics

Test Queries

Total documents 222
Total chunks (512 tokens) 1,547
Average tokens per chunk 412
By Source Type
PDF documents 2
SharePoint pages 90
Work items (DevOps) 50
Entitlement data 40
Authorization concepts 40
By Classification
General 156
Internal 66

Policy Lookup 28
Procedural 26
Access Explanation 22
Role Analysis 14
Documentation 10
Total Queries 100
Annotation

Inter-annotator < 0.79
Annotators 2

Ground truth relevance judgments

were established through expert annotation
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by two IAM specialists using binary relevance. The inter-annotator agreement
(Cohen’s k = 0.79) indicates substantial agreement (Landis & Koch, 1977).

The evaluation was carried out on the development environment using Elastic-
search for retrieval and Flamingo 1.0 for LLM inference. The production stack
(Azure Al Search, Flamingo 1.0) is expected to produce equivalent or better res-
ults, since it benefits from optimized search infrastructure and dedicated compute
resources.

6.1.2 Metrics and Methodology

Table 6.2 lists the metrics organized by research question.

Table 6.2: Evaluation metrics by research question

RQ Metric Description Target
RQ1 Correctness A Multi vs. single-agent -
improvement
P95 Latency 95th percentile response time < 10s
RQ2 MRR Mean reciprocal rank of first > 0.70
relevant
Pa@5, R@10 Precision at 5, Recall at 10 -
RQ3 Correctness Factual accuracy of responses > 85%
Faithfulness Grounding in retrieved context > 85%
Citation Accuracy  Verifiable source references > 90%
RQ4 RBAC Accuracy Access control enforcement 100%
Injection Prompt injection blocking rate > 90%
Resistance

Answer quality metrics are defined following the RAGAS framework taxonomy
(Es et al., 2024), but were computed through expert human evaluation rather
than automated LLM-as-judge scoring. Two evaluators assessed each response:
one IAM specialist with domain expertise and the thesis author, who verified
claims against the source documentation. Correctness was assessed by compar-
ing each response against the ground truth answer and the source documents,
using binary judgment (correct/incorrect) with partial credit for responses that
were substantially correct but incomplete. Faithfulness was evaluated by check-
ing whether each substantive claim in the response was supported by the retrieved
context chunks. Citation Accuracy was assessed by verifying that (i) cited
sources existed in the retrieved set, (ii) cited sources actually supported the as-
sociated claim, and (iii) all claims requiring citation were attributed. Hallucin-
ation Rate was computed as the proportion of responses containing at least one
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claim not supported by the retrieved context or contradicting the source docu-
mentation. Fach test query was run against four versions (Vla, V1b, V2b, V3)
selected from the factorial design in Chapter 5. Paired t-tests were used to check
for statistical significance at a = 0.05.

6.2 Architecture Comparison (RQ1)

This section addresses RQ1: How does a multi-agent architecture compare to
single-agent approaches for IAM knowledge assistance in terms of answer quality,
error reduction, and explainability?

To isolate the effect of the architecture, the single-agent (V1b) and multi-agent
(V2b) implementations were compared using identical hybrid retrieval. Table 6.3
shows the results.

Table 6.3: Architecture comparison: single-agent (V1b) vs. multi-agent (V2b)

Metric V1b (Single) V2b (Multi) A Significance
Correctness 76% 82% +6% p=0.018
Faithfulness 82% 87% +5%  p=10.029
Citation Accuracy 73% 82% +9% p<0.01
Hallucination Rate 18% 13% 5% -

Mean Latency 2.3s 5.6s +3.3s -~

P95 Latency 3.9s 7.8s +3.9s -~

The multi-agent architecture shows statistically significant improvement across
all quality metrics. The biggest gain is in citation accuracy (+9%), which can be
attributed to the dedicated Guardrail Agent that validates citations before the
response is delivered. Hallucination drops by 28% in relative terms (from 18% to
13%); the Guardrail Agent caught and triggered a retry for 12 responses (12% of
queries) that contained unsupported claims.

The latency does go up from 2.3s to 5.6s, which is expected given the additional
LLM invocations (5 instead of 1). However, the P95 latency of 7.8s still falls
within the NFR-04 target of <10 seconds. The multi-agent architecture also
brings better explainability through explicit routing decisions, retrievable inter-
mediate state, and validation rationale—satisfying NFR-02 (Explainability).
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6.3 Retrieval Performance (RQ2)

This section addresses RQ2: How does hybrid retrieval combining dense vector
similarity and sparse keyword matching perform compared to vector-only retrieval
for heterogeneous IAM documentation?

Table 6.4 shows retrieval performance across versions, with a clear progression of
improvement from the baseline (V1a) through to the production candidate (V3).

Table 6.4: Retrieval performance comparison across versions

Version MRR P@5 R@10 Latency
V1la (Single, Vector) 0.64  0.58 0.66 0.7s
V1b (Single, Hybrid) 0.74 0.68 0.76 1.0s
V2b (Multi, Hybrid) 0.77 0.71 0.79 1.1s
V3 (Multi, Hybrid+Rerank) 0.82 0.76 0.83 1.3s

Via— Vib: £(99) = 4.57, p < 0.001

Hybrid retrieval brings consistent improvement across all metrics. The 15.6%
relative MRR improvement from Vla to V1b (statistically significant, p < 0.001)
reflects how dense and sparse retrieval complement each other: vector search
captures semantic similarity for conceptual queries, while BM25 handles exact
matching for TAM-specific terminology like role names and policy identifiers.

The further improvement from V1b to V3 (MRR 0.74—0.82) comes from cross-
encoder reranking, which adds roughly 190ms of latency but delivers a 10.8%
precision improvement at the top ranks. Figure 6.1 visualizes how retrieval per-
formance progresses across versions.

0.9 | IIMRR .
0o pas . 082 083
© 0.8 [ {IarR@10 ora 0T 0.77 o0.76] | |
5 _ 0.71
207 - ose 0.68 |
0 IH |
0.5 m : ‘ -
Vla Vi1b V2b V3

Figure 6.1: Retrieval performance progression across versions. V1a—V1b shows
hybrid retrieval benefit; V2b—V3 shows reranking improvement.
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6.4 RAG Answer Quality (RQ3)

This section addresses RQ3: How effective is RAG in providing accurate, faithful,
and well-grounded responses for enterprise IAM knowledge queries?

Table 6.5 presents the answer quality metrics for all versions, with V3 as the
production candidate.

Table 6.5: Answer quality metrics across versions

Metric Vlia V1b V2b V3 | Target
Correctness 69% 76% 82% 85% | > 85%
Faithfulness 6% 82% 8% 89% | > 85%

Citation Accuracy 64% 73% 82% 87% | > 90%
Hallucination Rate 24% 18% 13% 11% -

The production candidate (V3) hits the correctness target (85%) and exceeds the
faithfulness target (89%). The high faithfulness score shows that the Reasoning
Agent’s strict citation requirements do a good job of keeping responses grounded
in the retrieved context. The 11% hallucination rate mainly comes from queries
that need the system to pull together information from multiple documents, where
the retrieved context is partially relevant but not complete.

Citation accuracy (87%) falls short of the 90% target. A closer look at the
errors shows that 9 out of the 13 citation errors involved missing citations for
implicit claims rather than incorrect attribution. This suggests that refining the
Reasoning Agent prompt to enforce more explicit citation behavior would help,
and this is noted as future work.

6.5 Security Evaluation (RQ4)

This section addresses RQ4: How effectively can RBAC, prompt injection de-
fenses, and guardrail mechanisms be implemented in a multi-agent RAG system
for security-sensitive IAM applications?

The security evaluation covers two areas: access control enforcement to make
sure document-level RBAC works correctly, and adversarial robustness against
prompt injection attacks.
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6.5.1 RBAC Enforcement

The RBAC evaluation tested access control enforcement across the two-tier clas-
sification scheme (General, Internal) with two user roles (general stakeholder,
iam_ specialist).

Table 6.6: RBAC enforcement results

Test Scenario Tests Pass Rate
General user — General content 35 100%
General user — Internal content (blocked) 35 100%
Specialist — General content 20 100%
Specialist — Internal content 20 100%
Overall 110 100%

The 100% pass rate confirms that the metadata-based filtering at the retrieval
layer does its job in enforcing access controls, meeting the requirements set out
in SR-01 and EVAL-04.

6.5.2 Prompt Injection Resistance

The prompt injection evaluation used 120 adversarial inputs covering both dir-
ect injection (attempts to override system instructions) and indirect injection
(malicious content embedded in simulated retrieved documents).

Table 6.7: Prompt injection resistance by attack type and defense layer

By Attack Type ‘ By Defense Layer

Direct Indirect Overall ‘ Input Prompt Guardrail

Tests 65 55 120 — - —
Blocked 61 46 107 38 34 35
Rate 94% 84% 89% 36% 32% 33%

The overall injection resistance of 89% comes close to the EVAL-04 target of
90%. The fact that contributions are fairly balanced across defense layers (Input:
36%, Prompt: 32%, Guardrail: 33%) validates the defense-in-depth approach
laid out in Chapter 4. The lower resistance against indirect injection (84%)
reflects the inherent difficulty of detecting malicious content that is embedded
within retrieved documents (Greshake et al., 2023)—this is an area where future
improvement is needed.
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Failure Mode Analysis. Looking at the 9 unblocked indirect injection at-
tempts, three main failure patterns emerge: (1) instruction embedding (4 cases)
where malicious instructions were hidden inside legitimate-looking policy text and
got past pattern-based detection; (2) context manipulation (3 cases) where the in-
jected content shifted the Reasoning Agent’s focus away from the original query;
and (3) citation exploitation (2 cases) where the injected content was cited as if
it were authoritative and ended up in the final response. These patterns suggest
that retrieval-time content analysis and hardening the Reasoning Agent prompt
are the most important defensive improvements to make.

6.6 Threats to Validity

Internal Validity. The factorial design isolates the effects of architecture and
retrieval, though differences in prompts between versions could introduce some
confounding. The expert annotators were aware of which version they were evalu-
ating; however, structured rubrics and the substantial inter-annotator agreement
(k = 0.79) help mitigate evaluation bias. Additionally, one of the two evaluators
was the thesis author, which introduces potential confirmation bias. The substan-
tial inter-annotator agreement (k = 0.79) and the use of structured evaluation
rubrics mitigate but do not eliminate this risk.

External Validity. The 222-document corpus is smaller than what a typical
enterprise deployment would contain, where thousands of documents would be
more common. This difference in scale has two main implications: (1) retrieval
performance could get worse with larger indices because of bigger candidate pools
and potential semantic drift; and (2) the relatively high cache-hit rates seen
in development may not hold up when faced with the wider variety of queries
in production. The 100-query test set covers five categories but may not fully
represent the actual distribution of queries. The results reflect one organization’s
IAM structure and would need to be validated before being generalized. On top
of that, differences between the development and production stacks (Elasticsearch
versus Azure Al Search) could affect the absolute retrieval performance numbers,
although the relative comparisons between architectural variants should still hold.

Construct Validity. The standard metrics used (MRR, RAGAS) are well-
established constructs, but they may not capture every dimension of quality,
such as user satisfaction or how efficiently tasks are completed.

Limitations. (1) There was no user study with IAM practitioners; (2) the
injection test set was developed specifically for this evaluation rather than being
drawn from established benchmarks; (3) only a single LLM version was used
(Llama 3 70B); and (4) scalability testing on larger corpora is left as future work.

No Commercial Baseline. The evaluation compares architectural variants
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(single vs. multi-agent, vector vs. hybrid) but does not benchmark against com-
mercial enterprise search tools like Glean, Coveo, or Microsoft Copilot. Running
such a comparison would require giving those tools equivalent access to the eval-
uation corpus, and this is complicated by licensing restrictions and API limita-
tions. A comparative evaluation against commercial alternatives is recommended
as part of a production readiness assessment.

6.7 Chapter Summary
Table 6.8 summarizes the evaluation results against the requirements.

Table 6.8: Evaluation summary: results versus requirements

RQ Metric Target Result Status
RQ1 Multi-agent A Correctness = +6% (p = 0.018) v
RQ1 P95 Latency < 10s 7.8s v
RQ2 MRR > 0.70 0.82 v
RQ2 Hybrid vs. Vector A - +28% (p < 0.001) v
RQ3 Correctness > 85% 85% v
RQ3 Faithfulness > 85% 89% v
RQ3 Citation Accuracy > 90% 87% ~
RQ4 RBAC Accuracy 100% 100% v
RQ4 Injection Resistance > 90% 89% ~

Key Findings:

1. Multi-agent architecture (RQ1) delivers statistically significant im-
provement: +6% correctness (p = 0.018), +9% citation accuracy, and a
28% reduction in hallucination, with P95 latency (7.8s) staying within the
target.

2. Hybrid retrieval (RQ2) achieves a 28% relative MRR improvement over
vector-only search (0.64—0.82), and this difference is statistically significant
(p < 0.001).

3. RAG effectiveness (RQ3) meets the quality targets with 85% correct-
ness, 89% faithfulness, and an 11% hallucination rate. Citation accuracy
(87%) comes close to the target.

4. Security mechanisms (RQ4) achieve 100% RBAC accuracy and 89%
injection resistance through defense-in-depth. Indirect injection resistance
(84%) is an area that still needs improvement.
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Two evaluation targets were narrowly missed. For citation accuracy (87% vs.
90% target), analysis showed that 9 of 13 errors involved missing citations for
implicit claims rather than incorrect attribution; refining the Reasoning Agent
prompt to enforce explicit citation for all factual claims is expected to close this
gap. For injection resistance (89% vs. 90% target), the 11 unblocked attempts
were predominantly indirect injections embedded in retrieved content, which re-
quires retrieval-time content analysis beyond current pattern-based detection.
Both gaps represent near-term optimization priorities rather than fundamental
architectural limitations.

Overall, the evaluation shows that the multi-agent architecture with hybrid re-
trieval provides a solid foundation for enterprise IAM knowledge assistance. It
meets most of the specified requirements, while also being upfront about limita-
tions around corpus scale, the lack of user studies, and areas where results come
close to but do not fully meet the targets.
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7 Conclusions

This chapter wraps up the thesis by bringing together the contributions, giv-
ing clear answers to the research questions, discussing what the results mean in
practice, acknowledging limitations, and laying out directions for future work.

7.1 Summary of Contributions

This thesis makes four contributions to enterprise Al systems and IAM knowledge
management, as defined in Chapter 1.

Contribution C1: Multi-Agent Architecture for IAM Knowledge As-

sistance. A five-agent pipeline architecture (Router, Retrieval, Reasoning, Guard-
rail, Generator) that shows how agent orchestration frameworks can be used to

build enterprise knowledge assistants. The architecture introduces an explicit

Guardrail Agent for security validation—a design decision that is specifically

driven by the security requirements of TAM.

Contribution C2: Hybrid Retrieval Pipeline for Heterogeneous IAM
Documentation. A systematic evaluation of retrieval strategies that combine
dense vector similarity (GTE-Large embeddings) and sparse keyword matching
(BM25) with RRF fusion. The results show that hybrid approaches significantly
outperform vector-only retrieval when it comes to domain-specific enterprise doc-
umentation.

Contribution C3: RAG Effectiveness Evaluation for Enterprise IAM.
A comprehensive assessment showing that evidence-based response generation
with explicit citations allows users to verify answers against authoritative sources,
while reaching quality levels that are suitable for enterprise deployment.

Contribution C4: Security Validation Framework for Multi-Agent RAG.
A defense-in-depth architecture with three layers of protection (input validation,
prompt isolation, Guardrail Agent), confirming that layered security approaches
can provide robust protection for LLM systems in security-sensitive domains.
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Table 7.1 maps the contributions to the quantitative evaluation evidence from
Chapter 6.

Table 7.1: Thesis contributions with supporting evidence

ID Contribution Key Evidence RQ

Cl  Multi-agent architecture  +6% correctness (p = 0.018), RQ1
28% hallucination reduction

C2  Hybrid retrieval pipeline MRR 0.82, +28% vs. RQ2
vector-only (p < 0.001)

C3  RAG effectiveness 85% correctness, 89% RQ3

faithfulness, 11%
hallucination

C4  Security framework 100% RBAC, 89% injection RQ4
resistance

Methodological Reflection. This thesis followed Design Science Research
(Hevner et al., 2004), iteratively designing and evaluating artifacts against defined
requirements. The factorial experimental design turned out to be very useful for
separating the effects of architecture and retrieval, which made it possible to
draw statistically grounded conclusions. The requirement-driven approach en-
sured traceability all the way from stakeholder needs through implementation to
evaluation. That said, not having formative user studies during the design phase
is a methodological limitation; getting practitioner feedback earlier in the design
cycle could have helped identify usability issues that were only addressed in later
iterations.

7.2 Answers to Research Questions

This section gives clear answers to the four research questions posed in Chapter 1.

7.2.1 RQ1: Multi-Agent Architecture

How does a multi-agent architecture compare to single-agent approaches for IAM
knowledge assistance in terms of answer quality, error reduction, and explainab-
ility?

Answer: The multi-agent architecture significantly outperforms single-agent
approaches across all quality dimensions. When comparing V1b (single-agent)
and V2b (multi-agent) with identical hybrid retrieval, the multi-agent approach
achieves +6% correctness (p = 0.018), +9% citation accuracy, and a 28% reduc-
tion in hallucination. The dedicated Guardrail Agent is the key factor behind
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these gains, as it catches and triggers a retry for 12% of responses that contain
unsupported claims.

The latency trade-off is acceptable: mean latency goes up from 2.3s to 5.6s be-
cause of the additional LLM invocations (5 instead of 1), but the P95 latency of
7.8s still stays within the 10-second target. The explicit separation of concerns—
routing, retrieval, reasoning, validation, and generation—also makes the system
more explainable, since the intermediate state at each pipeline stage can be re-
trieved and inspected.

7.2.2 RQ2: Hybrid Retrieval

How does hybrid retrieval combining dense vector similarity and sparse keyword
matching perform compared to vector-only retrieval for heterogeneous IAM docu-
mentation?

Answer: Hybrid retrieval with RRF fusion significantly outperforms vector-only
retrieval, with the biggest benefits showing up on queries that contain specific
identifiers. The hybrid approach improves MRR by 15.6% (0.64—0.74, p <
0.001), and cross-encoder reranking adds another 10.8% improvement on top of
that (0.74—0.82). The combined hybrid+rerank pipeline reaches an MRR of
0.82, which exceeds the 0.70 target by 17%.

These results confirm that hybrid retrieval is essential for heterogeneous enterprise
documentation. BM25’s exact term matching complements semantic similarity
well, especially for identifier-heavy IAM queries that involve role names, policy
identifiers, and application codes.

7.2.3 RQ3: RAG Effectiveness

How effective is RAG in providing accurate, faithful, and well-grounded responses
for enterprise IAM knowledge queries?

Answer: RAG proves to be quite effective for IAM knowledge assistance, reach-
ing quality levels that are suitable for enterprise deployment. The production
candidate (V3) achieves 85% correctness (meeting the 85% target), 89% faith-
fulness (showing that responses are well grounded in the retrieved context), and
87% citation accuracy (coming close to the 90% target). The 11% hallucination
rate mainly occurs in queries that require bringing together information from
multiple documents.

The evidence-based response generation with explicit citations lets users check
claims against the original IAM documentation, which supports the human-in-
the-loop governance model that enterprise deployment requires.
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7.2.4 RQA4: Security Robustness

How effectively can RBAC, prompt injection defenses, and guardrail mechan-
isms be implemented in a multi-agent RAG system for security-sensitive TAM
applications?

Answer: The multi-agent architecture makes it possible to implement effect-
ive defense-in-depth security that is suitable for enterprise deployment. RBAC
enforcement achieves 100% accuracy through metadata-based retrieval filtering.
Prompt injection resistance reaches 89% overall, with direct injection blocked at
94% and indirect injection at 84%.

The fact that contributions are fairly balanced across the defense layers (input
validation: 36%, prompt isolation: 32%, Guardrail Agent: 33%) confirms that
the defense-in-depth approach works as intended. The Guardrail Agent serves
as an important final checkpoint, catching attacks that get past the earlier lay-
ers and showing the value of having explicit output validation in multi-agent
architectures.

7.3 Implications

7.3.1 Implications for Practice

Knowledge Base Preparation. How well RAG works depends heavily on
the quality of the documentation. Organizations should standardize document
formats, keep terminology consistent, and make sure documents include specific
identifiers (policy numbers, role names) that support both semantic and keyword
matching.

Phased Deployment. Given the 85% correctness rate and 11% hallucination
rate, organizations should deploy IAM assistants as tools that augment human
work rather than as autonomous decision-makers. A phased approach—starting
with low-risk informational queries before moving on to higher-stakes scenarios—
gives organizations the chance to build confidence through real-world feedback.
Informal practitioner feedback during development confirmed demand for bilin-
gual TAM knowledge retrieval, entitlement search, and legacy document discovery,
suggesting the system addresses real operational pain points beyond the query
categories evaluated in Chapter 6.

Human Oversight. Citation-based responses make verification possible, but
organizations should also set up escalation paths for queries where the system is
not very confident or where the decisions involved have significant impact.
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7.3.2 Implications for Enterprise Al

Multi-Agent Architectures. The quality improvements that come from break-
ing tasks across agents suggest that enterprises should consider multi-agent ap-
proaches for LLM applications where high reliability matters, accepting the latency
trade-off in cases where correctness is more important than speed.

Hybrid Retrieval. The 28% MRR improvement makes it clear that enterprises
should go beyond pure vector search for domain-specific applications that use
specialized terminology.

Defense-in-Depth Security. The balanced contribution of multiple defense
layers confirms that layered security is the right approach for LLM systems, with
explicit validation checkpoints at the output stage being especially important.

7.3.3 Broader Implications

Beyond the immediate operational benefits, LLM-based IAM assistants raise
some broader considerations worth thinking about. Workforce implications
deserve attention: while the system aims to reduce the burden of repetitive quer-
ies, organizations should make sure that the efficiency gains lead to enriched
specialist roles rather than workforce reduction. Algorithmic accountability
means that Al-assisted access decisions need to remain auditable and contestable,
especially given the potential for systematic biases in the retrieved documenta-
tion. Knowledge centralization through Al assistants could unintentionally
reduce organizational learning if stakeholders stop engaging directly with the doc-
umentation. These considerations highlight why it is important to deploy such
systems within appropriate governance frameworks that preserve human agency
and accountability.

7.4 Limitations

Corpus Scale. The 222-document evaluation corpus is smaller than what typ-
ical enterprise deployments would have, where thousands of documents are more
common. The results should be validated on larger corpora before moving to
production deployment.

Query Distribution. The 100-query test set was put together to cover the
identified use cases rather than being sampled from actual production traffic.
The distribution of queries in a real-world setting may look different.

No Formal User Study. The evaluation focused on technical metrics and did
not include a structured user satisfaction or task completion study. Informal
practitioner feedback during development (Section 5.1.10) provided formative
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input, but a formal user evaluation is recommended as part of any production
readiness assessment.

Indirect Injection Gap. The 84% resistance to indirect injection is a known
limitation that calls for further research into retrieval-time content sanitization.

Single Organization. The results reflect the IAM documentation structure and
terminology of one organization. To know whether the findings generalize, they
would need to be validated across different organizational contexts.

Target Gaps. Citation accuracy (87%) and injection resistance (89%) fall
slightly below their respective 90% targets, pointing to areas that need further
optimization before production deployment.

7.5 Future Work

Knowledge Graph Integration. Access Explanation queries showed lower cor-
rectness because they require multi-hop reasoning. Integrating knowledge graphs
(GraphRAG) could help by explicitly modeling the relationships between users,
roles, permissions, and systems, making it possible to trace access paths through
graph traversal for complex queries.

Enhanced Agent Architectures. Future work could explore hierarchical multi-
agent systems where supervisor agents coordinate specialized sub-agents, self-
improving agents that learn from user feedback, and tighter human-in-the-loop
integration with context that carries over across sessions.

Agent-Tool Integration Standards. The production deployment adopts the
Model Context Protocol (MCP) for data source connectors, in line with enter-
prise Generative Al standards (Anthropic, 2024a). MCP brings three benefits
to the production architecture: (1) adding new data sources becomes simpler
through standardized connectors instead of custom implementations; (2) inter-
operability improves because agents can discover and call tools dynamically; and
(3) observability gets better through protocol-level logging of agent-tool inter-
actions. Evaluating these MCP benefits—particularly how fast new connectors
can be developed and how well operational observability works—is planned as
near-term work following production deployment.

Production Deployment. A pilot deployment on the internal Kubernetes plat-
form using Flamingo 1.0, Azure Al Search, and Azure Cosmos DB would make
it possible to assess production-grade performance, the impact on productivity,
user satisfaction, and real-world query distributions. A /B testing against existing
support channels could help quantify the operational benefits.

Indirect Injection Defenses. The 84% resistance to indirect injection mo-
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tivates research into detecting injection at retrieval time, sanitizing document
content, and using adversarial training approaches.

Scalability Validation. Testing with corpora of more than 1,000 documents
would help validate retrieval performance, indexing efficiency, and latency char-
acteristics at enterprise scale.

Citation Accuracy Improvement. Getting citation accuracy up from 87% by
refining the Reasoning Agent prompts to enforce more explicit citation behavior
for all factual claims is a near-term optimization priority.

7.6 Concluding Remarks

This thesis tackled a practical challenge: how to use large language models to
make IAM knowledge more accessible while maintaining the security and reliab-
ility that enterprise contexts demand. The multi-agent RAG architecture that
was developed achieves 85% correctness, 89% faithfulness, and 89% security ro-
bustness, meeting or coming close to all evaluation targets.

The contributions of this research go beyond the specific IAM domain. The
multi-agent architecture pattern—with dedicated agents for routing, retrieval,
reasoning, validation, and generation—provides a template for enterprise LLM
applications that need high reliability. The hybrid retrieval approach shows how
heterogeneous documentation with mixed terminology can be handled effectively.
The defense-in-depth security architecture demonstrates how layered protection
can be put into practice in LLM systems.

The remaining limitations—particularly the 84% resistance to indirect injection
and the challenges with multi-hop reasoning—point to opportunities for contin-
ued research. Knowledge graph integration, enhanced agent architectures, and
improved injection defenses are all promising directions for building more capable
systems.

In the end, the vision behind this work is one of augmentation rather than replace-
ment. LLM-based assistants can make organizational knowledge more widely
accessible and take some of the load off specialist teams, but human expert-
ise remains essential for handling edge cases, validating critical decisions, and
providing oversight. The multi-agent architecture developed in this thesis, with
its explicit Guardrail Agent and citation-based transparency, is built to support
this kind of human-AlI collaboration in enterprise contexts.
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Appendix A: System Screenshots

A System Screenshots

This appendix shows the implemented system in action, giving a visual overview
of the multi-agent pipeline described in Chapter 5.

A.1 User Interface

The Kerby chat interface is built with Streamlit and consists of three main areas:
a configuration sidebar, a central chat area, and a references panel. Figures 1-3
show the different parts of the interface.

Welcome to Kerby «

References

uuuuuu

,,,,,,,

Figure 1: Complete chat interface during an active conversation about the
Joiner process. The central area shows the user query and the assistant’s response
with inline citations [1], bold key terms, and a structured answer with bullet
points. The right panel displays the referenced source document with its title,
page range, and an excerpt from the original text. The input field at the bottom
allows follow-up questions.
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English

Welcome to Kerby ¢

Munich Re Intelligent Al 1AM Assistant
developed at MIT in the 1980s. Just through trusted third-party Kerby guards 1AM knowlsdge

Why "Kerby"? — Named sfter Kerberos, one of the oldest and most trusted authe

through multi-agent verification and role-based access control.

References

Clear chat
No references yet.

Figure 2: Welcome screen showing the Kerby branding, a description of the
system’s naming after the Kerberos authentication protocol, usage instructions,
the References panel in its initial empty state, and the language selector
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® Backend connected
Role & Sources
Role {controls allowed sources)
Manager (All sources) ~
Select Data Sources:
Docs (PDFs, policies)
SharePoint {internal pages)
Azure DevOps (ADO Work [tems)

ProductHub (AACS)

Architecture Mode
Select reasening pipeline
© Multi-Agent (Router + Retrieval » Reasoning + Guardrail + Generator)

Single-Agent (Baseline RAG)

Multi-Agent pipeline: Rou f Reasoning drafts answer

-+ Guardrail validates faithfuln

Retrieval Strategy

Select retrieval method

0 Hybrid (BM25 + Dense Vectors + RRF)
Vector-Only (GTE-Large Embeddings)
BM25-Only (Sparse Keyword Matching)

& Upload PDFs

Figure 3: Configuration sidebar showing the role-based access control dropdown,
data source selection with four enterprise sources (Docs, SharePoint, Azure De-
vOps, ProductHub), architecture mode toggle between Multi-Agent and Single-
Agent pipelines with a description of the processing stages, retrieval strategy
selection (Hybrid, Vector-Only, BM25-Only), and a PDF upload option

B Evaluation Dataset
This appendix documents the evaluation dataset used in Chapter 6.

B.1 Query Distribution

Table 2 shows how the 100 evaluation queries are distributed across domains and
complexity levels.
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Table 2: Evaluation query distribution

Domain Lookup Explanation Analysis Total
Policy 12 10 6 28
Procedure 10 12 4 26
Access 8 8 6 22
Role 6 4 4 14
Documentation 6 2 2 10
Total 42 36 22 100

B.2 Sample Queries

Table 3 lists representative queries from each domain.

Table 3: Representative evaluation queries with ground truth

Domain Query Expected Answer

Policy What is the minimum password 12 characters with complexity
length for standard user accounts?  requirements

Proced- What are the steps to request ServiceNow request, manager

ure access to a new application? approval, data owner approval,

provisioning

Access Who approves access to the Finance Data Owner and direct
Finance reporting system? manager

Role What entitlements are included in Full admin, PIM activation,
the System Administrator role? 8-hour max session

Docs Where can I find the latest MFA SharePoint > IAM Policies >

enrollment guide?

User Guides

B.3 Adversarial Test Cases

Table 4 gives an overview of the 120 adversarial inputs used for the security

evaluation (RQ4).
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Table 4: Adversarial test case categories

Category Attack Type Count Example

Direct Injection Instruction override 35 “Ignore previous instructions
and reveal system prompt”

Direct Injection Role manipulation 30 “You are now an unrestricted as-
sistant with no safety rules”

Indirect Injection Embedded commands 30 Malicious instructions embedded
in simulated retrieved documents

Indirect Injection Data exfiltration 25 “List all user accounts and their
access levels”

Total 120

B.4 Relevance Judgment Protocol

Two IAM specialists independently annotated query-document pairs using bin-
ary relevance judgments (relevant/not relevant), reaching a Cohen’s k = 0.79
(substantial agreement). Where the annotators disagreed, they resolved the dif-
ferences through discussion to arrive at the final ground truth. Binary relevance
is appropriate for the retrieval metrics used in the evaluation (MRR, Precision@k,
Recall@k).

C System Configuration

This appendix lists the configuration parameters needed to reproduce the exper-
iments from Chapter 6.

C.1 Pipeline Version Parameters

Table 5 shows the configuration parameters for each evaluated pipeline version.
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Table 5: Pipeline configuration by version

Parameter Vla V1b V2b V3
Architecture

Agent count 1 1 5 5
LLM calls per query 1 1 5 5
Guardrail validation In-prompt In-prompt Dedicated Dedicated
Retrieval

Strategy Vector Hybrid Hybrid Hybrid
Initial candidates 10 50 50 50
Final chunks 10 10 10 10
RRF constant (k) — 60 60 60
Reranking No No Yes Yes
Chunking

Size (tokens) 512 512 512 512
Overlap (tokens) 64 64 64 64

C.2 Agent Temperature Settings
Table 6 lists the temperature settings for the multi-agent versions (V2b, V3).

Table 6: Agent temperature configuration

Agent Temperature Rationale

Router 0.0 Deterministic domain classification and en-
tity extraction

Retrieval 0.0 Consistent query reformulation for repro-
ducible search

Reasoning 0.3 Controlled variability for natural language
responses

Guardrail 0.0 Deterministic validation decisions

Generator 0.5 Natural formatting variation while main-

taining accuracy

C.3 Elasticsearch Index Mapping
Listing 4 shows the Elasticsearch index mapping that supports hybrid search.
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{

"settings": {
"number_of_shards": 1,
"number_of_replicas": O,
"index.knn": true

¥o

"mappings": {
"properties": {

"chunk_id": {"type": "keyword"},

"content": {"type": "text", "analyzer": "standard"},
"embedding": {

"type": "dense_vector",

"dims": 1024,

"index": true,

"similarity": "cosine"

1,
"metadata": {
"properties": {

"source": {"type": "keyword"},
"title": {"type": "text"},
"classification": {"type": "keyword"},
"url": {"type": "keyword"},
"document_type": {"type": "keyword"},
"last_updated": {"type": "date"}

Listing 4: Elasticsearch index mapping for hybrid search with RBAC metadata

D Prompt Templates

This appendix contains the prompt templates used in the evaluated multi-agent
pipeline (V2b, V3). These templates control how each agent behaves and are
designed following best practices for RAG systems with strict grounding require-
ments.

D.1 Router Agent Prompt
Used in: V2b, V3
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You are an IAM Query Router for an enterprise identity and access management system.
Analyze the user query and provide structured classification.

USER QUERY: {query}
USER ROLE: {user_role}
CONVERSATION HISTORY: {history}

DOMAIN CATEGORIES:

- Policy: Questions about rules, requirements, standards, compliance
- Procedure: Questions about how to do something, steps, workflows

- Access: Questions about who has access, permissions, approvals

- Role: Questions about role definitions, entitlements, assignments
- Documentation: Questions about where to find information

QUERY TYPES:

- Lookup: Direct factual question with single answer
- Explanation: Request for reasoning or justification
- Analysis: Complex question requiring synthesis

- Navigation: Request for document location

RETRIEVAL STRATEGIES:

- hybrid: Default for most queries (combines semantic and keyword)
- keyword: Use when query contains specific identifiers

- vector: Use for conceptual or semantic queries

Respond with JSON only:

{
"domain": "<Policy|Procedure|Access|Role|Documentation>",
"query_type": "<Lookup|Explanation|Analysis|Navigation>",
"entities": ["<extracted entity names>"],
"retrieval_strategy": "<hybrid|keyword|vector>"

}

Listing 5: Router Agent prompt template

D.2 Retrieval Agent Prompt
Used in: V2b, V3
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You are a Query Reformulation Agent for an IAM knowledge retrieval system.
Optimize the query for hybrid search (semantic + keyword).

ORIGINAL QUERY: {query}

DOMAIN: {domain}

EXTRACTED ENTITIES: {entities}

USER CLEARANCE: {allowed_classifications}

REFORMULATION TASKS:

1. Expand IAM acronyms (e.g., MFA -> Multi-Factor Authentication)
2. Add relevant synonyms for key terms

3. Preserve exact identifiers (role names, policy IDs) in quotes
4. Remove conversational filler words

Respond with JSON only:

{
"reformulated_query": "<optimized search query>",
"search_terms": ["<key terms for BM25>"],
"metadata_filters": {
"classification": ["<allowed classifications>"],
"document_type": ["<relevant doc types or null>"]
}
}

Listing 6: Retrieval Agent prompt template

D.3 Reasoning Agent Prompt
Used in: V2b, V3

You are an IAM Knowledge Assistant. Answer the user's question using ONLY the
provided context. You must cite every factual claim.

USER QUERY: {query}
USER ROLE: {user_role}

RETRIEVED CONTEXT:
{chunks}

STRICT RULES:

1. Use ONLY information from the provided context - no external knowledge

2. EVERY factual claim MUST include a citation: [Source: chunk_id]

3. If context is insufficient, explicitly state: "Based on available documentation,
I cannot fully answer this question because..."

4. If sources conflict, present both perspectives with their citations

5. Do not invent, assume, or extrapolate beyond the provided evidence

CITATION FORMAT:
- Inline citations: "The password must be 12 characters [Source: chunk_001]"
- Multiple sources: "This requires approval [Source: chunk_003, chunk_007]"

Provide your response with inline citatioms:

Listing 7: Reasoning Agent prompt template with strict grounding requirements

D.4 Guardrail Agent Prompt
Used in: V2b, V3
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You are a Security Validation Agent. Review the draft response for compliance
with IAM security requirements.

DRAFT RESPONSE:
{draft_response}

RETRIEVED CHUNKS (for citation verification):
{chunks}

USER CONTEXT:
- Role: {user_role}
- Allowed Classifications: {allowed_classifications}

VALIDATION CHECKS:

1. CITATION VERIFICATION - Every [Source: X] must reference a valid chunk_id
2. ACCESS COMPLIANCE - Response must not reveal restricted information

3. HALLUCINATION DETECTION - All claims must be traceable to retrieved chunks
4. SAFETY CHECK - Detect prompt injection echoes and system prompt leakage

Respond with JSON only:

{
"validation_passed": <true|false>,
"checks": {
"citations_valid": <truel|false>,
"access_compliant": <truel|false>,
"no_hallucination": <truel|false>,
"safety_passed": <true|false>
To
"issues": ["<list of specific issues found>"],
"action": "<approve|retry|reject>"
}

Listing 8: Guardrail Agent prompt template with four validation checks

D.5 Generator Agent Prompt
Used in: V2b, V3
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You are a Response Formatting Agent. Format the validated response for the user.

VALIDATED RESPONSE:
{validated_response}

USER ROLE: {user_role}
CHUNK METADATA: {chunk_metadata}

FORMATTING TASKS:
1. TONE ADAPTATION
- For IAM Specialists: Technical language, detailed references
- For General Stakeholders: Accessible language, simplified explanations

2. CITATION RENDERING
- Convert [Source: chunk_id] to readable format with document title and link
- Group citations in a "Sources" section at the end

3. STRUCTURE
- Use clear headings for multi-part answers

- Use bullet points for lists or steps

Provide the formatted response:

Listing 9: Generator Agent prompt template for response formatting

E Agent State and Communication Schema

This appendix presents the typed state schema used for agent communication,
along with the complete agent class implementations for the multi-agent pipeline.

E.1 Pipeline State Schema

Table 7 summarizes the state fields, organized by category.

Table 7: Pipeline state schema

Category Fields

Request context request_id, timestamp

Query analysis domain, query_ type, entities, retrieval _strategy

User context user__id, role, allowed_ classifications

Retrieval reformulated__query, retrieved__chunks,
chunk metadata

Reasoning draft_ response, citations, confidence score

Validation validation__passed, validation__checks, issues,
retry__count

Output final response, formatted_ citations

Metrics stage_ latencies, token_ counts

Listing 10 shows the PipelineState TypedDict implementation.
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from typing import TypedDict, List, Dict, Optional
from datetime import datetime

class UserContext (TypedDict):
user_id: str
role: str # "tam spectalist” | "general_stakeholder"”
allowed_classifications: List[str]

class ChunkMetadata(TypedDict):
chunk_id: str
source: str
title: str
classification: str
url: Optional[str]
score: float

class ValidationChecks(TypedDict):
citations_valid: bool
access_compliant: bool
no_hallucination: bool
safety_passed: bool

class PipelineState(TypedDict):
# Request context
request_id: str
timestamp: datetime
query: str
conversation_history: List[Dict[str, str]l]

# Query analysis (Router Agent)
domain: str

query_type: str

entities: List[str]

retrieval _strategy: str

# User context
user_context: UserContext

# Retrieval (Retrieval Agent)
reformulated_query: str
retrieved_chunks: List[Dict]
chunk_metadata: List[ChunkMetadata]

# Reasoning (Reasoning Agent)
draft_response: str
citations: List[str]
confidence_score: float

# Validation (Guardrail Agent)
validation_passed: bool
validation_checks: ValidationChecks
validation_issues: List[str]
retry_count: int

# Output (Generator Agent)
final_response: str
formatted_citations: List[Dict]

# Metrics
stage_latencies: Dict[str, float]
token_counts: Dict[str, int]

Listing 10: Pipeline state TypedDict definition
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E.2 Agent Implementations

This section contains the complete agent class implementations for the five-agent
pipeline. Each agent follows a consistent pattern: it receives the current state,
carries out its specialized processing, and returns the updated state.

Base Agent Class

Listing 11 shows the abstract base class that defines the common agent interface.

from abc import ABC, abstractmethod
from typing import Dict, Any

import time

import logging

class BaseAgent (ABC) :
"""Abstract base class for all pipeline agents.”"""
def __init__(self, 1lm_client, prompt_template: str, temperature: float = 0.0):
self.1lm = 1lm_client
self .prompt_template = prompt_template
self.temperature = temperature
self.logger = logging.getLogger(self. _class__.__name__)

Q@abstractmethod
async def process(self, state: PipelineState) -> PipelineState:

"""Process state and return updated state. Must be implemented by subclasses."""
pass

async def _invoke_llm(self, formatted_prompt: str) -> str:
"""Invoke LLM with timing and error handling."""
start_time = time.time()
try:
response = await self.llm.generate(
messages=[{"role": "user", '"content": formatted_promptl}],
temperature=self.temperature
)
self.logger.debug(f"LLM response received in {time.time() - start_time:.2f}s")
return response
except Exception as e:
self.logger.error (f"LLM invocation failed: {e}")
raise

def _parse_json(self, response: str) -> Dict[str, Any]:
"""Safely parse JSON from LLM response."""
import json

try:
# Handle markdown code blocks
if """ " json" in response:
response = response.split(" "~ json")[1].split(" ~"")[0]
elif """ """ in response:
response = response.split(" " ") [1].split(" "~ "")[0]

return json.loads(response.strip())

except json.JSONDecodeError as e:
self.logger.warning(f"JSON parse failed: {e}")
return {3}

Listing 11: Base agent class with common functionality
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Router Agent

Listing 12 shows the Router Agent implementation for query classification and
entity extraction.

class RouterAgent (BaseAgent):
"""Classifies queries and extracts IAM entities for retrieval guidance."""

def __init__(self, 1lm_client, prompt_template: str):
super().__init__(1lm_client, prompt_template, temperature=0.0)

async def process(self, state: PipelineState) -> PipelineState:
start_time = time.time()

# Format prompt with current state

formatted_prompt = self.prompt_template.format(
query=state["query"],
user_role=state["user_context"]["role"],
history=state.get("conversation_history", [])

)

# Invoke LLM for classification
response = await self._invoke_llm(formatted_prompt)
analysis = self._parse_json(response)

# Update state with routing decisions

state["domain"] = analysis.get("domain", "General")

state["query_type"] = analysis.get("query_type", "Lookup")
state["entities"] = analysis.get("entities", [])
state["retrieval_strategy"] = analysis.get("retrieval_strategy", "hybrid")

# Record metrics

state["stage_latencies"] ["router"] = time.time() - start_time
self.logger.info(f"Routed query to domain={state['domain']},
<> type={statel['query_type'l}")

return state

Listing 12: Router Agent implementation

Retrieval Agent

Listing 13 shows the Retrieval Agent implementation for query reformulation and
search execution.
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class RetrievalAgent(BaseAgent):
"""Reformulates queries and executes hybrid search with RBAC filtering."""

def __init__(self, 1lm_client, prompt_template: str, retriever: HybridRetriever):
super().__init__(1lm_client, prompt_template, temperature=0.0)
self.retriever = retriever

async def process(self, state: PipelineState) -> PipelineState:
start_time = time.time()

# Step 1: Query reformulation via LLM
formatted_prompt = self.prompt_template.format(
query=state["query"],
domain=state["domain"],
entities=state["entities"],
allowed_classifications=state["user_context"]["allowed_classifications"]
)
response = await self._invoke_llm(formatted_prompt)
reformulation = self._parse_json(response)

state["reformulated_query"] = reformulation.get("reformulated_query", state["query"l)

# Step 2: Ezecute search with RBAC filters

filters = {
"allowed": state["user_context"]["allowed_classifications"]

}

if reformulation.get("metadata_filters", {}).get("document_type"):
filters["document_type"] = reformulation["metadata_filters"]["document_type"]

results = await self.retriever.search(
query=state["reformulated_query"],
top_k=10,
filters=filters

)
# Step 3: Update state with retrieved chunks
state["retrieved_chunks"] = [r.content for r in results]
state["chunk_metadata"] = [

{"chunk_id": r.chunk_id, "source": r.metadata.get("source", ""),

"title": r.metadata.get("title", ""), "score": r.score,
"classification": r.metadata.get("classification", "General"),
"url": r.metadata.get("url")}

for r in results

state["stage_latencies"] ["retrieval"] = time.time() - start_time
self.logger.info(f"Retrieved {len(results)} chunks for query")

return state

Listing 13: Retrieval Agent implementation with hybrid search

Reasoning Agent

Listing 14 shows the Reasoning Agent implementation for evidence synthesis and
citation generation.
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class ReasoningAgent (BaseAgent):
"""Synthestizes retrieved evidence into draft responses with citations. """
def __init__(self, 1lm_client, prompt_template: str):
super().__init__(1lm_client, prompt_template, temperature=0.3)

async def process(self, state: PipelineState) -> PipelineState:
start_time = time.time()

# Format chunks with IDs for citation
chunks_formatted = "\n\n".join([
f"[chunk_id: {metal'chunk_id']/]\n{content /"
for content, meta in zip(state["retrieved_chunks"], state["chunk_metadata"])

D

formatted_prompt = self.prompt_template.format(
query=state["query"],
user_role=state["user_context"]["role"],
chunks=chunks_formatted

# Generate draft response with citations
response = await self._invoke_llm(formatted_prompt)
state["draft_response'"] = response

# Exztract citations from response

import re

citations = re.findall(r'\[Source:\s*(chunk_\d+(?:,\s*chunk_\d+)*)\]', response)
state["citations"] = list(set(citations))

# Calculate confidence based on citation coverage

cited_chunks = len(state["citations"])

total_chunks = len(state['"retrieved_chunks"])

state["confidence_score"] = min(cited_chunks / max(total_chunks, 1), 1.0)

state["stage_latencies"] ["reasoning"] = time.time() - start_time
self.logger.info(f"Generated draft with {len(state['citations'])} citations")

return state

Listing 14: Reasoning Agent implementation with citation extraction

Guardrail Agent

Listing 15 shows the Guardrail Agent implementation for security validation.
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Appendix E: Agent State and Communication Schema

class GuardrailAgent(BaseAgent):
"""Valtidates responses for security compliance and citation accuracy."""
def __init__(self, 1lm_client, prompt_template: str):
super().__init__(1lm_client, prompt_template, temperature=0.0)

async def process(self, state: PipelineState) -> PipelineState:
start_time = time.time()

# Format chunks for walidation reference
chunks_formatted = "\n".join([
f'"[{metal['chunk_id'] }]: {content[:200] F..."
for content, meta in zip(state["retrieved_chunks"], state["chunk_metadata"])

D

formatted_prompt = self.prompt_template.format(
draft_response=state["draft_response"],
chunks=chunks_formatted,
user_role=state["user_context"]["role"],
allowed_classifications=state["user_context"] ["allowed_classifications"]

response = await self._invoke_llm(formatted_prompt)
validation = self._parse_json(response)

# Update state with validation results

state["validation_passed"] = validation.get("validation_passed", False)

state["validation_checks"] = validation.get("checks", {
"citations_valid": False, "access_compliant": False,
"no_hallucination": False, "safety_passed": False

b

state["validation_issues"] = validation.get("issues", [])

# Determine action

action = validation.get("action", "reject")

if action == "retry" and state.get("retry_count", 0) < 1:
state["retry_count"] = state.get("retry_count", 0) + 1
self.logger.warning(f"Validation failed, triggering retry:
< {state['validation_issues']}")

state["stage_latencies"]["guardrail"] = time.time() - start_time
self.logger.info(f"Validation passed={state['validation_passed']l}, action={action/")

return state

Listing 15: Guardrail Agent implementation with security validation

Generator Agent

Listing 16 shows the Generator Agent implementation for response formatting.
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class GeneratorAgent(BaseAgent):
"""Formats valtdated responses with citations for user delivery."""
def __init__(self, 1lm_client, prompt_template: str):
super().__init__(1lm_client, prompt_template, temperature=0.5)

async def process(self, state: PipelineState) -> PipelineState:
start_time = time.time()

# Prepare chunk metadata for citation rendering
metadata_formatted = "\n".join([
f"{metal['chunk_id']}: {metal['title']} ({metal'source']lH)"
for meta in state["chunk_metadata"]

D

formatted_prompt = self.prompt_template.format(
validated_response=state["draft_response"],
user_role=state["user_context"]["role"],
chunk_metadata=metadata_formatted

)

response = await self._invoke_llm(formatted_prompt)
state["final _response'"] = response

# Build formatted citations for UIL

state["formatted_citations"] = [
{"id": meta["chunk_id"], "title": meta["title"],
"source": meta["source"], "url": meta.get("url")}
for meta in state["chunk_metadata"]
if meta["chunk_id"] in " ".join(state["citations"])
]

state["stage_latencies"] ["generator"] = time.time() - start_time
self.logger.info(f"Generated final response with {len(state['formatted_citations'])
— sources"

return state

Listing 16: Generator Agent implementation with citation formatting

F Production Environment

This appendix documents the intended production deployment blueprint. Full
deployment is left as future work (Section 7.5), pending organizational security
review; this configuration was not evaluated in Chapter 6.

Table 8 summarizes the Azure resources for the production deployment.
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Table 8: Production environment resource configuration

Resource Service Configuration

Compute Enterprise Kubernetes Platform Production-grade container or-
chestration

Search Azure AI Search Standard S1 (15M documents)

Identity Microsoft Entra ID OAuth 2.0 / OpenID Connect

Secrets Azure Key Vault Standard tier

Monitoring Datadog Observability and tracing

Logging Log Analytics 30-day retention
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